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CHAPTER 1 INTRODUCTION

WGSW-404 and WGSW-2402A are ultra-fast high-performance switches with non-blocking switch
fabric of 16Gbps and 12.8Gbps. WGSW-404 is a backbone switch with 4-port 10/100/1000Mbps
RJ-45 and 4-slot for media expansion. WGSW-2402A is designed to be a workgroup switch with
24-port 10/100Mbps RJ-45 and 2-slot for media expansion. Their expansion slots support
1000Base-T, 1000Base-SX and 100Base-FX modules that provide great flexibility on enterprise and
FTTB application. In the following section, the short term “WGSW” will be used to represent both
WGSW-2402A and WGSW-404

The WGSW switch can be stacked up to 8 units together through Ethernet interface and managed by
single IP. You can stack 8 WGSW-2402A to get up to 192 100Base-TX ports plus 2 Gigabit port or 8
WGSW-404 to get 50 Gigabit ports in single stack. Mix them in a single stack is also possible to get
maximum flexibility. Most stacked switches are limited by the length of a proprietary stack cable,
WGSW switch, however, the maximum distance between two stacked switches can be up to 2

kilometers using Ethernet stack connectivity.

Designed as the Layer 2 switch but with layer 3 software routing function, the WGSW can easily fit in
your network configuration and can be executed for its management functions through the console
telnet and the web. SNMP MIBII, Bridge MIB, RMON groups 1,2,3,9 and enterprise private MIB are

also supported to get the maximum management functionality.

The standard IEEE 802.1Q with VLAN tagging feature makes logically separating nodes easier, with up
to 128 VLAN groups allowed on the WGSW switch. IGMP snooping is provided to prevent flooding of IP
multicast traffic. Port security and MAC addresses filtering are also included as a standard feature to

enhance overall network access security.

8 priority queues on Gigabit port and 4 on 10/100port are provided with versatile scheduling methods
including delay bound, strict priority, WFQ and best effort. This ensures critical applications get the
bandwidth and priority they need. Rate control is also supported to allow bandwidth allocation based

on ports.

Throughout this user’s manual, the Intelligent Gigabit Ethernet Switch, WGSW-404 and WGSW-2402A
will be referred to as the Managed Switch or the Switch or WGSW.

1.1 Package Contents

The package contains the following:
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One Intelligent Gigabit Ethernet Switch
One Power Cord

Rack Mounting Brackets

One Serial/Console Cable

User’s manual CD

Quick Installation Guide

If any of these pieces are missing or damaged, please contact your dealer immediately, if possible,

retain the carton including the original packing material, and use them against to repack the product in

case there is a need to return it to us for repair.

1.2 Features

*
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Complies with IEEE 802.3, 802.3u, 802.3z and 802.3ab Ethernet Standards, IEEE 802.3x flow
control, 802.1D Spanning Tree, 802.1p QoS and 802.1Q VLAN.

Features Store-and-Forward mode with wire-speed filtering and forwarding rates

Support 16k MAC addresses

IEEE 802.3x full duplex PAUSE frame, half duplex back pressure flow control

Runt and CRC filtering eliminates erroneous packets to optimize network bandwidth

LED indicators for simple diagnostics and management

Auto-MDI/MDI-X on each 100Base-TX and 1000Base-T port

Software routing function with RIP, RIP-2, DHCP relay and proxy ARP support

Can be configured up to 128 groups of 802.1Q VLANs with GARP/GVRP supports

Support port trunking for maximum 4 ports per trunk

Support IP Multicast with IGMP snooping

Up to 8 units can be stacked by Ethernet connection and managed by single IP

Provide 4 priority queues on 10/100 ports and 8 priority queues on Gigabit ports

Queuing is based on IEEE 802.1p tag or ToS of IP layer

Configurable frame scheduling methods including delay bound, strict priority, weighted fair
queuing and best effort

Rate control is supported on 10/100Mbps ports to provide 10 levels of rate (10Mbps to 100Mbps)
Support SNMP MIB I, Ethernet MIB, VLAN MIB, RMON group 1, 2, 3, 9 and enterprise private
MIB

Support Port mirroring on WGSW-2402A




1.3 Specification

Product

WGSW-2402A WGSW-404

Hardware Specification
Ports

Module Slot for
1000Base-SX/T and
100Base-FX modules

Stack Interface

Switch Fabric

Switch Processing Scheme

Throughput (packet per
second)

Address Table

Queue Buffer

Flow Control

Dimensions
Weight

Power Requirement
Power Consumption
Heat Dissipation
Temperature

Humidity

Network Management
System Configuration

Management Agent

RMON

Spanning Tree Algorithm
VLAN

Routing

Static Address Filtering
IGMP Multicast Filtering
Port trunking

Port Mirroring
QoS

Priority Queue

24 10/ 100Base-TX RJ-454 10/100/1000Base-T RJ-45
Auto-MDI/MDI-X ports Auto-MDI/MDI-X ports
2 4

Through Ethernet interface. Up to 8 units can be managed by
single IP

12.8Gbps 16Gbps
Store-and-forward

6.547Mpps 11.904Mbps
16K entries

2Mbytes 4Mbytes

Back pressure for half duplex, IEEE 802.3x Pause Frame for full
duplex

430 x 350 x 44.5 mm, 1U high

4.4 kg 4.2 kg

100~240 VAC, 50-60 Hz

50 Watts maximum 60 Watts maximum
170 BTU/hr maximum 205 BTU/hr maximum
Operating: 0~50°C, Storage -40~70°C

Operating and Storage: 10% to 95%(Non-condensing)

Console port, Telnet, Web browser, SNMP/RMON

MIB I1I, Ethernet MIB, RMON MIB, VLAN MIB and enterprise
private MIB
Groups 1, 2, 3, 9 (Statistics, History, Alarm and Event)

IEEE 802.1D
802.1Q VLAN with GARP/GVRP, up to 128 VLANs supported

RIP, RIP-2, DHCP Relay, proxy ARP and ICMP Router
Discovery Message
Source and destination MAC addresses filtering

Support IP multicast with IGMP snooping up to 64k groups

Up to 4 ports in a trunk. 3 Up to 4 ports in a trunk. 4
trunk groups support trunk groups support
2 mirroring port supports

Based on IEEE 802.1p tag or ToS of IP layer
4 priority queues on 10/100 ports and 8 priority queues on

Ninahit nArte
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Gigabit ports

QoS Scheduling Supports delay bound, strict priority, WFQ (Weighted Fair
Queuing) and best effort service disciplines

Congestion Avoidance Supports WRED (Weighted Random Early Detection) drop
threshold management

Rate Control 10 levels of rate (10 to 100%) -
configurable on 10/100Mbps
port

Standards Conformance

Regulation Compliance FCC Part 15 Class A, CE

Standards Compliance IEEE 802.3 (Ethernet)

IEEE 802.3u (Fast Ethernet),

IEEE 802.3z (1000Base-SX/LX),
IEEE 802.3ab(1000Base-T),

IEEE 802.1D (STP),

IEEE 802.3x (full-duplex flow control),
IEEE 802.1p (Qo0S),

IEEE 802.1Q (VLANS)

RFC 768 UDP

RFC 783 TFTP

RFC 791 IP

RFC 792 ICMP

RFC 826 ARP

RFC 854 Telnet

RFC 1058 RIP

RFC 1122 Host Requirements

RFC 1157 SNMP v1/v2

RFC 1256 ICMP Router Discover Protocol
RFC 1213 MIB Il

RFC 1493 Bridge MIB

RFC 1757 RMON 4 groups, statistics, history, alarms and events
RFC 1812 IP Router Requirement
RFC 2131 DHCP Relay

RFC 2068 HTTP

RFC 2236 IGMPv2

RFC 2674 VLAN MIB

1.4 How to Use this Manual

This user’s manual is structured as follows:

" Chapter 2, Installation explains the hardware functions of the Switch and how to physically install
it.

" Chapter 3, Configuration explains how to set up and modify the configuration of the Switch.

" Chapter 4, Menu-Driven Console Management and Chapter 5 Performing Advanced
Management Activities explains how to configure either locally through its RS-232 port or
remotely via a Telnet session.

" Chapter 6 Web-Based Configuration and Chapter 7 Performing Advanced Setup Activities allows

you to access the Switch using the Web browser of your choice.




Chapter 8, SNMP and RMON Management allows you to access the Switch using SNMP
management feature.

Appendix provides cable specification and more information regarding to stack and VLAN.




CHAPTER 2 INSTALLATION

This Chapter describes the hardware function of the Switches and shows how to install it on the
desktop or shelf. Basic knowledge of networking is assumed. Read this chapter completely before

continuing.

2.1 WGSW-2402A Hardware Description

2.1.1 Front Panel of WGSW-2402A

The front panel of the Switch has 24 RJ-45 ports for 10/100 Mbps in the middle. The port status LEDs
are indicated at the left. The expansion modules are situated at the right. Figure 2-1 shows a front
panel of the Switch. Table 2-1 shows the port function of the Switch. The functionality of the LEDs will
be explained in 2.1.4 LEDs.

FIGURE 2-1 FRONT PANEL
LEDs

Status LEDs 10/100 RJ-45 Ports Expansion Modules
I I
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TABLE 2-1 PORT FUNCTION
Ports # of Ports Description
10/100 o4 These RJ-45 ports support network speeds of either 10Mbps or

100 Mbps, and can operate in half- or full-duplex modes.

These ports provide for the installation of one or two expansion

Expansion modules that establish a Fast or Gigabit Ethernet connection.
2 Note: You may install an 1000Base-SX, 1000Base-T or
Ports 100Base-FX expansion module and use fiber optic or category
5 cabling




2.1.2 LEDs of WGSW-2402A

The LEDs indicate the status of 10/100 Mbps Ethernet ports, Over Heat, Fan Failure and Power. Figure
2-2 shows the LED panel of the Switch. Table 2-2 shows the functions of power and status LEDs. Table

2-3 shows the functions of the port status LEDs.

Status LED

Power LED

FIGURE 2-2 LEDs PANEL

10/100 Port Status LEDs
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The LEDs are explained in the following tables.

TABLE 2-2 POWER AND STATUS LEDsS

LED Color Function
PWR Green Lights to indicate that the Switch has power.
Lights to indicate that the Switch exceeds its operational
Over Heat Red temperature.
Fan Failure Red Lights to indicate that the fans are not active.
TABLE 2-3 PORT STATUS LEDS
LED Color Function
Lights to indicate that the Switch is successfully
. connecting to the network.
Link/Act Green Blinks to indicate the Switch is actively receiving or
sending the data over the port.
Lights to indicate that the port is operating at 100 Mbps.
100/10 Green Off to indicate that the port is operating at 10 Mbps while
the port’s Link is on.




FDX/COL

Lights to indicate that the port is operating in full-duplex
mode.

Blinks periodically to indicate that the connection is
experiencing collisions.

Yellow

2.1.3 Rear Panel of WGSW-2402A

The rear panel of WGSW-2402A has a power connector, a Buzzer button and a console port. Figure

2-3 shows a rear panel of the Switch. Table 2-5 explains the function of the ports shown in the Figure

2-4.

FIGURE 2-3 REAR PANEL OF WGSW-2402A

Console Buzzer Button Power
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TABLE 2-4 PORT FUNCTION OF THE REAR PANEL
Port Function
This is where you will connect the AC power cord. 100~240VAC is
Power
allowed.
This is where you will connect to the RS-232 serial port on your PC
Console

for configuring the management function, discussed in Chapter 3.

Note: To depress the Buzzer button will change the reaction of the buzzer. If the button is set to on,

the buzzer will ring as the system is under the status of overheat. Set to off, the buzzer will not

work even if the system overheats.

2.2 WGSW-404 Hardware Description

2.2.1 Front Panel of WGSW-404

The front panel of the WGSW-404 has 4 RJ-45 ports for 10/100/1000 Mbps in the middle. The port

status LEDs are indicated at the left. The expansion modules are situated at the right. Figure 2-3 shows

the Switch’s front panel. Table 2-4 shows the port function of the Switch. The functionality of the LEDs
will be explained in 2.2.2 LEDs.




FIGURE 2-4 FRONT PANEL OF WGSW-404
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TABLE 2-5 PORT FUNCTION

Ports # of Ports Description
Console y This is where you can connect to the RS-232 serial port on
your PC for configuring the management function.
10/100/1000 4 ;\I’/Ihese RJ-45 ports suppprt network speeds of 10, 100 or 1000
bps, and can operate in full-duplex modes.
These ports provide for the installation of one or two
) expansion modules that establish a Fast or Gigabit Ethernet
Expansion 4 connection.
Ports Note: You may install an 1000Base-SX, 1000Base-T or
100Base-FX expansion module and use fiber optic or
category 5 cabling.

2.2.2 LEDs of WGSW-404

The LEDs indicate the status of 10/100/1000 Mbps Ethernet ports, Over Heat, Fan Failure and Power.

The LEDs are explained in the following tables.

TABLE 2-6 POWER AND STATUS LEDsS

LED Color Function
Power Green [|Lights to indicate that the Switch has power.
Over Heat Red Lights to indicate that the Switch exceeds its operational
temperature.
Fan Failure Red Lights to indicate that the fans are not active.

TABLE 2-7 PORT STATUS LEDS

LED Color Function
Act Green L|ght_s to indicate the Switch is actively receiving or
sending the data over the port.
Lights green to indicate that the port is operating in
full-duplex mode.
FDX/COL Yellow Blinks orange periodically to indicate that the connection
is experiencing collisions.
Lights to indicate that the Switch is sending or receiving
1000 Green data at 1000 Mbps.
Lights to indicate that the Switch is sending or receiving
100 Green | 1ot at 100 Mbps.
Lights to indicate that the Switch is sending or receiving
10 Yellow | 1ata at 10 Mbps.
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2.2.3 Rear Panel of WGSW-404

The rear panel of WGSW-404 has a power connector, a Buzzer button and a console port. Figure 2-3

shows a rear panel of the Switch. Table 2-5 explains the function of the ports shown in the Figure 2-4.

FIGURE 2-5 REAR PANEL oOF WGSW-404

Buzzer Button Power
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TABLE 2-8 PORT FUNCTION OF THE REAR PANEL

Port Function

Power This is where you will connect the AC power cord.

Note: To depress the Buzzer button will change the reaction of the buzzer. If the button is set to on,
the buzzer will ring as the system is under the status of overheat. Set to off, the buzzer will not

work even if the system overheats.

2.3 Module Hardware Description

2.3.1 Gigabit Expansion Module

Figure 2-6 show that front panel of gigabit expansion module. Table 2-9 and Table 2-10 show that

modules status LEDs.

-10 -



FIGURE 2-6 GIGABIT EXPANSION MODULE
WGSW-C1GT Module Status LEDs WGSW-C1SX Module Status LEDs
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TABLE 2-9 WGSW-C1GT/SX STtAaTUS LEDS

WGSW-C1GT
LED Color Function
1000 Green Iagthtt%ggkli/?éisthat the Switch is sending or receiving
100 Green Ié;q[thtt?éng:/TS;i_that the Switch is sending or receiving
10 Yellow Iaggtztt?()inl\iigsf that the Switch is sending or receiving

Lights green to indicate that the port is operating in

full-duplex mode.
FDX/COL Yellow Blinks orange periodically to indicate that the connection

is experiencing collisions.
Lights to indicate that the connection is acting.

Act Green

TABLE 2-10 WGSW-C1SX STATUS LEDS
WGSW-C1SX

LED Color Function
Lights to indicate that receiver of fibre port is in

1000 Green N
normal optical input levels.

Act Green Lights to indicate that the connection is acting.

Lights to indicate that the port is operating at

FDX/COL Yellow  [full duplex. This port does not support half

duplex.

2.3.2 100Base-FX Expansion Module

Figure 2-5 show that front panel of 100Base-FX expansion module. Table 2-7 show that modules

status LEDs.
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FIGURE 2-7 100BASE-FX EXPANSION MODULE
WGSW-C1ST Module Status LEDs WGSW-C1SC Module Status LEDs
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TABLE 2-11 100BASE-FX MODULE STATUS LEDS
WGSW-C1SC / WGSW-CI1ST

LED Color Function

Lights to indicate that receiver of fibre port is in normal
optical input levels.
Lights to indicate that the connection is acting.

100 Green

Act Green

Lights to indicate that the port is operating at full duplex.
FDX/COL Yellow |Blinks orange periodically to indicate that the connection
is experiencing collisions.

2.4 Installing the Switch

The Switch is designed for office use, where it can be free standing, desktop-mounted, or mounted in
most standard 19-inch equipment racks. If you prefer, you can rack-mount the Switch in a wiring closet
or equipment room using two mounting brackets and six screws.

When choosing a location for the Switch, observe the following guidelines:

Make sure the Switch is accessible and that the cables can be connected easily.

Keep cabling away from sources of electrical noise such as radios, transmitters, and broadband
amplifiers as well as power lines and fluorescent lighting fixtures.

Prevent water or moisture from entering the Switch case.

Make sure there are no obstructions to restrict airflow around the Switch. We recommend that you
provide a minimum of 25 millimeter (1-inch) clearance.

Do not place liquids or other objects on top of the Switch.

If the Switches are freestanding, do not stack more than four switches on top of one another.
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2.4.1 Pre-Installation Considerations

Fast Ethernet Topology Considerations

If you will be using the Switch for Fast Ethernet (100 Mbps) operation, observe the following guidelines:
® The maximum unshielded twisted-pair (UTP) cable length is 100 meters (328 feet) over Category 5
cable.

® Single-repeater topologies permit a total network span of 325 meters (1066 feet).

Full-Duplex Considerations

The Switch provides full-duplex support for its Fast Ethernet ports. Full-duplex operation allows frames
to be sent and received simultaneously, doubling a link’s potential data throughput. If you will be using
the Switch in full-duplex mode, the maximum UTP cable length is 100 meters (328 feet) over Category

5 cable.

2.4.2 Desktop or Shelf Mounting

To install the Switch on a desktop or shelf, simply complete the following steps:
Step 1 Place the Switch on a desktop or shelf near an AC power source.

Step 2 Keep enough ventilation space between the Switch and the surrounding objects.

Note: When choosing a location, keep in mind the environmental restrictions. Please also

refer to Chapter 1, section 1.3 product specification for the details.

Step 3 Connect the Switch to network devices.
A. Connect one end of a standard network cable to the 10/100 RJ-45 ports on the front of
the Switch.
B. Connect the other end of the cable to the network devices such as printer servers,
workstations or routers.

C.

Note: It is strongly recommended to use the UTP Category 5 network cabling with RJ-45 tips
for the network connection. For more information, please see the Cable Specifications

in Appendix A, Cable Specifications.

Step 4 Supply power to the Switch.
A. Connect one end of the power cable to the Switch.
B. Connect the power cube end of the power cable to a standard wall outlet.

When the Switch receives power, the Power LED should remain solid Green.
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2.4.3 Rack-Mounting

The following procedure describes how to install the Switch in a standard 19-inch rack.
® Disconnect all cables from the Switch.

® Remove all adhesive pads from the bottom of the Switch.

Step 1 Place the Switch right side up on a hard flat surface, with the front panel facing you.

Step 2 Locate a mounting bracket over the mounting holes on one side of the Switch

FIGURE 2-8 LOCATING A MOUNTING BRACKET

Step 3 Insert three screws and use a screwdriver to secure.

Step 4 Repeat the two previous steps for the other side of the Switch.

Step 5 Insert the Switch into the 19-inch rack and secure with suitable screws. Make sure the
ventilation holes on the Switch are not obstructed.

Step 6 Connect the cables to the back of the Switch.
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CHAPTER 3 CONFIGURATION

This chapter explains the methods that you can use to configure management access to the Switch. It
describes the types of management applications and the communication and management protocols
that deliver data between your management device (workstation or personal computer) and the system.
It also contains information about port connection options.

This chapter covers the following topics:

Management Access Overview

Key Concepts

Key Guidelines for Implementation

Administration Console Access

Web Management Access

SNMP Access

Standards, Protocols, and Related Reading

3.1 Management Access Overview

The Switch gives you the flexibility to access and manage the Switch using any or all of the following
methods:

®  An administration console

®  Web browser interface

® An external SNMP-based network management application
The administration console and Web browser interface support are embedded in the Switch software
and are available for immediate use. Each of these management methods has their own advantages.

Table 3-1 compares the three management methods.

TABLE 3-1 COMPARISONS OF THREE MANAGEMENT METHODS

Management
Advantages Disadvantages
Method
® No IP address or subnet needed ® Must be near switch or use dial-up
o . |®  Text-based connection
Administration|@  Telnet functionality and HyperTerminal|/®  Not convenient for remote users
console built into Windows 95/98/NT/2000/XP|®  Modem connection may prove to
operating systems be unreliable or slow
® Secure
® |deal for configuring the Switch/®  Security can be compromised
Web browser remotely (hackers need only know the IP
® Compatible with all popular browsers address and subnet mask)
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® Can be accessed from any location ® May encounter delay times on

®  Most visually appealing poor connections

® Communicates with switch functions at|/®  Requires SNMP manager
the MIB level software

® Based on open standards ® Least visually appealing of all

three methods
®  Some settings require calculations
® Security can be compromised
(hackers need only know the
community name)

SNMP Agent

3.1.1 Administration Console

The administration console is an internal, character-oriented, menu-driven user interface for performing
system administration such as displaying statistics or changing option settings. Using this method, you
can view the administration console from a terminal, personal computer, Apple Macintosh, or

workstation connected to the Switch’s console (serial) port.

There are two ways to use this management method: via direct access or modem port access. The
following sections describe these methods. For more information about using the console, refer to

Chapter 4 Menu-Driven Console Management.

3.1.2 Direct Access

Direct access to the administration console is achieved by directly connecting a terminal or a PC
equipped with a terminal-emulation program (such as HyperTerminal) to the Switch console (serial)
port.

When using this management method, a null-modem cable is required to connect the Switch to the PC.
After making this connection, configure the terminal-emulation program to use the following
parameters:

The default parameters are:

) 115,200 bps

o 8 data bits

° No parity

) 1 stop bit

You can change these settings, if desired, after you log on. This management method is often preferred
because you can remain connected and monitor the system during system reboots. Also, certain error
messages are sent to the serial port, regardless of the interface through which the associated action
was initiated. A Macintosh or PC attachment can use any terminal-emulation program for connecting to

the terminal serial port. A workstation attachment under UNIX can use an emulator such as TIP.
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3.1.3 Modem Port Access

You can access the Switch’s administration console from a PC or Macintosh using an external modem
attached to the console (serial) port. The Switch management program provides a Console Port
screen, accessible from the Basic Management screen, that lets you configure parameters for modem
access (see Chapter 4 Menu-Driven Console Management). After configuring when you have
configured the external modem from the administration console, the Switch transmits characters that
you have entered as output on the modem port. The Switch echoes characters that it receives as input
on the modem port to the current ad-ministration console session. The console appears to be directly

connected to the external modem.

3.2 Web Management

The Switch provides a browser interface that lets you configure and manage the Switch remotely. After
you set up your IP address for the Switch, you can access the Switch’s Web interface applications
directly in your Web browser by entering the IP address of the Switch. You can then use your Web
browser to list and manage switch configuration parameters from one central location, just as if you
were directly connected to the Switch’s console port. For more information, see Chapter 5, Browser
Management.

Web Management requires either Microsoft Internet Explorer 4.01 or later or Netscape Navigator 4.03
or later.

® Netscape Navigator — if you use Netscape Navigator 4.03 or 4.04, install the Netscape JDK 1.1

Patch. Download the patch from the following location:
http://www.netscape.com/
If you encounter problems accessing Help files when you use Netscape, clear the browser memory

cache and disk cache, and restart the browser.

® Internet Explorer — if you use Internet Explorer 4.01, install the latest 4.01 Service Pack 1. This
service pack makes Internet Explorer Year 2000 compliant and fixes other product-support issues.
Download the 4.01 Service Pack 1 from the following location:

http://www.microsoft.com/msdownload/iebuild/iedsp1_win32/en/ie4sp1_win32.htm

If the above link is unavailable, download the service pack from the Microsoft home page:

http://www.microsoft.com
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3.3 SNMP-Based Network Management

You can use an external SNMP-based application to configure and manage the Switch. This
management method requires the SNMP agent on the Switch and the SNMP Network Management
Station to use the same community string. This management method, in fact, uses two community
strings: the get community string and the set community string. If the SNMP network management
station only knows the set community string, it can read and write to the MIBs. However, if it only knows
the get community string, it can only read MIBs. The default gets and sets community strings for the

Switch are public.

3.4 Protocols

The Switch supports the following protocols:
° Virtual terminal protocols, such as Telnet

° Simple Network Management Protocol (SNMP)

3.4.1 Virtual Terminal Protocols

A virtual terminal protocol is a software program, such as Telnet, that allows you to establish a
management session from a Macintosh, a PC, or a UNIX workstation. Because Telnet runs over
TCP/IP, you must have at least one IP address configured on the Switch before you can establish

access to it with a virtual terminal protocol.

Note: Terminal emulation differs from a virtual terminal protocol in that you must connect a terminal

directly to the console (serial) port.

3.4.2 SNMP Protocol

Simple Network Management Protocol (SNMP) is the standard management protocol for multi-vendor
IP networks. SNMP supports transaction-based queries that allow the protocol to format messages and
to transmit information between reporting devices and data-collection programs. SNMP runs on top of

the User Datagram Protocol (UDP), offering a connectionless-mode service.
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3.4.3 Management Architecture

All of the management application modules use the same Messaging Application Programming
Interface (MAPI). By unifying management methods with a single MAPI, configuration parameters set
using one method (console port, for example) are immediately displayable by the other management

methods (for example, SNMP agent of Web browser).

The management architecture of the Switch adheres to the IEEE open standard. This compliance
assures customers that the Switch is compatible with, and will interoperate with other solutions that

adhere to the same open standard.
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Chapter 4 Menu-Driven Console Management

The Switch provides a menu-driven console interface for configuration purposes. The Switch can be
configured either locally through its RS-232 port or remotely via a Telnet session. This chapter
describes how to configure the Switch using its menu-driven console. The figures in this chapter will
base on WGSW-2402A, for WGSW-404, however, the setup steps are the same.

4.1 Logging on to the Switch

Enter the console interface factory default console name “admin” without password (or enter a
user-defined pass-word if you changed the factory default password). The Switch Management screen

in Figure 4-1 appears, with the Basic option highlighted.

Note: Only one console and three telnet-users can log on to the Switch concurrently. However, it is
not recommended that multiple users modify the configuration at the same time.

FIGURE 4-1 SwITCH MANAGEMENT SCREEN

| PLAMHET WGEEW-Z40ER Bouting Ssritch

| FSwitoh Management
} }
| Swriboh Management I
1
l lml
| |Rivanced Hanagement
| |Lodpout |
| |5ave Setbings 1
| |Hestore Defanlt Es=ttimgs]
| |Rehoot I
B =

cUpAr row Do rowsMove <EntersSelect LESCHPreviaas

) To perform basic management activities, see Section 4.3 “Performing Basic Management
Activities”.
) To perform advanced management activities, see Section 5 “Performing Advanced Management

Activities”.
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To log out, highlight Logout and press Enter.

To save the current settings and remain in the configuration program, highlight Save Settings,
press Enter.

To restore the factory default settings, highlight Restore Default Settings and press Enter.

To reboot, highlight Reboot and press Enter.

4.2 Navigating Through the Console Interface

The console interface consists of a series of menu boxes. Each menu box has several options, which
are listed vertically. A highlight in each box lets you select the option you wish to choose; pressing the
Enter key activates the highlighted option. Table 4-1 shows the keys used for navigating through the

console interface.

TABLE 4-1 NAVIGATING THROUGH THE CONSOLE INTERFACE

To... Press This Key...
Move the highlight one line up in a menu box. Up arrow or K
Move the highlight one line down in a menu box. Down arrow or J
Move the highlight between screens. Tab
Select the highlighted option. Enter
Move to the previous menu. Escape

4.3 Performing Basic Management Activities

Basic management activities consist of General, LAN port, and console port tasks. To perform basic

management activities:

1. From the Switch Management screen (see Figure 4-1), highlight Basic Management and press

Enter. The Basic Management screen in Figure 4-2 appears.
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FIGURE 4-2 BASIC MANAGEMENT SCREEN

| FLAHET WoiW-24028 Houting Sewitch

1 /Swaitoh Hanagement /Dasic Hanagement

————— +
| Basic Hanagpement |
R E———— o+
Wlicnerar |
| |LAN Port |
| |Tonsole Pork |
e +

wlpArrow - DoenAr Fowslore  <Entee>Select CESCxPrevioas

2. From the Basic Management screen, highlight the desired option and press the Enter key:

® General lets you change the system name, location, administration and guest passwords,
statistics collection, reboot-on-error, and remote Telnet login capability. See Section 4.3.1
“General Management Configuration”.

® | AN Port lets you configure speed and flow control, link type, and physical address. See
Section 4.3.2 “LAN Port Configuration”.

® Console Port lets you change the console baud rate, flow control method, modem control,
and modem setup string; enable or disable SLIP; and configure the SLIP address and SLIP

subnet mask. See Section 4.3.3 “Console Port Configuration”.

4.3.1 General Management Configuration

If you select General from the Basic Management screen (see Figure 4-2), the General screen in

Figure 4-3 appears, with the System Name value highlighted.
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FIGURE 4-3 GENERAL SCREEN

| PLANET WiSW-2Z402 timg Switch WieSW-2a02a |

witch Hanagement fBario Manasgpemen arbmin |

A —

| GeRsial |

| IHardware Reviaion: I0000C Rev. 1

| IHardware Configucation: #im2424. o

| ISaftware Revision: v3.0 (Fon 04 2002 10:4F:4T7)
| |Fivmware Revision: No Fiomsrare

] | | =mmmmemmmsmeee——

| ISystem Wame: [[EVRETEN

| Ifontact:

| |Looatiem:

|

| |lguoe=st Password; &ddddd

| I5tatastios Colleobtion: Enabled

| IReboot-On-Error; Enabled

|
|

|RPemate Telnsl Login: Enahled

|
|
|
|
|
|
|
|
| astmam Fassword; &edddd |
|
|
|
|
|Remate HTTP Login: Enabled |

+

<Uphe Eow - DoenAr row-Move <Entersdodify <ESCHPEevions

Use the following procedure to configure the general management options.

4.3.1.1 Changing the System Name

To change the system name:
1. From the General screen, highlight System Name and press the Enter key. The Enter System

Name screen appears.
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FIGURE 4-4 ENTER SYSTEM NAME

|Mardbrars Hevision: J0000C BRew. 1
|Harderare Configuration: elmPg2d.rom
|Softwars Hevision: 3.0 {Jun 0d 200F 10:3ZFrdT})

|Firmerare RHevision: Ho Fiomerace
I ________________

|System Hame: LRy S BIF

I |
I |
I |
I |
1 |
I |
I |
| ILocation: 1
I |
I |
I |
| |
| |
| |
+ t

| Cantact :

| Adtmin PASSEOE+-—-——-—-——=—=—— == +
lyraest Passwor] Enter System Hame ! |
|Statistics Cos--—-—-———-c— e +
|Rebaot-0n-ExE | |
|Remnte Telnebs--—-----—-c - "

|Remote HITF Lodgin: Enabled

Enter texwt and press <ENTER- <EEC>Frevious

2. Enter a system name. If you make a mistake, use the Backspace key to delete the error.

3. Press Enter to return to the General screen.

4.3.1.2 Changing the Contact and Location

To change the Contact and location:
1. Press the Down Arrow key to highlight Contact or Location and press the Enter key. The following

screen appears.
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FIGURE 4-5 ENTER CONTACT AND LOCATION

PLAHET WEEH-2402A Reuling Swiltch WESH - 240Fh

FEwitoh Management fBagic Managemanl fGane e al il

| FEneral |
e 0 0 0 5 0 0 0 A s e s e e
| |Hardware BRevigion: J00007 Rey., 1 |
| |Hardware Canfigarabtiomn: elm2g?d. rom

| |Seftware Revigion: v3.0 (Jon 04 2002 10:42:47)
| |IFigmmrare Bevision: Ho Firmeare

| S ettt

| I158yetem Hame: WEESW-24028

| 1Comtaot :

| |Locatiom:

| Jadmin PagEswor+————————— e

| |guest Passwor] Emnter Contact: |

| Istatigtios Oob—————-————--—-——-————————s

| |IRehoot-On-Erc|_ |

| |Eemote Telmst+——-————-———--————————————

| |Eemote HTTF Logim: Enabled

+

Enter text and press <ERTER> <ESC>Frevious

2. Enter a contact or location name. If you make a mistake, use the Backspace key to delete the
error.

3. Press Enter to return to the General screen.

4.3.1.3 Changing the Administration Password

To change the administration password:
1. Use the Down Arrow key to highlight admin Password and press the Enter key. The Enter Old

Password screen appears.
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FIGURE 4-6 ENTER OLD PASSWORD

PLANET WESW-2402A8 Routimg 5witch Wiee -2

| |Hardware BRevision: 30000C Rer. 1 |
| IMHardware Condiguration: elmdqg2d.rom |
| |5oftware Revision: v3.0 {Jun 04 2002 10:4F:47T] |
| |Eirrmvare Revision: Ho Firmerare |
Il I |
| I5ystem Hame: WiESW-24020A |
| |fantact: |
| ILoadatiam: |
| |
I I
| |
| |
| |
| |

| admim Pagsword - ------- - - +
|gueat Fasswor| Enter Dld Passward i
|Ztatistice Ciod I
|Rebaat-dn-Err | ]

t

|Remante Telmek+
|Remante HTTP Login: Enabled

Enter text anid press <ENTER> <ESCH-Prerious

2. Enter the current password. Each character you type appears as an asterisk (*). If you make a
mistake, use the Backspace key to delete the error.

3. Press Enter. The Enter New Password screen appears.

FIGURE 4-7 ENTER NEW PASSWORD

| FLAHET WGEW-24028% Routing Swaitch

1 fSwitoh Management /Dasic Hanagement fGeneral
| |Marihzars Revisiom: J0000C Hev. 1 |
| IHardwars Confijuration: elmdygp2d. com |
I I5oftwars Hevisiom: v31.0 {Jun 068 20002 10:32:47) |
| IFirmeware Revision: Ho Filiomsace |
I e e |
| I15ystem Hams: WESW-24028 |
I ICamtact: |
I ILocatiam: |
| |admin PASSWOE+——————————————————— + |
| lymaest Passwor| Enter New Passworil | |
| |5tatiation Ci=-—————=—=—==—=—=—————=———- + |
I IRebaat-On-Exe| | |
| IRemote Telnebs-————-———=--——==-———= + I
| IRemate HTTF Login: Enabled |
t 1

Enter test and press <ENTER- <ESCHPFrevious

4. Enter the new password. For security, each password character you type appears as an asterisk

(*)-
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5. Press Enter. A screen prompts you to reenter the new password.

FIGURE 4-8 REENTER NEW PASSWORD

FLANET WESW-T4DZA Routing Switch WOEW-2402K

Jewitch Management fEasic Management fEGensral adhmi n

Feneral |

i

|

i

| IHardware Revisiom: I000OC Rew. 1 |
| |Hardware Configuration: e=im?g?4.rom |
| I5oftware Revisiom: w3.0 (Jum 04 002 10:42:47) |
| |Fizwsrare Revision: Hoe Firssvars |
I |
| ISyatem Hame: WESH-T402A |
| IContact: |
| ILocatiom: |
| |
| |
| |
| |
I |
| |

Jadmin PaBEEWOEd— - cemmmcc—aaaaa§
|guegl Pagsver] Beenler Hew Passwvard |
IStatigtioe (od---———--———cmmmmmmmee e ¥
|Eeboal -0n-Ery | ]
|Bemale Telmnel e e e

|Eemate HTTP Login: Enabled

Enter Lext and press <EHTER> ZESC P rev ions

6. Reenter the new password you typed in step 4 and press Enter. The “Password changed”
message appears, confirming that the new password is in effect.
7. Press Enter to remove the message and return to the General screen. The admin password

appears as asterisks in the admin Password field.

Note: If the confirmation message does not appear, you may have typed the new password differently
in steps 4 and 6. In this case, your new password did not take effect. Repeat this procedure,
making sure to type the same new password in steps 4 and 6.

It is recommended to change the password and keep the new password in a safe place for a

secured management.

4.3.1.4 Changing the Guest Password

To change the guest password:
1. Use the Down Arrow key to highlight guest Password and press the Enter key. The Enter New

Password screen appears.
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FIGURE 4-9 ENTER NEW PASSWORD

i
| FLAHNET WESW-24028 Rouling Swibch WEEH - 24028

| FEwiteh Managemenl fBazic Mana il freneral admin

|Hardware Revigion: 3I0000C Hev, 1

|Hardware Configuralion: eimdgdd, rom

|Software Revigion: v3,.0 (Jun 04 2002 10:42:47)
|Firmeare Revigion: Mo Firmwrace

I
1
I
I
1
I
| Contact ; ]
|Location: ]
| asbmin Passwor+-————-—————-———-—-———————- -+ ]
|guest Passwor| Enter Hew Password | ]
|Statistics Co+-————-————m o~ + 1
|Reboot-Un-Err| _ | ]
|Remote Telnet+-———-——————————————— -+ ]
|Remote HTITE Login: Enabled ]

o -

Enter text and press <ENTER> CESCPrevions

2. Enter a new guest password. If you make a mistake, use the Backspace key to delete the error.

3. Press Enter to return to the General screen.

4.3.1.5 Statistic Collection

The statistic collection function allows the Switch to collect RMON and interface statistic data of each
port. To enable or disable Statistic Collection to the Switch:
1. From the General screen, highlight Statistic Collection and press the Enter key. The following

screen appears.
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FIGURE 4-10 STATISTICS COLLECTION OPTIONS

t
| FLAHNET WOSW-Z40ZA Routing Switch WESHW-Td0Eh

| fewitch Management /Basic Management /@eneral aifmin
t

Femeral

|

t

| |Hardware Revisiom: 30000C Rev. 1

| |Hardware Configuration: elmIg2d.rom

| |Foftware Revisiom: w3 .0 (Jan 04 2002 10:43:47)
| |Fivesrare Revisiom: Ho Firmesare

(|

| ISyatem Hame: WESH-Z402A8

| IContact:

| JLecatiom:

| Jadmin Password: #sssss

| Jguest Pad .

| IStatisti] Statistics Collection Options |

| IRebhost -0 4

| |Remate T| |Fizabled

I
¥

|Remote H| I_I

i a0 .

O g S A—

L liphr rowr<Downfrr ow>Mave <Emter>Select SESCPrevi s

2. Highlight one of the following choices:
® Disabled — prevents statistic collection to the Switch.

® Enabled — allows statistic collection to the Switch.

3. Press Enter to return to the General screen.

4.3.1.6 Reboot-On-Error

To enable or disable Reboot-On-Error to the Switch:
1. From the General screen, highlight Reboot-On-Error and press the Enter key. The following screen

appears.
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FIGURE 4-11

| FLAHNET WESEW-2402A Rouling Switch WESH-2402R

Managément fEemner al ETE

| |Hardwrare Revision: 300080C FHew. 1 1
| IMardsrare Contijuoration: sImZg?d.rom 1
| |5ottsrare Hevision: v3.0 (dam O FOHOE 10432 :47) |
| IFimmerare Hevision: Ho Firmvare 1
T -—--——————— |
| |I5yetem Hame; WESW-2400208 |
I I Contack; |
I ILocalion; 1
| |admin Pasgword: dseses ]
I |gueat Passs } 1
I IStatiatica| Reboot-On-Erver DOptions | |
| | Rebook -0n-+ i 1
| |Remote Tel| |Disabiled | |
| |BEemote HIT| |SGimEr | |
T TSI T NN T Y O O A A B A AT T +
Uphrrow - Downirrosw:tlove <Enters>Selsot ZEECFPrevious

2. Highlight one of the following choices:

® Disabled — prevents the Switch to automatically reset when a fatal error is detected. This setting
is useful when a persistent problem needs to be reported.

® Enabled — allows the Switch to automatically reset when a fatal error is detected.

3. Press Enter to return to the General screen.

4.3.1.7 Telnet Logins

To enable or disable Telnet logins to the Switch:
1. From the General screen, highlight Remote Telnet Login and press the Enter key. The following

screen appears.
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FIGURE 4-12 REMOTE TELNET LOGIN OPTIONS

| PLANET Wi L Eouting Switch WieSW-2a02a |

| fSwritch Hanagement fBasic Management fGenercal

o o o B B B B S S o S o S e e e s e e e
| Gansral |
_______________________________________________________ 4
| IHat@ware Reéevision: I0000C Rey. 1 |
| IHarédware Configuration: eim2qg24. oo |
| ISaftware Revision: v3.0 (JFon 04 2002 10:4Z:47) |
| |Firmsware Revision: Ho Fiomrare |
] | 2 mmmmmemmmsseeeee |
| IEystem Hame: WESW-I2403A |
| Ifantact: |
| |Loocatiom: |
| ladmam Password: dddddd |
R T - H - O H + |
| I5tatasta] EBemote Telnek Login Options ] |
| |Rebopt-H--———-—-———— + |
| IRemate T] |Dizabled ] |
| |
- ]

Renote ¥ | EETTEX T |

<Uph e Eow - DoenAr row>Mdove <Enter>Select <ESCHPEevions

Highlight one of the following choices:
Disabled prevents remote Telnet logins to the Switch.
Enabled allows remote Telnet logins to the Switch. This is the default setting.

Press Enter to return to the General screen.

4.3.1.8 Remote Http Login

To enable or disable the function of Remote Http Login:

1. From the General screen, highlight Remote Http Login and press the Enter key. The following

screen will appear:

-31-



FIGURE 4-13 REMOTE HTTP LOGIN OPTIONS

| FLAHET Wi-5W-2400A Houbing Switoh
| ASwitch Hanagement /Bagic Management /General

|Hacierare Hevision: J00000 Rew. 1

|Harderare Contiguration: elmZgZd.rom

| Softsrare Hevision: w3.0 {«Jum 0d Z00Z2 10:=42:47)
|Fimerare Hevision: Ho Filomsrare

I ________________

| System Hame : SPE5% - 2400

| |
| |
| 1
| |
| 1
| |
| |
| |Location: |
| |
| |
| |
| |
| |
| |

| Contact :
|admin Fassword; dododddd
| yoest Pat-----———————-—-———————————————————¢
|5tatisti| Hemote HTTF Logim Dptioms 1
| Rebepot —H—"—————————————————————————}
|Remokte T| |Disabhled 1
|Remote H| [iSEaTsES
Fmmmm e ——— " e ———
L Uphr ¥ ow - DosmAe eosr iove <EnterrxSelect <ESCEPrevions

2. Highlight one of the following choices:
Disable prevents remote HTTP login to the Switch.

Enable allows remote HTTP login to the Switch.

3. Press Enter to go back to the General screen.

4.3.1.9 Returning to the Basic Management Screen

After completing the general management activities, press the Esc key to exit the General screen and
return to the Basic Management screen in Figure 4-2. Select another option from the Basic

Management screen or press Esc to return to the Switch Management screen.

4.3.2 LAN Port Configuration

If you select LAN Port from the Basic Management screen (see Figure 4-2), the LAN Port

Configurations screen in Figure 4-14 appears, with Speed & Flow Control highlighted.
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FIGURE 4-14 LAN PORT CONFIGURATIONS SCREEN

| PLAHNET WGSW-Z402ZR Routing Zwitoh WL 5P - 2 NER

| Ff¥witch Management fBasic Managemsnt /LAH Port Contfigurations

oo e e e e e e e

| LANH Port Confijmrations |

e —————————————————————————

| |Ep==d & Flow Contraol

Lphrr v~ DrwnArr ow-Move <Enter-Select <ESCH*Previous

Use the procedures in the following sections to configure the LAN port configuration options for one or
more ports:

® Speed & Flow Control - see Section 4.3.2.1 “Changing the Speed and Flow Control”.

®  Physical Address - see Section 4.3.2.2 “Displaying a Physical Port Address”.

4.3.2.1 Changing the Speed and Flow Control

To change the line speed and flow control for one or more ports:
1. From the LAN Port Configurations screen, highlight Speed & Flow Control and press the Enter key.

A screen similar to the following shows the current line speed settings for all ports.

Note: If there are more ports below the bottom one shown in a screen, a v appears next to the bottom
port in the screen (Port 12 in the following screen, for example). To view these ports, scroll the

highlight to the bottom port shown and press the Down Arrow key.
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FIGURE 4-15

PFLANET WESW-T40Z2R Routing
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2. To configure an individual port, highlight the port and press the Enter key. The Speed & Flow Cntl

Options screen appears with the parameters for the port you selected.

FIGURE 4-16 PORT SETTING OPTIONS

128 R WA -2 0ER
ic Hanagement fLAH Port Control
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| Port 11 (10100 : Speed-Rulo FC-Dmny i Diirerm |
|¥ |Port 12 (10SA00M : Speed-Rulo P —iim (A0 /FBE F{-0m} |
0 +
<UphE Eow - DounA T ow-Move <Enter>Select CESC>Previons

3. To change the line speed setting:

a. Press Enter with the Line Speed value highlighted. The following Speed Options menu

appears.
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FIGURE 4-17 SPEED & FLOwW CONTROL OPTIONS

| PLAHET W trh
| ~io Mana igurationsfLine Speed & Flow Control
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I IFart 5 (101008 Speed-Auto FC—Dn {Fomrn) 1
I IFort & {LOSLODOBE) @ Spesd-Auto FC—Mn {IFomrmu) I
I IFort 7 {LOSLOOBL) @ Speed-Anto EC - {Fowrnu) I
| 1Parct @& (101000 : Speed-fuato Fi—im { ooy i
I 1Fart 9 (LO0100R) : Speed-Aunto F - { Iomrny ) I
I IFart 100 {10100 ; Speed-Aotbo FC—im i Ihowrn) ]
I 1Fart 11 (10 F100rM) ; Speed-Aula FC—im i howrn ]
I iPart 42 (i0S100R) : Speed-Buba Fi—ilim {100k /FD  FC-0nj ]
ot A A et o e A e o B ¥
0 CUpAE Fow -DovnArrow Move <Enter-Modify CESCxPrevious

b. Highlight the line speed option you want to select for the port.
®  Auto allows the Switch to automatically ascertain the line speed and duplex mode.

® All the other selections force the Switch to use a specific line speed and duplex mode.

Note: In the Speed Options screen, HD denotes half-duplex and FD denotes full-duplex. In addition,
1000M fiber ports have only Auto and 1000M/FD as selections, while 1000M copper ports have
Auto, 1000M/FD, 100M/FD and 10M/FD options.

c. Press Esc. You return to the Speed & Flow Cntl Options screen and the line speed setting you

selected appears next to Line Speed.

4. To configure the flow control for this port:
a. Press the Down Arrow key to highlight Flow Control and press Enter. The Flow Cntl Options

screen appears.
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FIGURE 4-18 FLow CONTROL
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| IFart @ {(1031000) @ Speed-Ruto FC=imn (Dwm | |aff 11
| IFart 10 {10100y @ Speed-Aulo FC = [ De it & |
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b. Highlight the flow control option you want to select for the port.
® Auto allows the Switch to automatically ascertain whether or not to use flow control.
®  On enables flow control at all times.

[ Off disables flow control at all times.

c. Press Esc. You return to the Speed & Flow Cntl Options screen and the flow control setting

you selected appears next to Flow Control.

5. Press Esc to remove the Speed & Flow Cntl Options screen.

6. To configure the line speed and flow control for additional ports, repeat steps 1 through 5.

7. When you finish, press the Esc key from the Line Speed & Flow Control screen to return to the LAN

Port Configurations screen.

4.3.2.2 Hiding or Displaying the Port Column

The Line Speed & Flow Control screen has a column between the port number and speed columns that
shows the port designations on the Switch. In this column, the Switch’s 10/100M ports are designated

by the numbers 1 through 24, while the Switch’s 1000M ports are designated by the letters A and B.
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FIGURE 4-19

2AUEA Houting Ssitch W5 -2 A 02R
fLine Speed & Flow Control
o e o e e e e e o B e e e e o
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| IPort 26 { Bl (1008 FX): Speed-100H/FD FCO-0n { Irowrm |
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| IPort 2 ( 2§ (10/100H): Spesd-Auto Fi-m { Irowrm } ]
| |Port 3 { 3 {(10/100H): Speesd-Auto Fi - { kowrm 1
I IPort 4 ( 4 (10/100H): Spesd-Auto Fi-m { IPowrm |
I IPort 5 ( 3§ (10/100H): Speed-Auto Fi-m { P ]
| I1Port & { &) (10/100M): Spesd-RAuto Fi-mn { Ikowrm } ]
I I1Port 7 ( 7 (10/100H): Speed-Auto Fi-m { IhowrT } ]
| IPort & { 8 {(10/100H): Speesd-Auto Fi - { Thowrm § ]
| IPort 3 { 9§ (10/100H): Speed-Auto F-Dm { IhowrTh } ]
| |Port 10 {(10F {10/100H): Speesd-Aukto Fi - { b 1
| IPort 11 {11) {(10/100M): Spesd-Ruto F -0 { IFo%rTh } ]
Ir|Port 12 (12) (10/100M): Speeid-Auto FC-0m {100BESFD FC-Dm} ]
e e e e r————————————— e e e e e e e - +
= lphr row —DownmArror-Hove < EntersHoidify <L>-Ssritch <ERCrFrevious

Using the L key, you can toggle this column so it is either displayed or hidden. By default, it is displayed.
To hide it, press the L key. To redisplay it, press the L key again.

4.3.2.3 Displaying a Physical Port Address

The following procedure describes how to display a physical port address.
1. From the LAN Port Configurations screen, highlight Physical Address and press the Enter key. A

screen similar to the following appears.

Note: This screen also lets you use the L key to toggle the Port column, as described under Section

4.3.2.2 “Hiding or Displaying the Port Column”.

-37 -



Figure 4-20

| PLAHET WGSW-2402A BRouting Switch WESW-24028
| ~fBasic Management fLAH Port Configurationsf/Physical Port Address

|Port 25  {1000M): [DENEIFELELY
|Port 26  {1000M): D0304F234567

|[Port 10 (10/100M): D0304F234567
|[Port 11 (10/100M): D0304F234567
v|Port 12 (10/100M): 00304F234567

| |
| |
| |Port 1 (10/100M): 0D03D4F234567 |
| |Port 2 (10/100M): 0D03D4F234567 |
| |Port 3 (10/100M): 0D0304F234567 |
| |Port 4 (107100M): 0D030D4F234567 |
| |Port 5 (107100M): 0D0304F234567 |
| IPort 6 (10/100M): 0D03D4F234567 I
| IPort 7 (10/100M): 00304F234567 I
| IPort 8 (10/100M): 00304F234567 I
| I|Port 9 (10/100M): 003D4F234567 I
| |
| |
| |

<UpArrow—DownArror>-Movre <L>=Switch <ESC-Previous

2. Use the Up Arrow and Down Arrow keys to scroll up and down the list.

3. When you finish, press the Esc key to return to the LAN Port Configurations screen.

4.3.2.4 Returning to the Basic Management Screen

After completing the LAN port configuration activities, press the Esc key to exit the LAN Port
Configurations screen and return to the Basic Management screen. Select another option from the

Basic Management screen or press Esc to return to the Switch Management screen.

4.3.3 Console Port Configuration

If you select Console Port from the Basic Management screen, the Console Port Configurations

screen in Figure 4-21 appears, with the Baud Rate value highlighted.

-38 -



FIGURE 4-21 CONSOLE PORT CONFIGURATIONS SCREEN

i
| FLAHET WiSW-2402A Roubing Switch WOSH - 2 402R

| fAwitch Hanagement fBagic Hanagement fConasle Port Configurationsa wilmin
i

| Conzmole Porl Condiguralions |

| IBaud Rabe: |
I IFlow Conbenl: Disabled |
I IModem Conbrol: Disabled |
| IModem Setup Steing: ATEF E0 Li &01 S0=1 EB2 |
I ISLTF: Disahled |
I ISLTF Addrese: |
I ISLTF Subnel Mask: |

<lpArrow—DoenArcoesdfHove <Enter:-Hodify <ESCHPrevious

Use the procedures in the following sections to configure the Console Port Configuration options for
one or more ports:

® To change the console baud rate, see section 4.3.3.1 “Changing the Console Baud Rate”.

® To change the console flow control setting, see section 4.3.3.2 “Selecting a Flow Control Method”.
® To enable or disable a console modem connection, see section 4.3.3.3 “Enabling or Disabling
Modem Control Options”.

To specify a modem setup string, see section 4.3.3.4 “Specifying a Modem Setup String”.

To enable or disable SLIP, see section 4.3.3.5 “Enabling or Disabling SLIP”.

To specify a SLIP address, see section 4.3.3.6 “Specifying a SLIP Address”.

To specify a SLIP subnet mask, see section 4.3.3.7 “Specifying a SLIP Subnet Mask”.

4.3.3.1 Changing the Console Baud Rate

To change the console baud rate:
1. From the Console Port Configurations screen, highlight Baud Rate and press the Enter key. A

screen similar to the following shows the current console baud rate.
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FIGURE 4-22

| FLAHET WiESM-2402R Routimg Switoh WS - AR
| FSwitch Management fBasic Managemesnt /Console Port Configurations admin

e ——————— e e e e e e e e -
| IBaud Rate: [REFDD |
| 1Flow Comtrol: Disakled |
| |Modem Conmtrol: Disskled |
| |Modem Setup Strimt---—————--—————————————+[2 |
| I5LIF: Disskled | BEsand Rate Optiaons | |
| ISLIF Address: fmmm e m e m g I
| I5LIF Zubmet Mask: | |9&00 | |
tm—mmmmmmm—m—mmm—————] 19200 e e EE L +

I 138400 |

I 157600 |

(Wfrzszo0 |

I lAuato |

o ———————————————————

HUpArrow = Downdrrow Move <Enter>-Select <ESC-PFrevious

2. Highlight the baud rate you want to select for the console:
®  Auto allows the Switch to auto-baud between 9600 bps and 115,200 bps. If you choose this
selection, choose the rest of your configuration selections. Then, when you exit the
configuration program, press the Enter key one or more times until the Switch Login Password
appears on your computer screen.

® All the other selections force a specific console baud rate.

3. Press Enter. You return to the Console Port Configurations screen and the console port baud rate

you selected appears in the Baud Rate field.

4.3.3.2 Selecting a Flow Control Method

To change the console flow control used:
1. From the Console Port Configurations screen, highlight Flow Control and press the Enter key. A

screen similar to the following shows the current console flow control method.
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FIGURE 4-23

PLAHET WiESW-Z402A Ronting Switoh WS - 24 2R
FSwitoh Management fBasic Management /Console Pork Condigurations ackmiam

| IBaud Rate: 115200 [
| IFlow Control: [
| |Modem Control: Disabled [
| [Modem Setup Strimg: AT&F EO L1 &C1 SO=1 &D?2 [
| ISLIF: Disabled [
| ISLIF Address: [
| ISLIP Subnet Mask———————————— e - [
+---—----——-—-—--—-——-] Flow Control Options |--———————————————- +
e ——————————————————— +
(W isaniea |
I IRTS/CTS |
I IX0N/XOFF |

H A rrowr = DovwnArrow -Move ~Enter>Select <ESCrPrevious

2. Highlight the flow control method you want to select for the console and press Enter. You return to
the Console Port Configurations screen and the console port flow control method you selected

appears in the Flow Control field.

4.3.3.3 Enabling or Disabling Modem Control Options

To enable or disable modem control options for the console port:
1. From the Console Port Configurations screen, highlight Modem Control and press the Enter key. A

screen similar to the following shows whether a console modem connection is enabled or disabled.
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FIGURE 4-24

| FLAHRET WGSW-24028 Rounting Switch WiEEW -2 A 02R
1 fESwitoh Management /Basic Hanagement /Console Port Condigurations ackman

| IBamngd Hate: 1153200 ]
| 1Flow Control: Disahled I
I IModem Control: I
| |Modem Setop String: ATGF B0 L1 &C1 SO0=1 &D% ]
I I:5LIF: DPisabhled ]
I IELLIEF Aslilress: ]
1 I

I5LIP fZubnet Hask--——————————————-—————————— +
+t-—-—————————————— | Hoidem Control Options |-————————————-———— +
- +
Wisaniea [
| |Enabled |
T — +
s lphy rowi—=DownmArrow>-Hore <EnterxSeleck <ERCrFrevious

2. Highlight whether you want to enable or disable a modem connection to the console port.
3. Press Enter. You return to the Console Port Configurations screen and the modem control option

you selected appears in the Modem Control field.

Note: If you enable a modem connection, proceed to section 4.3.3.4 “Specifying a Modem Setup

String” to specify the appropriate modem setup string.

4.3.3.4 Specifying a Modem Setup String
If you enabled a modem connection to the console port, use the following procedure to specify a

modem setup string:

1. From the Console Port Configurations screen, highlight Modem Setup String and press the Enter

key. A screen similar to the following shows the current modem setup string option.
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FIGURE 4-25

| PLAHET WEEW-ZJ4DEN Amig ch WESY - a0
| fswitch Management fBasic Managemsnt /Console FPort Configurations

|Baud Rate: L15Z00
|[Flosr Comtrol: Disakled
|Mpdem Control: Enakled

|
|
[
| Modem Setup String:
|
[
|
t

|
1
|
|
|5LIF: Disakled |
|
|
+

|5LIF Address:

|5LIF Submet Hat -
] MHodem Setup String Options |
t -
(e fault Setuap String
| Ifustom Setup String |
i .

<Fphe e o =<DoewmA ey ow -Move <Enter>Sslect {ESCFrevios

2. Highlight whether you want to use the default setup string or a custom setup string.

3. Press the Enter key.
® If you highlight Default Setup String, you return to the Console Port Configurations screen and
the default modem string appears in the Modem Setup String field.
® If you highlight Custom Setup String, enter the custom string in the Enter Modem Setup String
screen and press Enter again. You return to the Console Port Configurations screen and the

custom setup string appears in the Modem Setup String field.

Note: The default modem setup string configures the modem to auto answer. It works for all Hayes

compatible modems.

4.3.3.5 Enabling or Disabling SLIP

To enable or disable SLIP:
1. From the Console Port Configurations screen, highlight SLIP and press the Enter key. A screen

similar to the following shows the current SLIP setting.
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FIGURE 4-26
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| fEwitch Management fBasic Management fConsole Port Configurations admin |
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Highlight whether you want SLIP enabled or disabled and press Enter. You return to the Console Port

Configurations screen and the SLIP option you selected appears in the SLIP field.

Note: If you enable SLIP, a message tells you that the console port becomes accessible only through
the SLIP protocol after you logout from the current console screen. To access the Switch,
configure your PC to use SLIP, then use Telnet to interface with the Switch. If you use
HyperTerminal, enabling SLIP and saving your selections displays the following screen, giving
the impression that the Switch has “hung” when it is actually still operating. This occurs because
HyperTerminal does not support SLIP. However, you can still access the Switch using Telnet, as

described in the paragraph above.

-44 -



FIGURE 4-27
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System Startup. ..

If you enable SLIP, specify a SLIP address and subnet mask (see “Specifying a SLIP Address” and
“Specifying a SLIP Sub-net Mask”).

4.3.3.6 Specifying a SLIP Address

If you enabled SLIP, use the following procedure to enter an address that has a network part different
than the network address of the Switch. (For more information, contact your network administrator.)

1. From the Console Port Configurations screen, highlight SLIP Address and press Enter. The

following screen appears.
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FIGURE 4-28

FLANET WESW-34028 Routing Switch WESH-F403A

Ffwitch Hanagement /Basic Management fConsole Port Configurations il

| Baud Hakbe: S200

| Flow Control: 1

|Modem Controals: 14

|Modem Sebtup Strimg: ATLE B0 11 S04 |
|SLIP: Dizak 1

| SLIF Smbinet Mask:

Enter 4 decimal bytes (dot separated) and press <EHTER> <EEC>Previous

Enter the SLIP address. The address consists of numbers separated by periods. For example:
129.32.0.11
After you enter the SLIP address, press the Enter key. You return to the Console Port

Configurations screen and your entry appears in the SLIP Address field.

4.3.3.7 Specifying a SLIP Subnet Mask

If you are using SLIP, enter a suitable SLIP subnet mask.

From the Console Port Configurations screen, highlight SLIP Subnet Mask and press Enter. The
Enter IP Subnet Mask screen appears. You must enter a SLIP address before you can enter a

SLIP subnet mask.
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FIGURE 4-28

| FLAHET WESW-2402A Routing Switch WESH - 2402

| fEwitch Hanagement fBasic Hanagement fConsole Port Configurations

|Bawil Rate: i
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|SLIP: ©
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2. Enter the SLIP subnet mask. The subnet mask consists of numbers separated by periods. For
example: 255.255.255.0
3. After you enter the SLIP subnet mask, press the Enter key. You return to the Console Port

Configurations screen and your entry appears in the SLIP Subnet Mask field.

4.3.3.8 Returning to the Basic Management Screen

After completing the general management activities, press the Esc key to exit the Console Port
Configurations screen and return to the Basic Management screen in Figure 4-2. Select another option

from the Basic Management screen or press Esc to return to the Switch Management screen.
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Chapter 5 Performing Advanced Management
Activities

Advanced management activities consist of the L2 switching database, IP Networking, bridging, static
filtering, spanning tree, SNMP, other protocols (GVRP and IGMP), Port Trunking, port mirroring, QoS
Setup and File Transfer. To perform advanced management activities:

1. From the Switch Management screen (see Figure 4-1), highlight Advanced Management and press

Enter. The Advanced Management screen in Figure 5-1 appears.

FIGURE 5-1 ADVANCED MANAGEMENT SCREEN

| FLAHET WoSW-24032& Houbting Switch

1 fSwitch Hanagement ffdyanced Hanagement

P R R TR —+
| Advanced Hanagement ]
B HHH —+
L2 Switching DataBase [}
| IF HWetsrorking ]
| Beidigimng

|S5tatic Filterimg
| Spanning Tree

| SHELF

| Stacking

|dther Protocols
|Fort Trunking
|Pork Hirroring

| oS Setup

|File Transfer

wHpAr o - DoenAr row sHore <EnteexSelect CESCPEevions

2. From the Advanced Management screen, highlight the desired option and press the Enter key:

® |2 Switching DataBase — lets you view and change VLAN, PVID, MAC address, IP
multicast group, MAC address, and port perspectives. See section 5.1 “Switching Database
Configuration”.

® |P Networking — lets you view or change IP settings, ARP and routing table parameters,
DHCP gateway settings, and ping settings. See section 5.6 “IP Networking”.

® Bridging — lets you view and change the aging period for a MAC address and the flood
limit for all ports. See section 5.7 “Bridging”.

®  Static Filtering — lets you view, add, delete, or search all source or destination MAC
addresses to be filtered. See section 5.8 “Static Filtering”.

® Spanning Tree — lets you view and change spanning tree configurations, port states, path

costs, and port priorities. See section 5.9 “Spanning Tree Functions”.
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® SNMP — lets you view and change the SNMP configuration. See section 5.10 “SNMP
Functions”.

® Other Protocols — lets you view and change GVRP and IGMP settings. Refer to section
5.11 “Other Protocols”.

® Port Trunking — lets you assign a range of ports to trunking groups. Refer to section 5.12
“Port Trunking”.
Port Mirroring — lets you mirror one port to another. Refer to section 5.13 “Port Mirroring”.
QoS Setup — lets you specify Quality of Service parameters. Refer to section 5.14 “Setting
Quality of Service Parameters”.

® File Transfer — lets you send files using the TFTP or Kermit protocol. See section 5.15

“Sending and Receiving Files”.

5.1 Switching Database Configuration

If you select L2 Switching DataBase from the Advanced Management screen (see Figure 4-5), the L2

Switching DataBase screen in Figure 5-2 appears, with VLAN & PVID Perspective highlighted.
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FIGURE 5-2 L2 SWITCHING DATABASE SCREEN

WL S%F -3 R

e e e e e e

I LZ Switching Datallase |

e e
(WVLAE E PVID Ferspective ||
| 1IF Multicast Group Perspective 1
| |MAC Address PerspeEctive |
| |Fort Perspsctive 1

e e e e e e e e e e e e

Ciphrrvw < DovnArrow>-Move <Enter>Select <ESCHPrevious

The Switch can be viewed from the four perspectives in the L2 Switching DataBase screen in Figure

5-2:

VLAN & PVID Perspective see section 5.2 “VLAN & PVID Perspective”.
IP Multicast Group Perspective — see section 5.3 “IP Multicast Group Perspective”.
MAC Address Perspective see section 5.4 “MAC Address Perspective”.

Port Perspective see section 5.5 “Port Perspective”.

These four views allow a network administrator to manage and monitor VLANs and their associated

MAC addresses and ports effectively from different views.

5.2 VLAN & PVID Perspective

Packets received by the Switch will be treated in the following way with regard to the Switch's VLAN

settings:

1.

When an untagged packet enters a port, it will be automatically tagged with the port's VLAN ID tag
number. Each port has a default VLAN ID setting which is user configurable (the default setting is
1). The default VLAN ID setting for each port can be changed in the PVID settings of console or
web.

When a tagged packet enters a port, the tag for that packet will be unaffected by the PVID Setting.
The packet will now proceed to the VLAN specified by it's VLAN ID tag number.
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4. If the port in which the packet entered does not have membership with the VLAN specified by the
packets VLAN ID tag, the packet will be dropped. Port VLAN membership settings are changed in
the VLAN settings page.

5. Ifthe port has membership to the VLAN specified by the packet's VLAN ID, the packet will be able
to be sent to other ports with the same VLAN ID membership.

6. Packets leaving the Switch will be either tagged or untagged depending on the setting specified
for that port’s membership properties.

The following sections describe the default VLAN, how to obtain a VLAN perspective and how to set the

PVID. For more information regarding to VLAN, please refer to appendix for more detail.

5.2.1 Default VLAN

The IEEE 802.1q standard defines VLAN ID #1 as the default VLAN. The default VLAN includes all the
ports as the factory default. The default VLAN's egress rule restricts the ports to be all untagged, so it
can, by default, be easily used as a simple 802.1d bridging domain. The default VLAN’s domain shrinks
as untagged ports are defined in other VLANSs.

5.2.2 Obtaining a VLAN Perspective

The following procedure describes how to obtain a VLAN perspective. For convenience, the VLAN ID

appears as both decimal and hexadecimal values side by side in the VLAN perspective screen.

1. From the L2 Switching DataBase screen in Figure 5-2, highlight VLAN & PVID Perspective and
press the Enter key. Highlight VLAN Settings and pres the Enter key. A VLAN perspective screen

similar to the one in Figure 5-3 appears.
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FIGURE 5-3 VLAN PERSPECTIVE SCREEN
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2. From this screen you can:
® Create a new VLAN. See section 5.2.2.1 “Creating a New VLAN".
Delete a VLAN ID. See section 5.2.2.2 “Deleting a VLAN ID”.
View VLAN activities. See section 5.2.2.3 “Viewing VLAN Activities”.
View or change a VLAN configuration. See section 5.2.2.4 “Viewing VLAN Settings”.

Return to the L2 Switching Database screen by pressing Esc.

5.2.2.1 Creating a New VLAN

To create a new VLAN:
1. From the VLAN Perspective screen in Figure 5-4, hold down the Shift key and press the + key. The

New VLAN Settings screen appears.
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FIGURE 5-4 NEwW VLAN SETTINGS SCREEN
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2. With the highlight in the VLAN ID field, press the Enter key. The Enter New VLAN ID screen

appears.

FIGURE 5-5
i
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3. Enter a new VLAN ID as between 2 ~ 4094 value.

4. Press Enter. The VLAN ID appears next to VLAN ID in the New VLAN Settings screen.

-53 -



Note: “Remote” is appended to the VLAN ID automatically if the VLAN is learned from a remote switch.

5. To enter an optional VLAN name, perform the following steps. Note that the VLAN name is used to
identify the VLAN at the local switch.
a. Press the Down Arrow key to highlight VLAN Name.

b. Press Enter. The Enter New VLAN Name screen appears.

FIGURE 5-6
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Enter up to 31 characters and press <ENTER> CrxPrevious

c. Enter a name for the new VLAN.
d. Press Enter. The VLAN name appears next to VLAN Name in the New VLAN Settings

screen.

6. Press the Esc key. A screen similar to the following appears.
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FIGURE 5-7
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This screen lets you:
® Add switch ports to a VLAN. See section 5.2.2.2 “Adding New Switch Ports”.
® Delete switch ports from a VLAN. See section 5.2.2.3 “Deleting a VLAN ID”.

5.2.2.2 Adding New Switch Ports

To add new switch ports to the newly created VLAN:
1. Hold down the Shift key and press + to display the Port Options screen.
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FIGURE 5-8
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2. In the Port Options screen, highlight Untagged Ports, Tagged Ports, or Forbidden Ports and
press the Enter key. If you highlight Untagged Ports, the screen window reads Select Untagged

Ports, as in the following figure.

FIGURE 5-9
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If you highlight Tagged Ports, the screen window reads Select Tagged Ports, as in the following

figure.
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FIGURE 5-10
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If you highlight Forbidden Ports, the screen window reads Select Forbidden Ports, as in the following

figure.

FIGURE 5-11
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3. Inthe Select Untagged Ports, Select Tagged Ports, or Select Forbidden Ports screen, use the

Up Arrow and Down Arrow keys to highlight an individual port.
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4. Press Enter. An asterisk appears to the right of the port to show it is selected, as in the following

figure. Repeat this step for each new port you want to add.

Note: As a convenience, you can highlight All Ports to select all of the ports at one time.

FIGURE 5-12
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5. After selecting the new ports you want to add, press Esc. A screen shows the ports you selected

and whether they are tagged, untagged, or forbidden. For example:
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FIGURE 5-13
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6. If you added untagged ports and want to now add tagged ports or forbidden ports, or vice versa,

repeat steps 1 through 5 and in step 2 select the appropriate port option.

Note: To delete a switch port in the screen above, highlight the port and press the - (hyphen) key. A
precautionary prompt does not appear before you delete a switch port, so be sure you do not
need the port before you delete it. You can also hold down the Shift key and press + to add

ports.

7. Press Esc to return to the VLAN Perspective screen. The VLAN IDs and names you added appear
in the VLAN Perspective screen. In the screen on the next page, for example, the “planet” VLAN

have been added.

Note: To change a port’s property, first delete the port; then add the port with the new property.

8. Select another option from the VLAN Perspective screen or press Esc to return to the L2 Switching

DataBase screen.
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FIGURE 5-14
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5.2.2.3 Deleting a VLAN ID
To delete a VLAN ID from the VLAN Perspective screen:

1. Use the Up Arrow and Down Arrow keys to highlight the VLAN ID you want to delete.

2. Press the - (hyphen) key. A precautionary message asks whether you are sure you want to delete

the VLAN ID.
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FIGURE 5-15
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3. With Yes highlighted, press the Enter key to delete the VLAN ID. Or to retain it, press the Esc key
or highlight No and press Enter.

5.2.2.4 Viewing VLAN Activities

The following procedure describes how to use the VLAN Perspective screen to view activities for a
particular VLAN. Using this procedure, you can view:

®  Active ports.

® Active MAC addresses associated with a VLAN.

® A ftransient address, if any.
°

Filtering and port information.
To view VLAN activities:

1. From the VLAN Perspective screen in, highlight an existing VLAN and press the Enter key. The
VLAN Info screen appears, with the highlight on VLAN Activities.
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FIGURE 5-16
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2. Press the Enter key. A screen similar to the following appears.

FIGURE 5-17
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This screen shows all active VLAN domains for the VLAN you selected. You can use the Up Arrow and
Down Arrow keys to scroll through the list of domains associated with the selected VLAN. When you

finish performing VLAN activities, press the Esc key until you return to the desired screen.
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5.2.2.5 Viewing VLAN Settings

Using the VLAN Configuration screen, you can view VLAN settings.
1. From the VLAN Perspective screen, highlight an existing VLAN and press the Enter key. A screen
similar to the following appears, with the highlight on VLAN Activities.

FIGURE 5-18
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2. Press the Up or Down Arrow key to highlight VLAN Settings.

3. Press Enter. A screen similar to the following appears.
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FIGURE 5-19
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4. From this screen, you can add switch ports to or delete them from any VLAN except the default

VLAN. The controls for adding and deleting ports do not display for the default VLAN.

5.2.2.6 Adding Ports

To add ports to a VLAN:

1. From the screen above, hold down the Shift key and press +. The Port Options screen appears.
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FIGURE 5-20
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2. Select either untagged or tagged ports. To select untagged ports:
a. Highlight Untagged Ports and press Enter. The Select Untagged Ports screen appears, with
a list of the untagged ports that are not in use. Initially, there are 16 untagged ports you can

select; this number decreases as you use untagged ports in your VLANSs.

FIGURE 5-21
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b. To configure an individual port, highlight it and press Enter. An asterisk appears next to each
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port you select. (To deselect it, press Enter again to remove the asterisk.)

To configure all ports, highlight All Ports and press Enter.

c. Press Esc. The port(s) you selected appear in the previous screen.

To select tagged ports:
a. Highlight Tagged Ports and press Enter. The Select Tagged Ports screen appears, with a list

of the tagged ports.

FIGURE 5-22
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b. To configure an individual port, highlight it and press Enter. An asterisk appears next to each
port you select. (To deselect it, press Enter again to remove the asterisk.)

To configure all ports, highlight All Ports and press Enter.

c. Press Esc. The port(s) you selected appear in the previous screen.

Note: Even though you have specified the port to be tagged port for the VLAN ID, the Switch
will still untagged the packets if the PVID setting is the same as the VLAN ID. It is
strongly recommended to organize your VLANs and different switches while setting

up the network.

To select forbidden ports:
a. Highlight Forbidden Ports and press Enter. The Select Forbidden Ports screen appears,
with a list of the tagged ports.
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FIGURE 5-23
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b. To configure an individual port, highlight it and press Enter. An asterisk appears next to each
port you select. (To deselect it, press Enter again to remove the asterisk.)
To configure all ports, highlight All Ports and press Enter.

c. Press Esc. The port(s) you selected appear in the previous screen.

3. When you finish, press Esc until you return to the desired screen.

5.2.2.7 Deleting Ports

The following procedure describes how to delete ports from a VLAN. There is no precautionary
message that appears before you delete a VLAN port, so be sure you want to delete the port before

doing so.

1. From the screen, use the Up and Down Arrow keys to highlight the port you want to delete.
2. Press the - (hyphen) key. The port is deleted.

3. When you finish, press the Esc key until you return to the desired screen.

5.2.3 Configuring PVID

The PVID provides identification to the port of VLAN. The Switch will tag with this ID to any incoming
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VLAN-untagged packets. The switch will also un-tag the VLAN ID from outgoing packets if the port’s
If you want to configure the PVID, highlight PVID

PVID is the same as the outgoing packet’'s VLAN ID.

setting from the VLAN & PVID Perspective screen and press Enter. The following screen will appear:

FIGURE 5-24
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The following steps will show you how to set the PVID.

1. Highlight an individual port you want to configure and press Enter. The Enter New PVID column

will appear next to PVID Settings screen.
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2. Enter a decimal number in the Enter New PVID column. Then press Enter.

FIGURE 5-26
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Note: Even though you have specified the port to be tagged port for the VLAN ID, the Switch will still
untagged the packets if the PVID setting is the same as the VLAN ID. If your network is with
multiple switches, organize the VLAN groups before setting up the VLAN ID of the ports.

5.3 IP Multicast Group Perspective

The Internet Group Management Protocol (IGMP) runs between hosts and their immediately
neighboring multicast routers. The protocol’s mechanisms allow a host to inform its local router that it

wants to receive transmissions addressed to a specific multicast group.

Routers periodically query the LAN to determine if known group members are still active. If there is
more than one router on the LAN performing IP multicasting, one of the routers is elected “querier’ and
assumes the responsibility of querying the LAN for group members. Based on the group membership
information learned from the IGMP, a router can determine which (if any) multicast traffic needs to be
for-warded to each of its “leaf’ subnetworks. Multicast routers use this information, along with a

multicast routing protocol, to support IP multicasting across the Internet.
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IGMP provides the final step in an IP multicast packet delivery service since it is only concerned with
the forwarding of multicast traffic from the local router to group members on directly attached

subnetworks. The Switch support IP Multicast Filtering by:

» Passively snooping on the IGMP Query and IGMP Report packets transferred between IP
Multicast Routers and IP Multicast host groups to learn IP Multicast group members, and

> Actively sending IGMP Query messages to solicit IP Multicast group members.

The purpose of IP multicast filtering is to optimize a switched network's performance, so multicast
packets will only be forwarded to those ports containing multicast group hosts members and routers

instead of flooding to all ports in the subnet (VLAN).

The Switch with IP multicast filtering/switching capability not only passively monitor IGMP Query and
Report messages, DVMRP Probe messages, PIM, and MOSPF Hello messages; they also actively
send IGMP Query messages to learn locations of multi-cast routers and member hosts in multicast

groups within each VLAN.

Note, however, IGMP neither alters nor routes any IP multicast packets. Since IGMP is not concerned
with the delivery of IP multicast packets across subnets, an external IP multicast router is needed if IP

multicast packets have to be routed across different subnets.

The IP multicast group perspective provides information associated with an IP multicast group. To

obtain an IP multicast group perspective:

1. From the L2 Switching DataBase screen, highlight IP Multicast Group Perspective and press the

Enter key. A screen similar to the following appears.
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FIGURE 5-27
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Note: If IGMP is disabled, the message IGMP Currently Disabled appears instead of the screen
above. To correct this, use Other Protocols in the Advanced Management menu to set IGMP to

either Passive or Active (see “Other Protocols”)

2. To obtain an IP multicast group perspective for one of the addresses in the screen above, use the
Up and Down Arrow keys to highlight an address and press the Enter key. A screen similar to the

following appears.
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FIGURE 5-28
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3. To view the VLAN and IP multicast group addresses associated with the MAC address, highlight a
host in the Hosts screen and press Enter. A VLAN/IP Multicast Group Membership screen similar

to the following appears.

FIGURE 5-29
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4. Use the Up and Down Arrow keys to scroll through the VLAN/IP Multicast Group Membership

screen.
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5. When you finish, press Esc until you return to the desired screen.

5.4 MAC Address Perspective

The MAC address perspective lets you view all characteristics associated with a MAC address,

corresponding VLANSs, and corresponding ports in the Switching database.

To obtain a MAC address perspective:
1. From the L2 Switching DataBase screen, highlight MAC Address Perspective and press the Enter
key. You are prompted for a MAC address.

FIGURE 5-30

t
| PLAMET WOSW-Z240ZA Routimg Switch WESHW-Z4D2A

| ~vanced Management /L2 Switching DataBase/HAC Rildress Perspective admdn
t

Enter HAC Rildress !

+ em F o= F
* = o ==

Enter G-hyle hex mmber and press <ENTER> CESCHPrEevians

2. Enter the MAC address whose characteristics, corresponding VLANSs, and corresponding ports you

want to view.

3. Press Enter. A screen similar to the following appears.
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FIGURE 5-31
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4. Use the Up and Down Arrow keys to scroll through the VLAN/IP Multicast Group Membership

screen.

5. When you finish, press the Esc key to return to the desired screen.

5.5 Port Perspective

The port perspective lets you view VLAN activities port statistics, and per-port MAC limits. To obtain a
port perspective:
1. From the L2 Switching Database screen, highlight Port Perspective and press the Enter key. The

following Port Perspective screen appears.
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FIGURE 5-32
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2. To view per-port VLAN activities, highlight Per Port VLAN Activities, press the Enter key, and
proceed to section 5.5.1.

3. To view per-port statistics, highlight Per Port Statistics, press the Enter key, and proceed to section
5.5.2.

5.5.1 Per Port VLAN Activities

This option allows you to view MAC address and VLAN on selected port. If you select Per Port VLAN
Activities from the Port Perspective screen, a screen similar to the following Per Port VLAN Activities

appears.
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FIGURE 5-33
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Use the Up Arrow and Down Arrow keys to highlight the port number whose corresponding VLANs
activities you want to view.
Press the Enter key. A screen similar to the following appears, with a list of the MAC addresses for

the selected VLAN and the corresponding VLAN memberships.

FIGURE 5-34
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5.5.2 Scrolling Through MAC Addresses

To scroll through the list of active MAC addresses corresponding to the selected port:
1. If the MAC Addresses screen is not the current screen, press the Tab key until it becomes the
current screen. The status bar at the bottom of the screen acquires the <Enter>View and

<s>Search functions.

2. Use the Up Arrow and Down Arrow key to scroll through the list of active MAC addresses for the

selected port.

3. To search for a MAC address, press S. When the search prompt appears, enter a MAC address in
the Enter MAC Addr to Search: screen and press the Enter key. If the address is found, it is
highlighted in the Port MAC Addresses screen.

4. To obtain additional information about a particular MAC address, scroll to the address in the Port
MAC Address screen and press the Enter key. Screens similar to the following appear, showing

detailed information about the selected MAC address.

FIGURE 5-35
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5.5.3 Hiding or Displaying the Port Column

The Per Port Statistics screen has a column between the port number and statistics columns that
shows the port designations on the Switch. In this column, the Switch’s 10/100M ports are designated

with the numbers 1 through 24, while the Switch’s expansion module ports are designated with the
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letters A and B.

FIGURE 5-36
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Using the L key, you can toggle this column so it is either displayed or hidden. By default, it is displayed.
To hide it, press the L key. To redisplay it, press the L key again.

5.5.4 Per Port Statistics

If you select Per Port Statistics from the Port Perspective screen, a screen similar to the following Per

Port Statistics appears.
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FIGURE 5-37
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1. To reset counters for all ports, press R. Then, when the following screen appears, highlight Yes

and press Enter to reset the counters, Or highlight No and press Enter to not reset them.

FIGURE 5-38
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2. To view statistics for a port, use the Up and Down Arrow keys to highlight the desired port, then
press the Enter key. A screen similar to the following appears, showing the statistics for the port

you selected.
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FIGURE 5-39
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3. Toreset counters for the port in the screen above, press R. The following screen appears.

FIGURE 5-40
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4. With Yes highlighted, press the Enter key to reset the counters. Or to retain them, press the Esc

key or highlight No and press Enter.
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5.5.5 Per Port Mac Limit

This option allows you to specify the maximum number of MAC addresses on each port. If you select

Per Port MAC Limit from the Port Perspective screen, a screen similar to the following one appears.

FIGURE 5-41
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1. To specify MAC learning options for a MAC port, use the Up and Down Arrow keys to highlight a

port, then press the Enter key. A MAC Learning Options screen similar to the following appears.

FIGURE 5-42
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2. Highlight the desired option, then press Enter.

3. If you selected Set Learning Limit, the Enter New Limit screen appears.

FIGURE 5-43
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4. Type the new limit, and press Enter.

5.5.6 Returning to the Advanced Management Screen

After completing the L2 switching database activities, press the Esc key to return to the Advanced
Management screen. Select another option from the Advanced Management screen or press Esc to

return to the Switch Management screen.

5.6 IP Networking

If you select IP Networking from the Advanced Management screen, the IP Networking screen in

Figure 5-44 appears.
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FIGURE 5-44 |IP NETWORKING SCREEN
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From the IP networking screen, you can:

View or change IP and RIP settings. See section 5.6.1 “IP and RIP Settings”.

Add, delete, and search ARP table entries. See section 5.6.2 “ARP Table Setting”.
View, add, delete or search a particular routing path. See section 5.6.3 “Routing Table”.
Specify DHCP gateway settings. See section 5.6.4 “DHCP Gateway Settings”.

View or change ping settings. See section 5.6.5 “Ping Settings”.

5.6.1 IP and RIP Settings

If you select IP & RIP Settings from the IP Networking screen, a screen similar to the following

appears, with a list of the VLAN IDs, IP addresses, subnet masks, proxy ARPs, and RIPs currently
defined.

The Switch supports both static and dynamic routing.

*

Static routing requires routing information to be stored in the Switch, either manually or when a
connection is set up by an application outside the Switch.
Dynamic routing uses a routing protocol to exchange routing information, calculate routing tables,

and respond to changes in the status or loading of the network.

Dynamic routing involves the determination and updating of all the routing information required for

packet forwarding.

*

*

Handling routing protocols

Updating the routing table

The Switch supports RIP and RIP-2 dynamic routing protocols.
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The RIP protocol is the most widely used routing protocol. The RIP protocol uses a distance
vector-based approach to routing. Routes are determined on the basis of minimizing the distance
vector, or hop count, which serves as a rough estimate of transmission cost. Each router broadcasts its
advertisement every 30 seconds, together with any updates to its routing table. This allows all routers
on the network to learn consistent tables of next hop links which lead to relevant subnets. Just as Layer
2 switches use the Spanning Tree Algorithm to prevent loops, routers also use methods for preventing
loops that would cause endless retransmission of data traffic. RIP utilizes the following three methods
to prevent loops from occurring:
¢ Split horizon— never propagate routes back to an interface port from which they have been
acquired.
+ Poison reverse— propagate routes back to an interface port from which they have been acquired,
but set the distance vector metrics to infinity. (This provides faster convergence.)
+ Triggered updates— whenever a route gets changed, broadcast an update message after waiting
for a short random delay, but without waiting for the periodic cycle.
RIP-2 is a compatible upgrade to RIP. RIP-2 adds useful capabilities for plain text authentication,
multiple independent RIP domains, variable length subnet masks, and multicast transmissions for route
advertising (RFC 1388).
There are several serious problems with RIP that you should consider before deciding which routing
protocol to use for your network. First of all, RIP (version 1) has no knowledge of subnets, both RIP
versions can take a long time to converge on a new route after the failure of a link or router during
which time routing loops may occur, and its small hop count limitation of 15 restricts its use to smaller
networks. Moreover, RIP (version 1) wastes valuable network bandwidth by propagating routing
information via broadcasts, nor does it consider enough network variables to make the best routing

decision.

Note: Before you can define a VLAN’s IP settings, you must first create a VLAN as described under
“Creating a New VLAN".
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FIGURE 5-45
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To modify the settings shown:

1. Use the Down Arrow key to highlight the row that contains the parameters you want to change, and

then press Enter. A screen similar to the following appears, with the highlight in the IP Address
field.

The available options are:

*

*

*

IP Address: The IP address of the Switch for this VLAN.

IP Subnet Mask: The subnet mask of the IP.

Frame Type: Either Ethernet Il or Ethernet SNAP. Default is Ethernet Il

BOOTP: Specify how the IP address of the Switch for this VLAN is assigned. Default is
None for manually configuring. You can also specify BOOTP or DHCP to get IP address.
Please note that you should setup a BOOTP server or DHCP server on this VLAN network.
Proxy ARP: When a node in the attached subnetwork does not have routing or a default
gateway configured, ARP Proxy can be used to forward an ARP request to a remote
subnetwork. When the Switch receives an ARP request for a remote network and ARP Proxy
is enabled, it determines if it has the best route to the remote network, and then answers the
ARP request by sending its own MAC address to the requesting node. That node then sends
traffic to the Switch, which in turn uses its own routing table to forward the traffic to the remote
destination. End stations that require Proxy ARP must view the entire network as a single
network. These nodes must therefore use a smaller subnet mask than that used by the Switch
or other relevant network devices.

RIP Setting: Disable RIP or use RIP-1/ RIP-2.
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¢+ Use Broadcast/Multicast: Specify how the routing table is sent out. RIP-1 can only use
broadcast. RIP-2 can use multicast to reduce network traffic.

+ Advertise Routes: Enable or disable the Switch to advertise its own routing table.

+ Advertise Default Route: Enable or disable the Switch to advertise its own default route.

+ Accept RIP V1/V2 Updates: Configure the Switch to accept routing table from other routers.
Enabling RIP-1 can only accept RIP-1 update but enabling RIP-2 can accept RIP-1, RIP-2 or
RIP-1/RIP-2 updates.

+ Use Split Horizon: This allows the Switch to never propagate routes back to an interface port
from which they have been acquired.

+ Use Poisoned Reverse: This allows the Switch to propagate routes back to an interface port
from which they have been acquired, but set the distance vector metrics to infinity.

¢+ Send Trigger Responses: If this configuration is Yes, whenever a route gets changed, the
Switch broadcast an update message after waiting for a short random delay, but without

waiting for the periodic cycle.

FIGURE 5-46
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Review the settings. To change a setting, highlight it, press the Enter key, select the desired setting,

and press Esc.
To delete a setting, highlight the setting and press the - (hyphen) key. When a message asks you
to confirm the deletion, highlight Yes and press Enter to delete it, or press Esc or highlight No and

press Enter to retain it.

When you finish, press the Esc key until you return to the desired screen.
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5.6.2 ARP Table Setting

If you select ARP Table from the IP Networking screen in Figure 5-47, an ARP Table screen similar to

the following appears with the ARP table entries that have been already defined or learned.

FIGURE 5-47
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From this screen, you can:

@ Add static entries to the ARP table. See section 5.6.2.1 “Adding Static ARP Table Entries”.

@ Delete static entries from the ARP table. See section 5.6.2.2 “Deleting Static ARP Table Entries”.
@ Search for entries in the ARP table. See section 5.6.2.3 “Searching for ARP Table Entries”.

5.6.2.1 Adding Static ARP Table Entries

To add static entries to the ARP table:
1. From the ARP Table screen, hold down the Shift key and press +. The Static ARP Specifications

screen appears, with the highlight in the Internet Address field.
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FIGURE 5-48

t
| FLAHET WEEW-24028 Routing Switch WESW-Z4DZR

1 /fESwitch Hanagement fldyanced Hanagement /TP Hetworking /ARF Table admin
t

I Imnternet Address Physical Rildress YVLAN ID Tope I
t t
B 203.70. 249 .4 00098 7RI TaH0 1 {0wDDL} ]
I 1203.70.249. 53 nn304F0RICHA 1 | OocDil) dymuami o ]
t 1

Etatic ARP Specifications

|Phyaical Addecas:

' i
| I
. i
| 1Internet Addeess: [N i
| I
. I

<UHpAr row < BownAr cow-Mose <Enter-Modify <-:Delebe <ESCxPrevioas

2. Press the Enter key. The Enter Internet Address screen appears.

FIGURE 5-49
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Enter 4 decimal bytes (dot separated) aml press <EHRTER: <EST Prerions

3. Type an Internet address. The address consists of numbers separated by periods. For example:
203.70.249.5. When you finish, press Enter. The Internet address you typed appears next to

Internet Address in the Static ARP Specifications screen.
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4. Press the Down Arrow key to highlight Physical Address and press Enter. The Enter Physical

Address screen appears.

FIGURE 5-50

MhleSh -2 AUGER

| FLAHRET WirdW-2402A Eoutimg S>witoh
| FSwitch Management fidyanced Managemsent /IP Hetworking/ARF Table

OO0SBTASTLAD 1 { D0l
| DENE. T E45. 50 OOI0AFORICHY 1 { 0wl alymami o |
e e e e et e e B i —————— -+
. e e e e et o o o o o o o o o -+
| ®tatic ARF Epecificvations +--———---------mmmmmm oo +
t e e e | Enter Physical hidress: |
| IImternet Address: 203.70. 24— +

| IPhy=ical Addres=: _I_ |

Enter G-byte hexw mmmber and press <ENTER> <ESCHPrevious

5. Type the corresponding physical address and press Enter. The physical address you typed

appears next to Physical Address in the Static ARP Specifications screen.

6. Press Esc. The Internet and physical addresses you typed appear in the ARP Table screen. The

following screen shows an example of Internet and physical addresses that have been added.
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FIGURE 5-51

| FLARET WiWSW-Z40E5R Eouting 5w

| Imternet Address Physioal Adidress VLAN 1D Iype |
== —————— e +
| I20E.Th.249.4 ooop AL LUl 1 {Uxb0l) dyrmaml o |
| IE0E. TH.Z249.33 0oindFonICyuy 1 §Uxil) dymamio |

Z0F.TR.ZAF .5 DL IGT0HD 1§ U1y

H A rrosr = DovwnArrow -Move <+-kdd <->Delete <s>=Seapch <ESCrPrevious

7. To add more static ARP table entries, repeat steps 1 through 6. When you finish, press Esc to

return to the ARP Table screen.

5.6.2.2 Deleting Static ARP Table Entries

If you no longer need a static entry in the ARP table, use the following procedure to delete it. There is
no precautionary message that appears before you delete a static ARP table entry. Therefore, be sure
you want to delete the entry before doing so.
1. From the ARP Table screen, use the Up Arrow or Down Arrow key to highlight the ARP table entry
you want to delete.
Press the - (hyphen) key to delete the entry.
To delete additional static ARP table entries, repeat steps 1 and 2.

4. When you finish, press Esc to return to the ARP Table screen.

5.6.2.3 Searching for ARP Table Entries

To search for entries in the ARP table:
1. From the ARP Table screen, press S. The Search Options screen prompts you to select an Internet

Address or a Physical Address.
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FIGURE 5-52

| FLAHET WhiW-24028 Hoonting Switch
1 fSwitoh Management JAdyanced Hanagement fIF Hetwocking FAREF

La RS G 1§ DoclhiL)

I 1203.70.24%9.53 LI TIE D i i (B 1 {Uochiil} dyniam o ]

I 1203.70.249. 5 D01 34 5670 1 {Unclilil} statio ]

o o e o e e e e e B B B B B e B s B e B o e =
—_— +
| Search Options |
_— +
Wlinternet Adiress |
| 1Physical fddress |
—_— +

s lphy rowi—=DownmArrow>-Hore <EnterxSeleck <ERCrFrevious

2. Highlight either Internet Address or Physical Address and press the Enter key. You are
prompted for an IP or physical address.

3. Enter the IP or physical address you are searching and press Enter. The address you want to view
is highlighted.

4. When you finish viewing the information, press the Esc key until you return to the desired screen.

5.6.3 Routing Table

If you select Routing Table from the IP Networking screen, a Routing Table screen similar to the

following appears.
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FIGURE 5-53

PLAHET WiESW-Z402A Ronting Switoh WS - 24 2R
itch Management [Advanced MHanagement JIFP Hetworki Houting Tahle ackmiam
| Hetwork Ha=sk tat eway Metric VLAH Iype Protoool]
| ar ' ' 3 1 3
| |.O.0.0 255.0.0.0 0.0.0.0 1 Martian Looal |
| |17 .0.0.0 Z55.0.0.0 0.0.0.0 1 Martiam Local |
| 119F.168.1.0 ZH5.255.255.0 192.160.1.10 1 Uxiild Direct Local |
| |19%F. 168.1.0 FHH.255.255.255 192.160.1.255 1 Uxlild Martiam Local |
| 119%F.168.1.10 ZH5.255.255.255 192.160.1.10 1l Ixild Diher Other |
| 119%2.168.1.10 FHH-255.255.255 192.160.1.10 1 Uxiild Myselt Local |
| 119F.168.1.25%% FHH-.255.255.255 192.168.1.255 16 Ixild Brast Local |
| 1192 168.2.0 ZH5-.255.255.0 192.168.2.10 1 IxO1E Direct Local |
| 119F.16B. 2.0 IH5-255.255.259 192.168.2.255 16 IxD1E Martiam Local |
| 1192 168.%.10 FH5.255.255.259 192.168.2.10 1 Ixl1E Diher Oither |
| 119%.168.2%.10 IHS-255.255.255 192.168.2.10 16 Ix01E Myself Local |
| 1192 .168.%. 255 F55.255.255.259 192.168.2.32455 1 Ixl1E Brast Local |
Jw|192.168.4.0 233.233.233.0 192.168.4.10 1 0xDOA Direct Local |
e T B B B B B B -
A r oA o~ Dovmlr row - Move <+5Add <->Delete <sxSearch <ESCrPrevious

The Routing Table allows you to view, add, delete, or search a particular routing path. Table 5-1

identifies the columns in this screen.

TABLE 5-1. ROUTING TABLE COLUMNS

Column Description

Network |The IP Subnetwork address to which the Switch can route packets.

Mask The related IP Subnetwork Mask to which the Switch can route packets.

Gateway |The IP address of the router at the next hop.

Metric The number of hops needed between the Switch and the destination network.

VLAN The VLAN within which the gateway or destination resides.

The IP route type for the IP subnetwork. There are six IP route types:
Direct A directly connected subnetwork.

Remote A remote IP subnetwork or host address.

Type Myself A switch IP address on a specific IP subnetwork.

Bcast A subnetwork broadcast address.

Mcast An IP multicast address.

Martian An illegal IP address to be filtered or a special IP address.

Protocol |Indicates one of the following:

Local A manually configured routing entry.
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NetMgmt A routing entry set via SNMP.

ICMP A routing entry obtained via ICMP redirect.

RIP A routing entry learned via the RIP protocol.

Other A protocol other than one of the other four listed above.

From the Routing Table screen, you can:
® Add entries to the Routing table. See section 5.6.3.1 “Adding Routing Table Entries”.
® Delete entries from the Routing table. See section 5.6.3.2 “Deleting Routing Table Entries”.

® Search for entries in the Routing table. See section 5.6.3.3 “Searching for Routing Table Entries”.

5.6.3.1 Adding Routing Table Entries

To add entries to the Routing table:
1. From the Routing Table screen, hold down the Shift key and press +. The Route Options screen

appears.

FIGURE 5-54

i

| PLAHNET WEEH-Z402RA Reulimg Switch HiESH-ZF40FR

| itch Managemenl fAdvanced Wanagemanl f TP Helblworking/Rouling Table Al

i

| Hetwark Maxk Galeway Hebteic VLAN Type Prolocol]
P ——

[ .1 . .o 0.0 Dzl Remobe Local |
| | 0.0 255.0.0.0 m.0.0.0 Martian Local |
| 127, 0,00 255.0.0.0 0.0.0.0 i Martian Looal |
| 1192, 166.1.0 255.255.255.0 192.168.1.10 16 Oxl0ild Direct Local |
| 1192, 166.1.0 255.255.255.255 192.168.1.255 1 Oxlid4 Martian Looal |
| 1192, 166.1.10 255.255.255.255 192.168.1.10 16 Oxiid Dther Bther |
| 1192, 166.1.10 255.255.255.255 192.1648.1.10 16 Oxlid Hyself Looal |
| e S 1 P s | P25 .255.200 192,160,101, 250 16 Oxllld Hoast Lopoal |
| L9, LGiE, 2.0 ERN.23.255.0 192,168,410 16 UxllE Mirect Looal |
| L%, LG, 2.0 ZHHL25D.255.200 192,160 .2, 250 1h OxllE Martian Looal |
| J L9, LG, 2. 10 ERN.23. 255,250 19% . 108 2. 10 1h UxlilE Dther bther |
| 1%, L. 2. 00 ZHH.250.255.250 192,168,210 1h OxllE Hyselft Looal |
| I S L b | EN¥N.2.255.250 1921002, 25T 16 xllE Brast Lopoal |
Jw | L9E, 1GH. 4.0 ZHH.250.255.0 192,168 .4.10 16 xR Direct Looal |
B e e +

FOUpA T rosr =< Downir rowsoye <+ nkeld <->Dhelste <sFSearch “ESCrFrevious

2. Select Default Gateway or Static Route, then press Enter.
If you selected Default Gateway, the following screen appears. Press Enter and type an IP
address for the default gateway. The address consists of numbers separated by periods. For

example: 129.32.0.11. When you finish, press Enter. Then proceed to step 3.
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FIGURE 5-55

PFLANET WOSW-T4DZA Fouting Switch WEsE- 24028
itch Hanagement fAdvanced Management /IF Hetworking/Routing Tabhle adbmin
| Hetwork Mask Bateway Metric VLAN Type FProtocol]|
t -
| 55.0.0.0 Hartian Local |
| 1127.0.0.0 55.0.0.0 o.o_o.o 1 Hartian Local |
| |1192.1668.1.00 I35 F55.F55.0 1592 _168.1.10 16 Owilild Direct Local |
| 1192, 14 #m Local |
| 1192.1] Defanlt Route Specificatioms | Other |
[ & # Local |
| 1192.1] |Defanlt Gateway: Do | Laocal |
| 1192.1] |Metric: 1 | Laocal |
| 1E3F. 14 #m Looal |
| 1192, 168.2.10 2535.255. i6 O=01E Other nthee |
| 1192, 168.2. 10 255 . 255755255 192 _168.7.10 i& O=x0iE Myaelf Local |
| 1392, 168,22, 25% 25%5.255.755.255 192.1686.2.255 i6 O=01E Boast Local |
| 1192 . 168.4.0 255 2557550 192 _168.4.10 i6 Ox00A Divect Local |
|| 132 . 166.4.0 255 255755255 497 _168_4.255 i6 Ox00A MHartian Local |
i s S .
A E o < Dowrmfir row Move <Enter>Madily <->Delele LESCHPrevwions

If you selected Static Route, the following screen appears. At each field, press Enter, type the
appropriate parameter, and press Enter again. Use the Up and Down Arrow keys to move between

fields. Then proceed to step 3.

FIGURE 5-56
PLANET WOES5W-ZI4DZA Routing Switch WESW-2402A
itch Hanagement fAdvanced Management /IF Hetworking/Routing Tabhle adbmin
| Hetwork Mask Bateway Metric VLAN Type Protocol)
t -
I 5% 0.0 0 Martian Local [
| 1127.00.00.00 I%55.D.0.0 1 Martian Lacal |
| 1193 .16B.1.0 55255 _F55.0 192 _168.1.10 16 Ox0ild Direct Laocal |
| 1192 . 168.1 .4 rartian Local |
| 1192 . 168.1. | Static Route Specificatioms | they Othey |
| 1192 . 168.1 .4 syAeElT Laocal |
| 1ez.a6e.1. ) (Hetwerk: ([N jcast  Local |
| 1192 . 166.2.| |Mask: |igect Lacal |
| 1193, 1668.2.| |Pateway: Jartian Looal |
| 1292, 166.2. | |Metric: 1 | thaE Other |
| 1893, 1668, 3.4 syEelf Local |
| 1092, 166,32, 255 2H5.255.255.255 192.168.2.255 16 Ox01E Boast Lad¢al |
| 1192, 166.4.0 552552550 192 _1&6&8._4.10 16 O=0nA Direct Lacal |
|19, 166, . 4,0 FES. 255255255 197 _168_4.255 i6 NxNnA Martian Lodcal |
S ————— Y
A E o < Dowrmfir row Move <Enter>Madily <->Delele LESCHPrevwions

3. After entering default gateway or static route parameters, press Esc. The parameters you entered
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appear in the Routing Table screen.

5.6.3.2 Deleting Routing Table Entries

If you no longer need an entry in the routing table, use the following procedure to delete it. There is no
precautionary message that appears before you delete an entry in the routing table, so be sure you
want to delete the entry before doing so.
1. From the Routing Table screen, use the Up Arrow or Down Arrow key to highlight the Routing table
entry you want to delete.
Press the - (hyphen) key to delete the entry.
3. To delete additional Routing table entries, repeat steps 1 and 2. When you finish, press Esc to

return to the Routing Table screen.

5.6.3.3 Searching for Routing Table Entries

To search for entries in the Routing table:

1. From the Routing Table screen, press S. The Enter Network Address screen appears.

FIGURE 5-57

t

| PLANET WOSW-T4DZA Fouting Switch Wisw- 24028

| -itch Management fAdvanced Management /IF Hetworking/Roating Table adbmin

1

| Hetwork Mask Gateway Hetric WLAN  Type Protoool)
1 -
| 5. D.0.0 ] Hartian Local |
| 1137.0.0.0 I55.0.D0.D o_.o_o.o 1 Hartian Local |
| 119%2.168.1.0 55 .F55.F55.0 152 _168.1.1@0 16 Owilild Divrect Local |
| 1192.168.1.0 I35 F55.F55_F55 197 _168.1.355 16 Oxlild Hartian Local |
| 119%2.1668.1.10 355 . 34 6 Owuiliid Other other |
| 1192.1668.1.10 25%.7] Enter Hetwork Address: |6 Oxfid Hyaelf Local |
| 119%2.168.1. 5% 355 . 34 =6 Oxliid Broast Local |
| 1192 . 168.2.0 5520 _ I& Ox0iE Direct Laocal |
| 1132 . 1668.2.0 5%, 34 =6 Ox0iE MHartian Local |
| 1192 . 168.2. 10 255 255755255 192 _168.7.10 i6 Ox0iE Other othee |
| 1133 . 168.2. 10 255 255755255 192 _168.7.10 i6 Ox0iE Myaslf Laocal |
| 1192 . 168,32, 25% 255 . 255755255 192 _168.7.255 i6 Ox0iE Broast Lodcal |
| 1132 . 1668.4.0 255 . 255.755.0 192 _168_4 .10 i6 Ox00A Direct Local |
w192 . 168, 4.0 255 . 755755255 192 _168_4.255 i6 Dx00A Martian Local |
e e e e e e e e e e e e e e e e i i i i i i i i i

Enter 4 decimal bytes (dol separaled) and press <ENTER> SERC P raw i s

2. Type the network address you want to search for, then press Enter.
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5.6.4 DHCP Gateway Settings

If you highlight DHCP Gateway Settings from the IP Networking screen and press the Enter key, a

DHCP Gateway Settings screen similar to the following appears.

FIGURE 5-58

& 5
| PLANET WESW-2402A Reuting Switch WA - 24024 i

| wipement fAdyanced Management fITF HetworkKing /DHCP Cateway Setibinga fvihimi m |
i

| WLAN ID IF Address DHCP Gateway Maw Hops Delay Secvers Relays|

(1l { Ox001 ) ZO03.TD.249.1%% Disahled

| 110§ Dol 19Z7.160.4.10 Disahled 1

| |30 §0x014p 1927.168.1.10 Disahled |

| 130 §0x01Ep 192. 166, 2.10 Disahled |

R e diiieas diiiantiaaiad tantiiattios oasd tantd aant ol turiiastia tostiiantiass siaioatiiants sioataiantias aasaiedd
Liphr pow < Doendrrow - love <Enter>View Hodify <ESC-PFrevions

In this screen:

° VLAN ID shows the IDs of the VLANs that have been defined.

° IP Address shows the corresponding IP addresses of the VLANSs.

o DHCP Gateway shows whether the DHCP gateway is enabled or disabled.

) Max Hops shows the maximum number of hops that a DHCP re-quest broadcast can be relayed
along the DHCP relay path from the DHCP client to the DHCP server.

) Delay shows the number of seconds that must elapse before a DHCP request broadcast is
relayed to the next IP subnetwork.
Servers shows any preferred servers that have been defined.
Relays shows the outbound IP subnetwork for relaying a DHCP request broadcast.

Note: To specify DHCP gateway settings, you must first create a VLAN with an assigned IP address as

described under section “Creating a New VLAN”.

The following procedure describes how to change the DHCP gateway settings. As part of this

procedure, you can specify up to three preferred servers and/or an outbound relay interface.

1. Highlight the appropriate VLAN ID and press Enter. A screen similar to the following appears.
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FIGURE 5-59

PLANET WGESW V2R Baubing Swilch

Ry § rid Management JIT Hetworking /DHCF GCatewa it i Teija

e o et i bbb +
] DHTF Bateway Settings |
i HH o H H S R O H o
IVLAN IB: 1 {DaDD1)

| 1F Address: 200870, 324%,139

|
|
| e |
|DHCP Gateway: BLEUILE i
|Maximem Hopes: 0 |
|Belay (=ec): 0 |
|FEaferied SErver: |
|Praferred Server: I
|PFreferred SErver: I
|Preferred Server: |

+

FUphrpow >~ DoenArrows-Hove <Enters-fodify <+-HAildl Relsay IP <->Pel IPF <ESC-Previous

2. To add arelay IP, hold down the Shift key and press +. A screen similar to the following appears.

FIGURE 5-60
Routaing Swaitch WS - IR
agement fidranoesd Hanagement /IF Hetworking/DHCE Gateway Settings
o e o o o o o o o o o o o -+
1 DHCP Bateway Settings e e e e e e e e e . e e -+
fmmmm e e mm——— || Select Outhound Relay Interfaces |
I IVLAN ID: 1 {0001} e e e e e e e e e e e . e s e e -+
| 1IP Address: 203.70.249.13) |NERFETTr el |
11 ——————————————— | 11%92.168.4.10 YLAN 10 JOocihiA |
I IEHCP Gateway: ayblinEdi | 1192.168.1.10 YLAN 20 {0ecild) |
I IMaswimwom Hops: 4 | 1192.168.2.10 YLAN 30 {0xOlE) |
| IPelay (sech: 0 e —————————————————————————reeree +
| IPreferred SErver: |
| IFreferred Server: |
I IFreferred SErveEE: |
| IPFreferred SErveEr: |
T o e e e e e e R R R R R ErErErEe +
CUpArYow - DownArrow-Hove <Enter oyl Unmark «ESC Do

3. Highlight the appropriate interface, or highlight All Interfaces. Press Esc. A screen similar to the

following appears.
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FIGURE 5-61

2A0EA Houbing Switch WhSW -2 AR

dvanced Hanagement fIP Wetworking/THCE Fateway Settings admin

e ————— +
I BHTF Gateway Settimngs |
e e +

IVLAN ID: 1 {00}
11F Aslslress: 200,70, 249,159

IDHCE Gateway:

| I
| I
| I
| I
I Mawimam Mops: 0O ]
I IDbelay i(seciz O ]
I IPreferred Server: ]
I IPreferred Server: 1
I IPreferred Server: ]
I |Freferred Server: ]

< Wphr rows<DowmAreow s ore <Entersolify <+xhidd Relay IP <->Del IF <ESCrPrevious

4. With the highlight on DHCP Gateway, press Enter. The following screen appears.

FIGURE 5-62

FLARET Wiisw-2Z4028 Eouting Switoh Wl 54— 2 A AR

agement fAdyanoed Management JIF Hetworking/DHCP Gateway Settings

|Freferred Zerver: |
|Freferred Server: I
|PFreterred Server: I

o —— o e e e e e e e e +

| DHCP Gateway Settings [

e e e e e e e e e e e e +

| IVLAH IB: 1 {Ow00L} [

| IIF Address: 203.70.249.159 e +
T e | DICE Gatesway Options i
| IDHCE Gateway: e e ¥
| IMaximm Hops: 0 Wvisaviea
| Ibelay (seck: O | |Enabled 1
| IFreterred Server: ittt +
I

I

I

H A rrowr = DovwnArrow -Move ~Enter>Select <ESCrPrevious

5. Highlight Enabled and press Enter to enable the DHCP gateway.

6. Press the Down Arrow key and press Enter to configure the maximum number of hops. When the

following screen appears, type a decimal number and press Enter.
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FIGURE 5-63

FLARET Wi - 12k FEouting Lo Wl 54— 2 A AR

agement fAdyanoed Management JIF Hetworking/DHCP Gateway Settings

e o o o o e e e e +
| DHCF Gateway Settings |
+———= e e e e e e +

| IVLAR IB: 1 {@=00L) [
I1F Address: 2031.70.249.1459 I

I e +-————————— e ————— +
IPHCF Gateway: Enahbhledl | Enter Haximmm Hops 1
|Hans i Mops @ E Sy +
|Pelay (secpk: O | 1
IFreferred Server: e ———————————— +

|Freferred Server: I
|Freferred Server: |
|Freferred Server: |

Enter decimal nomber (1 - 16} and press <ENTER- LESC Previous

7. Press the Down Arrow key and press Enter to configure the delay. When the following screen

appears, type the delay, in seconds, and press Enter.

FIGURE 5-64

PTLAHET WESW-Z402A Rowutimg Switch WESH-F402A

i
|
| agement FAdvanced Hamnagement fTF Hetworking /' DHCT Gateway Setbings aidmdm
i

| DPHCP Gateway SelLings |

JVLAE Th: 1 {0=001) I
ITP Address: 203.70.249.159 I

I

I

I ] | ===========—aa=-= e e +
| IBHCP Galeway: Enabled | Enbter Delay {@sec) ]
| (Maximss Hops: 5 N N T Ty Iy +
| Ielay (=eok: n | ]
| IPreferced Server: A +
| IPreferred Server: |

| |Preferred Server: |

| IPreferred Server: |

b - +

Enter deoimal mmmber (0 - 635353 and press <ENTEHR=> <ESUrPrevious

8. Press the Down Arrow key and press Enter to specify the preferred server. When the following

screen appears, type the IP address, and press Enter.
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FIGURE 5-65

t
| PLAMET WOSW-Z40ZR Routing Switcoh WEEW-Z24D0ZR

| -agement fAdvyanced Management JIF Hetworking/DHCP Gateway Settings aimi
t

t

DHCF Bateway Settings |
t

JVLAH Th: 1 Owilidl) I
JIF Address: Z03_70.249.159
I
JDHCP Gateway: Enabled
JMaseimimn Hopa: 5
IDelay (&ech: 1
jPreferved Server: _
IPreferred Server:
IPreferred Server:
IPreferred Server:

Enter IP Address:

B o —
- mm =

Enter 4 decimal bytes (dal separabed) and press <ENTER- CESCrPreviaas

9. To specify up to three more preferred servers, do so in the remaining Preferred Field options.

10. When you finish, press Esc. The DHCP Gateway Settings screen appears with the parameters you

specified.
11. To define additional DHCP gateways, repeat steps 1 through 10.

12. When you finish defining DHCP gateways, press Esc until you return to the desired screen.

5.6.5 Ping Settings

If you select Ping from the IP Networking screen, a Ping screen similar to the following appears, with
the highlight in the Host field.
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FIGURE 5-66

| FLAHET WESW-2402&k Routing Switch WEEH-2402R

| /ESwitch Management fRidyanced Hanagement IP Hetworking/Ping aAdbmdn
t

- t
| Fimig I
+ t
I ivose: I
| |Count: 1 ]
| |5ize {bhytes): &4 ]
| | Timeout {@ec): 1 I
i i
CHpAE Few DAy FowMove  <EnberModily SESCPray i oiis

To change the ping settings:

1. Press Enter. The Enter IP Address screen appears.

FIGURE 5-67

| FLAHET WhiW-24028 Routing Switch

toh Management fAdvanced Hanagement /1P Het

—_— +
| Bdimag |
_— +
| imost: [
| |Tount: 1 |
| 15ize {bytes): Gd |
| 1Timeout {secj: 1 |
—_— +
_— +
| Enter IF Ridress!: |
—_— +
| |
——————————— e +
Enter 4 decimal bytes jdot separated) anmd press <ENTER> ESCrxPrevious

2. Type the IP address of the server you want to ping. The address consists of numbers separated by

periods. For example: 129.32.0.11
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3. Press Enter.

4. Use the Down Arrow key to highlight Count and press Enter. The Enter Packet Count screen

appears.

FIGURE 5-68

FLANET WEEW-Z40ZA Routing Switch WESW-Z4028

FEwitch Management fRdyanced Hanagpement /IP Hetworking/Ping admin

v
|
v
|
|
|
|
!

Pimd

|Hasat: 203.70.249.2%4
| Coank : u

|Eize (bhytea): 64

| Timeont {(&ec): 1

Enter Packel Connt

o= =

Enter decimal mmmber (0 - 9995, 0 for infinibe sESC=SLart

5. Type a packet count number from 1 to 999, or type 0 for an infinite packet count. Press Enter.

6. Highlight Size <mbytes> and press Enter. The Enter Packet Size screen appears.

-102 -



FIGURE 5-69

PLANET WEEW-2402A Realing Swilah WESHW-Z402A

FEwitoh Managemen! fAdvanced Managemenl f T We Deeoek i g ST 0 ng A

o o o e +
I PFing |
. +
| IHagt: 203,70,249,254 |
I Ifount; Infinike |
I 15ize i(bybtes): m |
I I1Timeout {(sec);: 2 |
e —— +
——_——_————————————————— +
| Enter Packet Sire |
$——_—————————————————— +
I_ |
e e -+
Enter decimal mmmber (0 - L1500) “ESCrEtart

7. Type the packet size, from 0 to 1500, then press Enter.

8. Highlight Timeout <sec> and press Enter. The Enter Timeout screen appears.

FIGURE 5-70

t
| FLANET WOSW-2402% Rouotimg Switch WS- 24028

1 FfeSwitch Managemesnt fRdr anced Hanagement TP e twoeking /P ing aifmin
t

- +
| Ping |
" 1
| IHost: 303.70.249.23%4 |
| ICoont: Infinite |
| 18i=ze (hytea): 1, 500 |
| ITimeant {sech: [ |
W i
E 4
| Enter Timeaunt |
E 4
| |
5 4
Enter decimal nambar (1 - 92995 <ESC:S5tart

9. Type a timeout value, from 0 to 999, and press Enter.
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10. When you finish specifying the ping parameters, press Esc start pinging a remote IP address.

11. Press Esc again until the IP Networking screen appears.

5.7 Bridging

If you select Bridging from the Advanced Management screen, the following Bridging Parameters

screen appears.

FIGURE 5-71

e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e

| FLAHET WEEW-2402A Houtbtimg Switch WEEW-Z4028 |

1 /Switch Manajement flilrvanced Hanagement fBridging Parameters

o +
| Bridying Parameters 1
--------------------------------------------------------- +
| |Agringg Time {seconils): m ]
| IFLlogdl Limdt for A1l ports (pktjfs): Unlimited 1
¥ t

WpArraw - DimAr rowsHore  <EnbeesModify CESCPrevions

1. To change the MAC address table aging time, highlight Aging Time (seconds) and press Enter.
The following prompt asks you to either set an aging time or select no aging. (The maximum

number is 1,000,000 seconds)
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FIGURE 5-72

1
| FLANET WEEW-Z402K Routing Switch WEHEW - 240 R

1 /Switch Hanagement JRdvanced Hanagement fBridging Paramsters aibmd
t

Hridyging Parameters

|Aging Time |sccomnds): m
|Flaod Limit for ALl ports (pktfa): Unlimited

{

Aging Optionsa |
i

st Aging Time ]
I

IHa Aging

v lpAr row - DownAr fow s Fove <Enler>Select SESCHFrevinis

2. To set no aging time, highlight No Aging and press the Enter key. Otherwise, highlight Set Aging

Time to display the following screen. Then enter an aging time and press the Enter key.

FIGURE 5-73

PFLAHNET WOSW-Z40ZR Routing Switch WESW-Z40ZR

Fewitch Management fAdvanced Hansgement /Bedidging Parameters aidmdn

Eridging Parameters

[Aging Time {seconds): EQQ
JFlood Limit for ALl portas (pktfa): Unlimdted

|
| Enter Bridge Aging Period {aec)
i
|
}

Entér decimal nimbeir and press <ERNTER>L CESC>PE eyl Gias

3. Flood limit option restrict the number of destination MAC address unknown packets. To set the
flood limit for all ports, highlight Flood Limit for All ports <pkt/s> and press the Enter key. The

following screen appears.
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FIGURE 5-74

t
| FLAHET WEEW-24028 Routing Switch WESW-Z4DZR

1 fEwitch Hanagement fldyanced Hanagement fBridging Parameters admin
t

Bridying Parameters

lAging Time {accondsa): 5,000
IFlood Limit for A1l porta dpkifa): S e Lo

o= F ==
- = mm =

Flosding Dptions

|Set Floosd Limit

orcimites

< UHpAr row - BownAr row-More <Enter-Select <ESCxPrevioas

4. To set an unlimited flood limit, highlight Unlimited and press the Enter key. Otherwise, highlight

Set Flood Limit to display the following screen. Then enter a flood limit and press the Enter key.

FIGURE 5-75

FLANET WisbsW-Zd0Eh Rouat oh

FSwitoch Management fidvanced Managemsnt /Bridging Paremeters

S ————— e e +
| |Aging Time [(secondsp: 5,000 |
| |Flood Limit for ALl ports (pktfs): I

+ o= =t
1

[Enter decimal mmber and press <ERTER-t <ESCH-Previons

5. Press the Esc key until you return to the desired screen.

Note: The rate for flooding limit is controlled by the Switch’s controller, any number to the Switch will be

converted to the optimal value according to the internal conversion algorithm of the Switch. It is
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recommend keep the value as default - unlimited. Non-flooding or other value will affect the

overall Switch performance as a result in some case.

5.8 Static Filtering

If you select Static Filtering from the Advanced Management screen, the following Static Filtering

screen appears, with Source MAC Address Out-Filters highlighted.

FIGURE 5-76

| FLANET Wisshd-ZdliEh Foutimng Switoh

| FSwitch Management fidyanced Management fStatio Filtecing

Ltatic Filtering |

[|Source MAC Address Out-Falters
|Pestination MAC Address Oot-Filters |
JHAC Address In-Filters |

P

LUpAre o~ DovwnArrow -Move <Enter>-Wiew /Modify <ESCH-Previouns

From the Static Filtering screen, you can select source and destination MAC address out-filters
(described below), or MAC address in-filters for static filtering by highlighting one of these options and

pressing the Enter key.

5.8.1 Source MAC Address and Destination MAC Address
Out-Filters

To access source or destination MAC addresses, use the following procedure:
1. To access source MAC addresses, select Source MAC Address Out-Filters and press Enter.

When the SRC MAC Out-Filter screen (shown on the following page) appears, go to step 3.
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FIGURE 5-77

| FLAHET WEEW-24028 Routing Switch WhSW-Z4DZR

| -~agement fRdyanced Hanagpement /Static FilteringfSRC BAC Dut-Filter admin
i

ERC HAC Dut-Filter

wHphy rews DownAr cieiovre <& 0Ridd <->Delebe <sxSearch <ESCrPreviouas

2. To access destination MAC addresses, select Destination MAC Address Out-Filters and press
Enter. The DST MAC Out-Filter screen appears.

FIGURE 5-78
PLAHET WisswW-32 witio WS - 24 2R
agement S dy an tatic Filtering/DST HAC ut-Filter ackmiam
o e e o e o -+
I DPET HAC Dok-Filter |
o e e o e o -+
11 1l
o o e e e e o -+
A r oA o~ Dovmlr row - Move <+5Add <->Delete <sxSearch <ESCrPrevious

3. From either of these screens, you can:
® Hold down the Shift key and press + to add a specific MAC address to be filtered.

® Press - (hyphen) to delete a specific MAC address from being filtered. There is no
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precautionary message that appears before you delete a MAC address. Therefore, be sure you
want to delete the address before doing so.

® Press S to search through the list of MAC addresses in the static filtering database. The static
filtering database maximum capacity is 64.

4. When you finish, press the Esc key until you return to the desired screen.

5.8.2 MAC Address In-Filters

To access MAC address in-filters, use the following procedure:
1. From the Static Filtering screen, use the Down Arrow key to highlight Source MAC Address

In-Filters and press Enter. The following screen appears.

FIGURE 5-79

t
| PLAMET WOSW-Z40ZA Foutimg Switch WESHW-Z4DZ2A
| -entfAdvanced Mansgement /Static Filtering/HAC Riddress In-Filters admiT
t

- +

| HAC Address In-Filters |

t +

| |

| |

| |

| |

| |

| |

1 |

1 |

1 |

1 |

I IFart @ |

I IFart A0 |

Iv|Fart 41 |

3 4
ks o< DevnArEar Mave <ERler>Wied <L>=5wiLch CESC>PE eyl Gias

2. Highlight a port and press Enter. A screen similar to the following appears.
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FIGURE 5-80

| PLANET WESW-2402A Routimg Switch WLSH = F403A
| nced Management fStatic Filtering /MAC Address In-Filters / Paork | fwilimin
I
i
] Part 1 |
+ S e pppp———
11 L
ey
FOPpArrow ~<Trowndrrow - Move <+Hidd <->Delete <e>Search <ESCHPrevious

3. From this screen, you can:
Hold down the Shift key and press + to add a specific MAC address to be filtered.
Press - (hyphen) to delete a specific MAC address from being filtered. There is no
precautionary message that appears before you delete a MAC address. Therefore, be sure you
want to delete the address before doing so.
) Press S to search through the list of in-filter MAC addresses in the static filtering database. The
static filtering database maximum capacity is 64.

4. When you finish, press the Esc key until you return to the desired screen.

5.9 Spanning Tree Functions

If you select Spanning Tree from the Advanced Management screen, the Spanning Tree Protocol

screen in Figure 5-81 appears.

-110 -



FIGURE 5-81 SPANNING TREE PROTOCOL SCREEN

PFLANET WESHW-2402A Routing Switch HESH-Z402A
FEwritch Management fAdvanced Hanagement /Spanning Teee Protocal admin

Spanning

I
IFpanning Tree Porl StLales |
I5panning Tree Path Cosls |
ISpanning Tree Pork Priocities |

UphArrow - bownlirrow - More  <Enter>Select <EEC>Previous

5.9.1 Spanning Tree Protocol Configurations

If you highlight Spanning Tree Configurations in the Spanning Tree Protocol screen (see Figure 5-81)
and press the Enter key, a Spanning Tree Protocol Configuration screen similar to the following
appears. The top half of this screen displays read-only values. The bottom half, starting with Spanning
Tree Protocol, is user configurable. Use the Up and Down Arrow keys to highlight a field, then press

Enter to change the value. When you finish, press the Esc key until you return to the desired screen.
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FIGURE 5-82

F————— B e —————— +

|Bridge Ik: S000:0003LRFEFEFI00
|Pesignated Boot: HIR

|Eoot Port: HfA

|Eoot Path Cost: HfR

|turremt Mas Age (seck: HFIA
|turrent Hello Time (sec): HAR

| Current Forward Delay (sec): HAR
|Hold Time {(sec): HIR

| Topology Chamge Coant: HFAA

|Time Since Last Topology Change (sec)h: W&
I ________________

| Fpanming Tree Frotocol: m_
|BEridge PFriorvity: 32,768
¥ |Hells Time (sech: 2

HUpArr o - Dovwndrror-Move <Enter>Modify <LrSwitch <ESCHPrevious

To modify the selections shown:

1. With the highlight in the Spanning Tree Protocol field, press Enter. The following choices appear.

FIGURE 5-83

Wl 54— 2 A AR

Ak m

$—— e +
| Spanning Trees Protoool Confijucations |
b o o o o o e e +
| |Bradge LR: 8000:0003LDEFEFEIOQ |
|Pesignated Root: HJA |
|Eoot Port: HfR |

|

|

|Eoot FPath Cost: HIA
|turrent Mas Age (sech: HiA

|Current Mello Times (sech: HIA AHH - H +
| Current Forward Delay (seci: H/A | Spanning Tree Iptioms 1
ITopology Change Count: H/A Wisaviea I
|Time Simce Last Topology Change |sec]| |Enabled ]
] W —————————————— e e e e e e e e e e +

| Spanning Tree Protocol: I
|Eridge Priority: 32,768 |
I

I
I
I
I
I
I
| |Hold Times (sech: HIL o +
I
I
I
I
I
Jw|Helle Time {(sech: 2

LUpArr o~ DownArrow:-Move <EnterModify LESC Previous

2. Select either Disabled or Enabled and press Enter. Your selection appears next to Spanning

Tree Protocol.
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Use the Down Arrow key to highlight Bridge Priority and press Enter. The Enter Bridge Priority
screen appears. Bridge priority is used in selecting the root device, root port, and designated port.
The device with the highest priority becomes the STA root device. However, if all devices have the
same priority, the device with the lowest MAC address will then become the root device. Default
is 32768. Enter a value from 0 - 65535. Remember that the lower the numeric value, the higher

the priority

FIGURE 5-84

MhleSh -2 AUGER
arhmin

e B i T ———————— -
|Bridge ID: S000:0008&REFEI00 |
|Pesignated Root: BO000:0H4-—------————m e +
|Eoot Fort: Fort 0 | Enter Briidge Friority: |
|Eoot Path Cost: 0 s +
| Curremt Mas Age (sech: | |
|Current Hello T St —— e e e e e e e +

| Curremt Forward Delay (sech: 135
|Hold Time (sec):c 1
|Topology Chamge Count: 0
|Time Since Last Topology Change (sec)h: W&
I ________________
| Fpanming Tree Protocol: Enabled
|Bridge Friority:
¥ |Hells Time (sech: 2

Enter decimal mmmber and press <ENTER> <L>Switch <ESC-PFrevious

Type a decimal number for the bridge priority and press Enter. The decimal value you typed

appears next to Bridge Priority.

Use the Down Arrow key to highlight Hello Time (sec) and press Enter. The Enter Hello Time
screen appears. This is time interval (in seconds) at which the root device transmits a
configuration message. Defaultis 2. The minimum value is 1. The maximum value is the lower

of 10 or [(Max. Message Age / 2) -1].
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FIGURE 5-85

PLAHET WiESW-Z4028 Ronting Lo WS - 24 2R
nt fSpanning Tree Protoool anning Tree Probtocol Condigurations ackmiam
b e e e e e e e e ——————— e .
| ESpamming Tree Frotoool {onfigurations I
4= ————— e ——— +
| |Bridge L1D: 8000;0003LDFFEI00 I
|Perignated Root: @OOO0:0+---—-—"-—"-"-"-"-"""""""""""""—— +
|Eoot Fort: Port 26 | Enter Hello Time {sec): 1
|Root Fath Cost: O - — +
| Current Meas Age (seop: | 1
|Corrent Hellw Timw [mecdé————m—mmm—m—m————————— +

I

I

I

I

I

| ICturrent Forward Delay (sec)h: 15
| |Hold Time (sech: 1

| ITopology Change Coamt: 1

| ITime Simnce Last Topoloyy Change {(secj: 7
| B it i itnaistininiss

| I5parnming Tree Protocol: Enabled
| |Bridge Priority: 32,768
Jw|Helles Time |(sec):

Enter decimal nomber and press <ENTERS <LxSwitch LESC Previous

6. Type a decimal number for the hello time and press Enter. The decimal value you typed appears

next to Hello Time.

7. Use the Down Arrow key to highlight Max Age and press Enter. The Enter Max Age screen appears.
This is the maximum time (in seconds) a device can wait without receiving a configuration message
before attempting to reconfigure. All device ports (except for designated ports) should receive
configuration messages at regular intervals. Any port that ages out STA information (provided in
the last configuration message) becomes the designated port for the attached LAN. If it is a root
port, a new root port is selected from among the device ports attached to the network. Default is 20.
The minimum value is the higher of 6 or [2 x (Hello Time + 1)]. The maximum value is the lower of

40 or [2 x (Forward Delay - 1)].
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FIGURE 5-86

| FLAHET WEEW-2402& Routing Switch WESW-Z40ZA
1 ~ntfESpanning Tree ProtocolfSpanning Teee Protocol Configurations admin
t
] Epanning Tree Protocol Configurations ]
+ t
1" Ibesiygnated Root: B000:00036DFFFDOA ]
I IRoot Port: Port 36 4 1
I IRoot Path Cost: 8 | Enter Max Age |{sec)! ]
| ICarrent Hax Age (&Sec): + 1
I Ifarrent Hello Time {a&ec| ]
I ICarrent Forward Delay |+ I
| IHold Time: (&ec): 1 ]
I ITopoaloagy Change Count: 1 ]
I ITim: Since Lasat Topology Change sec): 61 ]
(| I
I ISpanning Tees Peatocol: Enaliled ]
| IBridges Priovibty: 32, 768 ]
I IHella Time {(&ec): 2 ]
I#IMax Age (&ec): m I
s ccsssssssssssssssSSSSSssssssssssssssssssssssssssssooos 4
EnLer decimal nusbher and press <EWTER> <L=5witch SESC=Previous

Enter the maximum aging time, in seconds. Then press Enter. The value you typed appears next to

Max Age (sec).

Use the Down Arrow key to highlight Forward Delay and press Enter. The Enter Forward Delay
screen appears. This is the maximum time (in seconds) the root device will wait before changing
states (that is, listening to learning to forwarding). This delay is required because every device must
receive information about topology changes before it starts to forward frames. In addition, each port
needs time to listen for conflicting information that would make it return to a blocking state;
otherwise, temporary data loops might result. Default is 15. The maximum value is 30. The

minimum value is the higher of 4 or [(Max. Message Age / 2) + 1].
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FIGURE 5-87

PLARET WGSW-240248 Rounting Ssitch
nt fEpanning Tree Protocol/Spanning Tree Pr

|*|Root PFort: Port 0O ]

| |Root Fath Tost: 0O +-——-----"-"--"""-"""-"—"""—————- +
I lftarrent Hax Age i(seci: | Enter Forward Delay {=sec): 1
| ICarrent Hello Time |SeC+-————— - - e e e e e e e e e e e +
| Iforrent Forward Delay §|_ [
| IMolsl Time (sec)i: 1 ittt +
| |Topologyy CThangre CTount:; 2

I ITime= Xince Last Topology Change {sec): 35
L

I 18panning Tree Protocol: Enabled

| IBridyge Friority: 32,764

| |Hello Time {(sec): 2

| IHam Rygre (sec): 20

| IForward Delay {sec):

Enter decimal numbier and press <ENTER> <LxSwritch <ERCrFrevious

10. Enter the forward delay time, in seconds. Then press Enter. The value you typed appears next to

Forward Delay (sec).

11. Press the Esc key to return to the Spanning Tree Protocol screen.

5.9.2 Spanning Tree Port States

If you highlight Spanning Tree Port States in the Spanning Tree Protocol screen and press the Enter
key, a Spanning Tree Port States screen similar to the following appears. This screen displays

read-only values. When you finish, press the Esc key until you return to the desired screen.
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FIGURE 5-88

FLARET WSy - 240580
FSwitoh Management fRdyan

| Sparmming Tres Port States |

e +
| IBort 28 |
| |Fort Z&: Forwarding |
| IFort 1: Forwarsding |
| |Fort 2: Disabled (Link Dowmj |
| IFoart 3: Disabhled (Link Dowmn) |
| IFort d4: Disabhled (Link Downj |
| IFort S5: Disabhled (Link Dowmj |
| IFort &: Disabhled (Link Downj |
| IFaort 1 Disakled (Link Dowm) |
| |Fart : Disakbled (Link Dowm) |
| IFaort 1 Disakbled (Link Daowm) |
| IFort 10: Disabled (Link Dowm) |
JwFort 11: Disabled (Link Doumn) |
e e e e e e T EEEEEEEEE————————————————————————" +

A ¢ oA i~ Dovmllrrow - Move <Enter>Change Statos <L>Switch <ESCrPrevious

To change the administration status:

1. Use the Up and Down Arrow keys to highlight the port whose selections you want to change.

2. Press the Enter key. The Admin Status Options screen appears.

FIGURE 5-89

FLANET WESW-3402A Roubing Switch HWESHW-Z2402R

nagement fAdYanced Management fSpanning Teee Peoobtocol /5T Dptiens il ™

| SFpanning Tees Port SCabes |

S o . o +
| 1Pa] STP Options | |
L R e N T LT +
1Fa| |m| Rdmin Status 0plions ]
[Faj [Port STP Stabus e e +
[P0t rmmesmsmnnn 1
|Fort  4; Disabled {Link Down) | | Dowen ]

|Fort 6: Digabled {Link Dowmn)
[Part 7; Disahled {(Link Down)
|[Fort #: Digabled {Link Dosmn)
|[Fort 9; Disabled {Link Dowmn)
|Port 10; Disabhled (Link Dosmn)

|

|

|

|

|

| IPart 5: Disabled (Link Dosm) +-——-—-—————— e e +
|

|

|

|

|

|r|Foct 117 Digahled (Link [owm)

<lpAr rows~DownArrowsHlore  <Enter>Select <ESC>Previous

3. Enable or disable the selected port:
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° To manually enable the selected port, highlight Up and press Enter.
° To manually disable the selected port, highlight Down and press Enter. (To re-enable the port,
repeat steps 1 through 3 and select Up in step 3.)

Your selection appears next to the selected port.

4. To change the administration status options for other ports, repeat steps 1 through 3.

5. When you finish, press Esc.

Note: This screen also lets you use the L switch to toggle the Port column, as described under Section

Section 4.3.5.3 “Hiding or Displaying the Port Column”.

5.9.3 Spanning Tree Path Costs

“Spanning tree path cost” is used by the STA algorithm that to determine the best path between devices.
Therefore, lower values should be assigned to ports attached to faster media, and higher values
assigned to ports with slower media. (Path cost takes precedence over port priority.) The default and
recommended range is:

Ethernet: 100 (50~600)

Fast Ethernet: 19 (10~60)

Gigabit Ethernet: 4 (3~10)
The full range is 0 - 65535.
If you highlight Spanning Tree Path Costs in the Spanning Tree Protocol screen and press the Enter

key, a Spanning Tree Path Costs screen similar to the following appears.
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FIGURE 5-90

d02& Rooting Switch
toh Hanagement fAdyanced Hanagement

|&11 Ports;
|Pork 25
|Fort 26 d
|Fort 1: 19
|Fort 2:; 19

| |
| |
| |
| |
| |
| IFort 3:; 19 |
| |Fort &: 19 |
| IFort 5: 19 |
| IPFoxrt &1 19 |
| IFoxrt 71 19 |
| |Foxrt B:1 19 |
| IPFort 91 19 |
|r|Fort 10: 19 |
f————— +
= lphr row =DowmArrow>-Hore < EntersHoidify <L>-Ssritch <ERCrFrevious

To change the costs in the Spanning Tree Path Costs screen:
1. Use the Up Arrow and Down Arrow keys to highlight the port whose Spanning Tree path costs you
want to change or highlight All Ports.

2. Press the Enter key. The Enter Path Cost screen appears.

FIGURE 5-91

| &1l Porks; | +--——"———————————t
| |PFork 25 1 | Enter Fath Cost 1
| IFort 2G: 4 I et o
| |Fort 1: 19 I I_ 1
| IFort 2:; 19 | +===———— e}
| IFort 3:; 19 |
| |Fort &: 19 |
| IFort 5: 19 |
| IPFoxrt &1 19 |
| IFoxrt 71 19 |
| |Foxrt B:1 19 |
| IPFort 91 19 |
|r|Fort 10: 19 |
f————— +
Enter decimal mombier andl press <ENTER> <L>-Ssritch <ERCrFrevious

3. Enter a new path cost, then press Enter. The new Spanning Tree path cost appears next to the

-119 -



selected port.

4. To change the Spanning Tree path costs for other ports, repeat steps 1 through 3.

5. When you finish, press the Esc key until you return to the desired screen.

Note: This screen also lets you use the L switch to toggle the Port column, as described under Section

4.3.5.3 “Hiding or Displaying the Port Column”.

5.9.4 Spanning Tree Port Priorities

Port Priority defines the priority for the use of a port in the STA algorithm. If the path cost for all ports on
a switch are the same, the port with the highest priority (that is, lowest value) will be configured as an
active link in the Spanning Tree. Where more than one port is assigned the highest priority, the port with
lowest numeric identifier will be enabled. The range is 0 - 255.

If you highlight Spanning Tree Port Priorities in the Spanning Tree Protocol screen and press the

Enter key, a Spanning Tree Port Priorities screen similar to the following appears.

FIGURE 5-92

| FLANET Wisshd-ZdliEh Foutimng Switoh MhleSh -2 AUGER

| fSwitch Management fAdyanoed Hanagement fSpanning Tree Protocol

| Spanning Tres Port Priorities |

Jill Forts: 1328 1
IFort 25: [EL |
[Fort 2&: 120 I
[Fort 1: 128 I
IFort 2: 128 I
[Fort 3: 128 I
IFort 4: 128 I
[Fort &5: 128 I
IFort &: 128 I
[Fort 7: 128 I
[Fort ®: 128 I
| IPort 5: 178 I
Iv|Fort 10: 128 I

e e —————————

HUpArr o - Dovwndrrow: Move <Enter>-Modify <LrSwitch <ESCHPrevious

To modify the settings in the Spanning Tree Port Priorities screen:
1. Use the Up and Down Arrow keys to highlight a port whose priority level you want to change or

highlight All Ports.
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2. Press Enter. The Enter Port Priority screen appears.

FIGURE 5-93

| FLAHET WhiW-24028 Routing Switch WhLSW AR

1 fESwitoh Management fAdyanced Hanagement fSpanning Tree Protoool

m—————————— e e +

| Spanning Tree Port Priorities |

m—————————— e +

| &Ll Ports: 1320 +--——————————————————t
| IPort 25 m | Enter Fort PFriority |
| |Port 26 120 Fm—— i
| |Fort 11 130 I_ 1
| |Fort 21 120 Fm—— i
| |Fort 3J: 120 |
| |Port &1 120 |
| |Fort 51 120 |
| |PFort &1 130 |
| |Fort 71 1240 |
| |Fort @1 124 |
| |Port 91 124 |
| |Fort 10: 1248 |
e +
Enter decimal mombier (0 - 3255) andl press <ENTER> <ERCrFrevious

3. Type a port priority, from 0 to 255, and press Enter. A low value gives the port a greater likelihood

of becoming a Root port.

4. To change the priorities of other ports, repeat steps 1 through 3.

5. When you finish, press the Esc key until you return to the desired screen.

Note: This screen also lets you use the L switch to toggle the Port column, as described under Section

4.3.5.3 “Hiding or Displaying the Port Column”.

5.10 SNMP Functions

The Switch includes an on-board SNMP agent which monitors the status of its hardware, as well as the
traffic passing through its ports. A computer attached to the network, called a Network Management
Station (NMS), can be used to access this information. Access rights to the on-board agent are
controlled by community strings. To communicate with the Switch, the NMS must first submit a valid

community string for authentication. If you select SNMP from the Advanced Management screen, the
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following SNMP Configurations screen appears, with the SNMP value highlighted.

FIGURE 5-94

i
| FLANET WEEW-24028 Roubindg Switch HWESW-2403A

| fEwiteh Management fRdy anced Manaigement fSHMP Configurat ioms admin
i

I SHMF Configuralions i
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fm—————————————————————————— e e e e —————— -

| |
1 1
1 1
i i
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I ITrap Communily Hamse 3: public ]
I ITrap Community Wame 4:; public |
1 1
1 1
1 1
I 1
1 1

1

|

oo L RS e
=
L -}

“UpArrow>-<PownArrowsfore  <Enter>flodiiy <->Delete 1F Address LESCHPrevions

The SNMP Configurations screen lets you view all SNMP-related information. As this screen shows,
the factory-default SNMP value is Disabled and the factory-default Community Name value is public.

To change a value:

1.  With the SNMP field highlighted, press the Enter key. The following SNMP options appear.
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FIGURE 5-95
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2. Select Disabled or Enabled and press Enter. Your selection appears next to SNMP.

3. Use the Down Arrow key to highlight Get Community Name and press Enter. The Enter Get

Community Name screen appears.

FIGURE 5-96
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Enter test and press <ENTER> “-»Dbelete IP Address <ESCH-Previous

4. Type a get community name and press Enter. The get community name you typed appears next to
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Get Community Name.

5. Use the Down Arrow key to highlight Set Community Name and press Enter. The Enter Set

Community Name screen appears.

FIGURE 5-97
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FE'nl:El: text and press <EHTEER:- <=>Delete IP Riidress <ESC-PFrevious

6. Type a set community name and press Enter. The set community name you typed appears next to

Set Community Name.

7. Use the Down Arrow key to highlight Trap Community Name and press Enter. The Enter Trap

Community Name screen appears.
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FIGURE 5-98
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Enter text and press <ENTERS <= Delete IF Rddress <ESCrPrevious

Type a trap community name and press Enter. The set community name you typed appears next to

Trap Community Name.

To specify up to four additional trap community names, repeat steps 7 and 8.

. To specify a trap host IP address, use the Down Arrow key to high-light Trap Host 1 IP Address

and press Enter. The Enter Trap Host 1 IP Address screen appears.
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11.

12.

13.

14.

FIGURE 5-99
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] ¥ P
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i 4
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i 4
I |
i i
| |
| |
i i
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I |
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i i
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I |

| Trap Host 4 ————————————————— e}
|Trap Host | Enter Trap Host 1 IF Address: |
|Trap Host 4 —————————————————— e}
v|Cold start) |
—————— 3 e e -+
Enter 4 decimal hytes (dot separated) and press <ENTER> CESCHPrevious

Type an IP address for trap host 1. The address consists of numbers separated by periods. For
example: 129.32.0.11

Press Enter. The IP address you typed appears next to Trap Host 1 IP Address.

To specify up to four additional trap community names, repeat steps 10 through 12.

To change the cold start trap setting, press the Down Arrow key to highlight Cold Start Trap and

press Enter. The Trap Options screen appears.
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FIGURE 5-100
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15. Select Disabled or Enabled and press Enter. Your selection appears next to Cold Start Trap.

16. Press the Down Arrow key to highlight Warm Start Trap and press the Enter key. The Trap

Options screen appears.

FIGURE 5-101
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H A rrowr = DovwnArrow -Move ~Enter>Select <ESCrPrevious

17. Select Disabled or Enabled and press Enter. Enable this option allow the Switch to send trap to
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the IP address after the Switch is rebooted. Your selection appears next to Warm Start Trap.

18. Press the Down Arrow key to highlight Link Down Trap and press the Enter key. The Trap Options

screen appears.

FIGURE 5-102
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19. Select Disabled or Enabled and press Enter. Your selection appears next to Link Down Trap.

20. Press the Down Arrow key to highlight Link Up Trap and press the Enter key. The Trap Options

screen appears.

-128 -



FIGURE 5-103
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21. Select Disabled or Enabled and press Enter. Your selection appears next to Link Up Trap.

22. Press the Down Arrow key to highlight Authentication Failure Trap and press the Enter key. A

Trap Options screen similar to the following appears.

FIGURE 5-104
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23. Select Disabled or Enabled and press Enter. Your selection appears next to Authentication
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Failure Trap.

24. Press the Down Arrow key to highlight Rising Alarm Trap and press the Enter key. A Trap Options

screen similar to the following appears.

FIGURE 5-105
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25. Select Disabled or Enabled and press Enter. Your selection appears next to Rising Alarm Trap.

26. Press the Down Arrow key to highlight Falling Alarm Trap and press the Enter key. A Trap

Options screen similar to the one below appears.
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FIGURE 5-106
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27. Select Disabled or Enabled and press Enter. Your selection appears next to Falling Alarm Trap.

28. Press the Down Arrow key to highlight Topology Change Trap and press the Enter key. A Trap

Options screen similar to the one below appears.

FIGURE 5-107
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29. Select Disabled or Enabled and press Enter. Your selection appears next to Topology Change
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Trap.

30. When you finish, press the Esc key until you return to the desired screen.

5.11 Stacking

Select Stacking from the Advanced Management screen to configure the stacking function. You will

receive a Stacking screen as shown in the following.

FIGURE 5-105 STACKING SCREEN
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Stacking Basic Setting enables you to set stack ID, stack size, and stack port. Stack IP Settings lets
you to set the IP address of the stacked switches. Stack Port Mapping shows information about all

ports.

5.11.1 Stacking Basic Setting

Select Stack Basic Setting from the Stacking screen and press Enter. The following screen will appear.
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FIGURE 5-105 STACKING BASIC SETTING
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v Current Stack Size shows the number of stacked switches.

Master Switch ID shows the number of master switch.

v' The value of Stack ID, Stack Size, and Switch ID is:
1. Stack ID: 0~65535
2. Stack Size: 2~8
3. Switch ID: 0~65535

1. Before you start to change the stacking parameters, the stacking status must be disabled at first.

2. Highlight the value of Stack ID. Press Enter and the column of Enter Stack ID will appear. Set the

ID you want then press Enter.
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FIGURE 5-106
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3. Use the down arrow key to move to the column of Stack Size. Press Enter and the Enter Stack Size

column will appear. Type in the value you want to change. Then press Enter.

FIGURE 5-107
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4. Use the down arrow key to move to the column of Switch ID. Press Enter and the Enter Switch ID

screen will appear. Type in the value you want to change. Then press Enter.
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FIGURE 5-108
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5. Use the down arrow key to move to the column of Stack Port. Press Enter and the Select Stack
Ports screen will appear. Select the port you want to connect to other switches as a stack port.

Then press Enter. An asterisk mark will appear to the port you select.

FIGURE 5-109
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Press ESC. The selected port will appear in the Stack Port field.
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FIGURE 5-110
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6. Use Up or Down arrow key to highlight the Stacking field. Press Enter and the Stack Options will
appear. Highlight Enabled and press Enter.

FIGURE 5-111
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7. Repeat step 1~5 to configure other switches to be stacked. Note that the Stack ID should be the

same. The Switch IDs should be set different.
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8. After enabling the stacking, the current Stack Size and Master Switch ID will be shown as below.

The function of stacking is completed.

FIGURE 5-112
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Note: After stacking is set up, configuration must be executed in the master switch. It is recommended

to re-view the whole stack like “stack ID”, “Switch ID” before enable the stacking.

5.11.2 Stack IP Setting

From the Stacking screen, highlight Stack IP Settings and press Enter. The following screen will

appear:
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FIGURE 5-113
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1. Select VLAN ID and press Enter. The VLAN Stack IP Settings screen will appear.

FIGURE 5-114
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2. Highlight IP Address column and press Enter. The Enter IP Address screen will appear.
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FIGURE 5-115
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3. Type the IP address and Net Mask and press Enter. The setting is done.

FIGURE 5-116
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4. Press ESC to go back to the Stacking screen.
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5.11.3 Stack Port Mapping

From the Stacking screen, highlight Stack Port Mapping and press Enter. The following screen will

appear. The table shows the status of all stacked switch.

FIGURE 5-117
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After stacking is successful, the number of all ports of Switch 2 will be added beyond 26. For example,
port 25 and 26 in Switch 2 will be designated as port 54 and 55 in this table. And you will found port30
will be port 1 of the Switch 2 (let's assume two WGSW-2402A stack together) if you scroll down the

screen. This mean you can tell the relations between physical port and stack port from this table.

5.12 Other Protocols

If you highlight Other Protocols from the Advanced Management screen and press the Enter key, the

Other Protocol Settings screen in Figure 5-118 appears, with the GVRP value highlighted.
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FIGURE 5-118 OTHER PROTOCOL SETTINGS SCREEN
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In addition to network management tools that allow network administrators to statically add and delete

VLAN member ports, the Routing Switch supports GARP VLAN Registration Protocol (GVRP).

GVRP supports the dynamic registration of VLAN port members within a switch and across multiple
switches. In addition to dynamically updating registration entries within a switch, GVRP is used to
communicate VLAN registration information to other VLAN-aware switches, so that members of a

VLAN can cover a wide span of switches in a network.

GVRP allows both VLAN-aware workstations and the Switch to issue and revoke VLAN memberships.
VLAN-aware Switches register and propagate VLAN membership to all ports that are part of the active

topology of the VLAN.

1. To change the GVRP setting, press Enter with GVRP highlighted. When the following screen
appears, highlight the desired setting and press Enter.
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FIGURE 5-119
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2. To change the IGMP setting, highlight IGMP and press Enter. When the following screen appears,
highlight the desired setting and press Enter.

FIGURE 5-120
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3. When you finish, press the Esc key until you return to the desired screen.

Note: To understand the IGMP options Passive Mode and Active Mode, refer to Section 5.3 “IP

Multicast Group Perspective”.
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5.13 Port Trunking

Using Port Trunking from the Advanced Management screen, you can associate ports with trunk
groups.

1. From the Advanced Management screen, highlight Port Trunking and press the Enter key. You will

receive a screen as shown in Figure 5-107.

FIGURE 5-121 PORT TRUNKING
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2. Highlighting the trunk group to which you want to ports assigned, then press Enter.

Note: Trunk 27, 28 29 is base on WGSW-2402A. For WGSW-404, it will start from 9 to 12.
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FIGURE 5-122
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3. Highlight the range of ports you want to associate with the trunk group, then press Enter.

FIGURE 5-123
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4. For each trunk you want to select, highlighting it and press Enter. An asterisk will appear next to the

selected port. For trunk 27/28, maximum 4 ports can be included in a trunk.
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FIGURE 5-124
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5. Press Esc when you finish selecting ports. The Trunk Group will present the selected ports as

shown below.

FIGURE 5-125
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6. To set other Trunks, repeat step 1~ 5 to configure.

7. Press ESC to go back to the Advanced Management screen.
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5.14 Port Mirroring

Using Port Mirroring from the Advanced Management screen, you can mirror one port to another.

Note: Only WGSW-2402A supports this function.

1. From the Advanced Management screen, highlight Port Mirroring and press the Enter key. The

screen in Figure 5-126 appears.

FIGURE 5-126 PORT MIRRORING SCREEN
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2. Highlight the port you want to mirror to, and then press Enter. The Port Mirroring Options screen

appears.
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FIGURE 5-127
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3. With the highlight on Mirror To, press the Enter key. A Mirror Options screen appears, listing the

ports that can be mirrored to.

FIGURE 5-128
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4. Press the Down Arrow key to highlight the port you want to mirror to, then press Enter. The port you

selected appears next to Mirror To in the Port Mirroring Options screen.
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5. Press the Down Arrow key to highlight Mirror From and press the Enter key. A Mirror Options

screen similar to the one above appears, without the port you selected as the Mirror To port.

6. Press the Down Arrow key to highlight the port you want to mirror from, and then press Enter. The

port you selected appears next to Mirror From in the Port Mirroring Options screen.

7. Press the Down Arrow key to highlight Mirror Mode and press the Enter key. A Mode Options

screen appears.

FIGURE 5-129
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8. Highlight whether the port to be mirrored from will be receiving or transmitting, then press Enter.

Your selection appears next to Mirror Mode in the Port Mirroring Options screen.

9. Press Esc. Your selections appear in the Port Mirroring Options screen.
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FIGURE 5-130
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10. Press the Esc key. Your selections appear in the first screen.

FIGURE 5-131
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11. To mirror additional ports, repeat steps 2 through 10.

12. When you finish, press the Esc key until you return to the desired screen.
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13. If you want to delete the trunk configuration, please select the trunk and press — to delete.

Note: This screen also lets you use the L switch to toggle the ports, as described under Section 4.3.5.3

“Hiding or Displaying the Port Column”.

5.15 Setting Quality of Service Parameters

5.15.1 Basic concept

5.15.1.1 QoS model

Quality of service is an all-encompassing term for which different people have different interpretations.
In general, the approach to quality of service described here assumes that we do not know the offered
traffic pattern. We also assume that the incoming traffic is not policed or shaped. Furthermore, we
assume that the network manager knows his applications, such as voice, file transfer, or web browsing,
and their relative importance. The manager can then subdivide the applications into classes and set up
a service contract with each. The contract may consist of bandwidth or latency assurances per class.
Sometimes it may even reflect an estimate of the traffic mix offered to the Switch. As an added bonus,
although we do not assume anything about the arrival pattern, if the incoming traffic is policed or

shaped, we may be able to provide additional assurances about our switch’s performance.

The two tables below show examples of QoS applications with eight and four transmission priorities for

gigabit ports and megabit ports..

TABLE 5- 2 GIGABIT PORT QOS CLASS

Class of Bandwidth Partitions Sample Application
Gigabit Port (Default and User Low Drop Subclass | High Drop Subclass
Configurable)
P7 (Highest) 25% | Control information
P6 25% | Phone calls, circuit | Training video, other
emulation multimedia

PS5 12.5% | Interactive activities | Non-critical
interactive activities

P4 12.5% | Web business Non-critical
interactive activities

P3 6.25% | File backups
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P2 6.25% | e-mail Web research
P1 6.25% | Casual web browsing

PO (Lowest) 6.25%

Total 100%

Note:

Low Drop Subclass - If class is oversubscribed, these packets are the last to be dropped.

High Drop Subclass - If class is oversubscribed, these packets are the first to be dropped.

TABLE 5- 3 MEGABIT PORT Q0S CLASS

Class of | Bandwidth Partitions Sample Application
Megabit Port (Default and User | Low Drop Subclass High Drop Subclass
Configurable)

P3 (Highest) 75% | Control information, | Training video,
phone calls, circuit | other multimedia
emulation

P2 12.5% | Interactive activities Non-critical
Web business interactive activities

P1 6.25% | E-mail, file backups

PO 6.25% | Casual web browsing

Total 100%

In the Switch, it is possible that a class of traffic may attempt to monopolize system resources by
sending data at a rate in excess of the bandwidth partitions for that class. A well-behaved class offers
traffic at a rate no greater than the agreed-upon rate. By contrast, a misbehaving class offers traffic that
exceeds the agreed-upon rate. A misbehaving class is formed from an aggregation of misbehaving
microflows. To achieve high link utilization, a misbehaving class is allowed to use any idle bandwidth.

However, the quality of service (QoS) received by well-behaved classes must never suffer.

As above table illustrates, each traffic class may have its own distinct properties and applications. As
shown, classes may receive bandwidth assurances or latency bounds. In the example, P7, the highest
transmission class, requires that all frames be transmitted within 0.2 ms, and receives 30% of the 1

Gbps of bandwidth at that port.

Best-effort (P1-P0) traffic forms a lower tier of service that only receives bandwidth when none of the

other classes have any traffic to offer.

In addition, each transmission class has two subclasses, high-drop and low-drop. Well-behaved users

should not lose packets. But poorly behaved users - users who send data at too high a rate - will
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encounter frame loss, and the first to be discarded will be high-drop. Of course, if this is insufficient to

resolve the congestion, eventually some low-drop frames are dropped as well.

Above tables also show that different types of applications may be placed in different boxes in the traffic
table. For example, web search may fit into the category of high-loss, high-latency-tolerant traffic,

whereas VolIP fits into the category of low-loss, low-latency traffic.

5.15.1.2 Four QoS Profile

There are four basic pieces to QoS scheduling in the Switch: strict priority (SP), delay bound, weighted
fair queuing (WFQ), and best effort (BE). Using these four pieces, there are four different modes of

operation, as shown in the following table.

TABLE 5- 4 QOS PROFILE

Gigabit Port P7 P6 P5 P4 P3 P2 P1 PO
Megabit Port P3 P2 P1 PO

Profile mode 1 Delay Bound Best Effort
Profile mode 2 Strict Priority Delay Bound Best Effort
Profile mode 3 Strict Priority Weighted Fair Queuing

Profile mode 4 Weighted Fair Queuing

The first profile mode for a 10/100 Mbps port is three delay-bounded queues and one best-effort queue.
The delay bounds per class are 0,8 ms for P3, 3.2 ms for P2, and 12.8 ms for P1. For a 1 Gbps port, we
have a default of six delay-bounded queues and two best-effort queues. The delay bounds for a 1 Gbps
port are 0.16 ms for P7 and P6, 0.32 ms for P5, 0.64 ms for P4, 1.28 ms for P3, and 2.56 ms for P2.
Best effort traffic is only served when there is no delay-bounded traffic to be served. For a 1 Gbps port,

where there are two best effort queues, P1 has strict priority over PO.

We have a second profile mode for a 10/100 Mbps port in which there is one strict priority queue, two
delay bounded queues, and one best effort queue. The delay bounds per class are 3.2 ms for P2 and
12.8 ms for P1. If the user is to choose this configuration, it is important that P3 (SP) traffic be either
policed or implicitly bounded (e.g. if the incoming P3 traffic is very light and predictably patterned).
Strict priority traffic, if not admission-controlled at a prior stage to the Switch, can have an adverse
effect on all other classes’ performance. For a 1 Gbps port, P7 and P6 are both SP classes, and P7 has
strict priority over P6. In this case, the delay bounds per class are 0.32 ms for P5, 0.64 ms for P4, 1.28
ms for P3, and 2.56 ms for P2.

The third profile mode for a 10/100 Mbps port contains one strict priority queue and three queues
receiving a bandwidth partition via WFQ. As in the second configuration, strict priority traffic needs to

be carefully controlled.
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In the fourth profile mode, all queues are served using a WFQ service discipline.

5.15.1.3 Delay Bound

In the absence of a sophisticated QoS server and signaling protocol, the Switch may not know the mix
of incoming traffic ahead of time. To cope with this uncertainty, the delay assurance algorithm
dynamically adjusts its scheduling and dropping criteria, guided by the queue occupancies and the due
dates of their head-of-line (HOL) frames. As a result, we assure latency bounds for all admitted frames
with high confidence, even in the presence of system-wide congestion. The algorithm identifies
misbehaving classes and intelligently discards frames at no detriment to well-behaved classes. The
algorithm also differentiates between high-drop and low-drop traffic with a weighted random early drop
(WRED) approach. Random early dropping prevents congestion by randomly dropping a percentage of
high-drop frames even before the Switch’s buffers are completely full, while still largely sparing
low-drop frames. This allows high-drop frames to be discarded early, as a sacrifice for future low-drop

frames. Finally, the delay bound algorithm also achieves bandwidth partitioning among classes.

5.15.1.4 Strict Priority and Best Effort

When strict priority is part of the scheduling algorithm, if a queue has even one frame to transmit, it
goes first. Two of our four QoS configurations include strict priority queues. The goal is for strict
priority classes to be used for IETF expedited forwarding (EF), where performance guarantees are
required. As we have indicated, it is important that strict priority traffic be either policed or implicitly

bounded, so as to keep from harming other traffic classes.

When best effort is part of the scheduling algorithm, a queue only receives bandwidth when none of the
other classes have any traffic to offer. Two of four QoS profile modes include best effort queues. The
goal is for best effort classes to be used for non-essential traffic, because we provide no assurances
about best effort performance. However, in a typical network setting, much best effort traffic will indeed

be transmitted, and with an adequate degree of expediency.

Because we do not provide any delay assurances for best effort traffic, we do not enforce latency by
dropping best effort traffic. Furthermore, because we assume that strict priority traffic is carefully
controlled before entering the Switch, we do not enforce a fair bandwidth partition by dropping strict
priority traffic. To summarize, dropping to enforce bandwidth or delay does not apply to strict priority or
best effort queues. The Switch only drop frames from best effort and strict priority queues when global

buffer resources become scarce.
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5.15.1.5 Weighted Fair Queuing

In some environments — for example, in an environment in which delay assurances are not required,
but precise bandwidth partitioning on small time scales is essential, WFQ may be preferable to a
delay-bounded scheduling discipline. The Switch provides the user with a WFQ option with the

understanding that delay assurances can not be provided if the incoming traffic pattern is uncontrolled.

In WFQ mode, though we do not assure frame latency, the Switch still retains a set of dropping rules

that helps to prevent congestion and trigger higher level protocol end-to-end flow control.

As before, when strict priority is combined with WFQ, the Switch do not have special dropping rules for
the strict priority queues, because the input traffic pattern is assumed to be carefully controlled at a
prior stage. However, the Switch do indeed drop frames from SP queues for global buffer
management purposes. In addition, queue PO for a 10/100 port (and queues PO and P1 for a Gigabit
port) are treated as best effort from a dropping perspective, though they still are assured a percentage
of bandwidth from a WFQ scheduling perspective. What this means is that these particular queues

are only affected by dropping when the global buffer count becomes low.

5.15.1.6 Shaper and DiffServ Expedited Forwarding

Although traffic shaping is not a primary function of the Switch, it does implement a shaper for
expedited forwarding (EF). The goal in shaping is to control the peak and average rate of traffic exiting
the Switch. Shaping is limited to the Gigabit ports only, and only to class P6 (the second highest
priority). This means that class P6 will be the class used for EF traffic. If shaping is enabled for P6, then
P6 traffic must be scheduled using strict priority. With reference to Table 5-4, only the middle two QoS

configurations may be used.

Maximum rate and average rate is multiple of 6.25%. If the maximum rate is 50% and average rate is
25%, shaped traffic will exit the Switch at a rate always less than 500 Mbps, and averaging no greater

than 250 Mbps.

Also, when shaping is enabled, it is possible for a P6 queue to explode in length if fed by a greedy
source. The reason is that a shaper is by definition not work-conserving; that is, it may hold back from
sending a packet even if the line is idle. Though the Switch does have global resource management, it
does nothing to prevent this situation locally. We assume SP traffic is policed at a prior stage to the
Switch.

5.15.1.7 Rate Control

The Switch provides a rate control function on its 10/100 ports. This rate control function applies to the

outgoing traffic aggregate on each 10/100 port. It provides a way of reducing the outgoing average rate
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below full wire speed. Note that the rate control function does not shape or manipulate any particular
traffic class. Furthermore, though the average rate of the port can be controlled with this function, the
peak rate will still be full line rate. Two traffic types are allowed: Streaming and Bursting. Bursting
restrict its average rate in longer time period so that it have higher peak rate in short time. However,

the average rate of two traffic type is the same.
Rate control can not use with delay bound. Thus, all the ports should not use profile with delay
sensitive application enabled.

5.15.1.8 WRED Drop Threshold Management Support

To avoid congestion, the Weighted Random Early Detection (WRED) logic drops packets according to

specified parameters. The following table summarizes the behavior of the WRED logic.

TABLE 5-5 WRED DROPPING SCHEME

Gigabit Port Megabit Port High Drop Low Drop
Level 1 N 2240 N =120 X% 0%
Level 2 N 2280 N =140 Y% Z%
Level 3 N 2320 N =160 100% 100%

In the table, N is a function of byte-count in queue Px. The WRED logic has three drop levels,
depending on the value of N, which is based on the number of kilobytes in the priority queues. If delay
bound scheduling is used, N equals P7*16+P6*16+P5*8+P4*4+P3*2+P2 on gigabit port and
P3*16+P2*4+P1 on megabit port. If using WFQ scheduling, N equals P7+P6+P5+P4+P3+P2 on gigabit
port and P3+P2+P1 on megabit port. Each drop level from one to three has defined high-drop and
low-drop percentages, which indicate the minimum and maximum percentages of the data that can be
discarded. The X, Y Z percent can be configured on WRED Drop Priority Setting of QoS Global Setting.

In Level 3, all packets are dropped if the bytes in each priority queue exceed the threshold.

Thus, if a queue is a delay-bounded queue, we have a multi-level WRED drop scheme, designed to
control delay and partition bandwidth in case of congestion. If a queue is a WFQ-scheduled queue, we
have a multi-level WRED drop scheme, designed to prevent congestion. In addition to these reasons

for dropping, the Switch also drops frames when global buffer space becomes scarce.

5.15.1.9 QoS Flow Control

Because frame loss is unacceptable for some applications, the Switch provides a flow control option.
When flow control is enabled, scarcity of buffer space in the Switch may trigger a flow control signal;

this signal tells a source port that is sending a packet to this switch, to temporarily hold off.
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5.15.1.10 Mapping to IETF Diffserv Classes

The mapping between priority classes discussed in this chapter and elsewhere is shown below.

TABLE 5-6 MAPPING BETWEEN THE SWITCH AND IETF DIFFSERV CLASSES

Gigabit Port P7 P6 P5 P4 P3 P2 P1 PO
Megabit Port P3 P2 P1 PO
IETF NM EF AFO AF1 AF2 AF3 BEO BE1

As the table illustrates, P7 is used solely for network management (NM) frames. P6 is used for
expedited forwarding service (EF). Classes P2 through P5 correspond to an assured forwarding (AF)

group of size 4.
Finally, PO and P1 are two best effort (BE) classes.

For 10/100 Mbps ports, the classes are merged in pairs—one class corresponding to NM+EF, two AF

classes, and a single BE class.

Features of the Switch that correspond to the requirements of their associated |IETF classes are

summarized as the following.

Network management (NM) | ¢ Global buffer reservation for NM and EF
and Expedited forwarding | ¢ Shaper for EF traffic on 1 Gbps ports
(EF) + Option of strict priority scheduling

+ No dropping if admission controlled

Assured forwarding (AF) + Four AF classes for 1 Gbps ports

+ Configurable bandwidth partition, with option of WFQ
service.

¢ Option of delay-bounded service keeps delay under
fixed levels even if not admission-controlled.

+ Random early discard, with configurable levels

+ Global buffer reservation for each AF class

Best effort (BE) + Two BE classes for 1 Gbps ports
+ Service only when other queues are idle means that
QoS not adversely affected

+ Random early discard, with programmable levels
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¢ Traffic from flow control enabled ports automatically

classified as BE

5.15.2 Configure QoS parameter

Using QoS Setup from the Advanced Management screen, you can configure the Switch to use

various Quality of Service (QoS) parameters.

1. From the Advanced Management screen, highlight QoS Setup and press the Enter key. The QoS

menu appears.

FIGURE 5-132
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2. Refer to the appropriate section for information about setting the QoS parameters in the QoS
menu.
For global settings, refer to Section 5.15.2.1 “Setting Global Settings”.
For TCP/UDP logical port parameters, refer to Section 5.15.2.2 “Specifying TCP/UDP
Logical Port Settings”.
For QoS parameters, refer to Section 5.15.2.3 “Specifying the ToS Priority”.

For QoS scheduling algorithm parameters, refer to Section 5.15.2.4 “Selecting a QoS

Profile”.
L] For port configuration parameters, refer to Section 5.15.2.5 “Specifying the Port
Configuration”.
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) For rate control parameters, refer to Section 5.15.2.6 “Rate Control”.

5.15.2.1 Setting Global Settings

To set global settings:

1. From the QoS menu, highlight Global Settings and press the Enter key. The Global Setting menu
appears.

FIGURE 5-133
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| IToS for X¥mil: From Bit[4:2] af Tas |

| 1ToS for Drop: From Bit[4:2] af Tas |

| IWMRED Drop Priovity Sebtbing... |
wlipArrows—DoenArroesfove  <Enterstodify <ESCPFrevious

2. Press the Enter key. The QoS menu appears.
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FIGURE 5-134

| FLAHET WESW-24028 Roubing Switch HWESHW-Z2402R

| fEwitch Management JRdyanced Management oS Setup/GFlobal Setting il ™

| 100aS Stabtuse: | |
| IDiffSery Expedibe Forwarding: Enabled |
| IToS/VLAN Tayg Prefecence: VLAHN Tag |
| ITeS for ¥mik; From Bit[4:2] of ToS |
| I1TaS for Dropi: From Bib[4:2] of ToS |
| IWRED Drop Priocily Setbing. .. |

. +
| QoS Statue |
| [|Bisahled |
WllEnanied [N
<lpAr rows~DownArrowsHlore  <Enter>Select <ESC>Previous

Highlight whether you want QoS status to be enabled or disabled, then press the Enter key. Your

selection appears next to QoS Status.

With the highlight on Diffserv Expedite Forwarding, press the Enter key. The Diffserv Expedite

Forwarding screen appears.

FIGURE 5-135

| FLAHET WESW-24028 Raubing Switch HWESHW-2402R

| fEwitch Management fAdyanced Manaigement oS Setup/GFlobal Settimg il ™

| 10eS Status: Enabled |
| IDQifESery Expedible Forstardig: m |
| IToS/VLAN Tayg Prefecence: VLAHN Tag |
| ITeS for ¥mik; From Bit[4:2] of ToS |
| I1TaS for Dropi: From Bib[4:2] of ToS |
| IWRED Drop Priocily Sebtbing. .. |

——_———————————————, S +
| BiffSery Expedibe Forwarding |
e e e +
| IDisahled |
Wnanieda
e e e e +
<llpAr rowsDownArcowsflore  <Enter>Select CES{Previous
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5. Highlight whether you want to enable or disable DiffServ Expedite Forwarding, and then press the

Enter key. Your selection appears next to DiffServ Expedite.

6. Press the Down Arrow key to highlight Tos/VLAN Tag.

7. Press the Enter key. The ToS/VLAN Priority Tag menu appears.

FIGURE 5-136

| FLAHET W&EW-24028 Houting Switch WESW - 230

| /Ewitch Hanagpement (Rdvanced Banagement | Setup/Elobal Setting

|)o5 Status: Enalled
|DiffSery Expedite Forwarding: Enabled
| TaS/VLAN Tag Prefersmos:
|ToS for Xmit: From Bit[4:2] aof Tas
|ToS for Drop: From Bit[4:2] of Tas
|¥RED Drop Priovity Settimg. - -

t

| ToS/ VAN Tag Preference 1
4 '
AN Toag ]
| |Tas 1
i !
wHpArEow =~ DounArpowsMove <Enter-Select CESCHPeevinns

8. Highlight the desired setting, then press the Enter key. The setting you select appears next to
ToS/VLAN Tag.

9. Press the Down Arrow key to highlight ToS for Xmit and ToS for Drop. These two options allow
you to specify which ToS bit on IP header should be used to map to priority queue for transmit and

drop.

10. Press the Down Arrow key to highlight WRED Drop Priority Setting. The WRED Drop Priority

screen appears.
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FIGURE 5-137

o +
| Globhal 5etbimndgp |
S +
|Jo% 5tatuns: Enahled

|DifESery Expedite Forwarding: Enabled
| ToS%/WLAN Tag Prefecence: VLAN Tag
|To%S for Xmat: From Uikt [4:2] of Toy¥
|To%x for Drop: From Dik[4:23] of Tos

|
1
1
1
1
|WHED Drop Priority Settimgg. .. |

| WHED Drop Priorikty |
e e e e e e e +

M ow Drop Percentage. .. |

| IHMiyh Drop Percentage. .. |

s lphy rowi—=DownmArrow>-Hore <EnterxSeleck <ERCrFrevious

11. To change the low-drop percentage, press the Enter key with Low Drop Percentage highlighted.

The following screen appears.

FIGURE 5-138

FLARET Wisbiw-2Z4028 Eouatin 1toh Wl 54— 2 A AR

FSwitoh Management fAdvanoed Hanagement /oS Setup/Globhal Setting

e e e e ———————————— e +
| Global Setting |
e +

I I0o% Xtatu=: Enabled |
| 1pitfSery Expedite Forsarding: Enabled |
| IToS/VLAN Tag Preference:; YLAN Tag |
| ITo: for Xmat: From Dit[4:32] of Tok |
I IToX® for Drop: From D1t [4:2] of ToSs |
1

I¥REDR Drop Priority Settin+——————————-——aa—o +
+------———-------—-—————————+| Lowr Drop Percentage |

| WEEDR Drop Priority | 4= +
+------——————-—————————4| |Lowald 1t 0" ]

1 ILevel 2: FEROE I

|1 |Lewvel 3: 10D% ]

e e e e e e e e e . e e e e +

LA T~ DownArrow s Move <Enters@iew Hodity <ESCrPrevious

12. Levels 1 and 3 remain fixed at 0% and 100%, respectively. To change the percentage for level 2,

highlight Level 2 and press Enter. The following options appear.
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FIGURE 5-139

-2AULAR Routing Seitch

1 fSwitoh Management ffsdyanced Hanagement /oS Setup/Global Setting
L E—— + 1 |
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e e e e -+ | Loswr Drop Ferce|v|3&5.25% 1
| WHED Drop Priority I e e e ——————— +
et +] |Lewel Li D% I
b ow Drop Percentage. .. JNENEECTSNESR- s . 0% I
| |High Drop Percentage. .. || |[Level 3 100% ]
B et P e et +

= UpArrow ~DownAremes-Hore <Enters=Select <ESCxPrevious

13. Highlight the appropriate percentage and press Enter.

14. Press the Esc key to return to the WRED Drop Priority screen.

15. To change the high-drop percentage, press the Down Arrow key to highlight High Drop

Percentage, then press the Enter key. The following screen appears.

FIGURE 5-140

PLANET WESW-2403A Routimg Switch WLSH = F403A
Fawritch Management FAdvamced Management ol Setap/ilabal 56 E 1 fwilimin

I ———

| Glebal Setiing |

T p—— &

| 19a% Statu=: Enabled |

| IDiffSery Expedite Foarwarding: Enabled |

| ITeE/VLAN Tag Prefecence: VLAN Tag |

| ITeE for ¥mil: From Bib[4:2] of ToS |

| 1Ta® Cfar Biap: From BiL[4:2] of ToS |

| IWEER Prop Prierity Settim+-----—-eeeemm e +

+- - -——+[ High Drop Percentage |

| WEER Droap Priarity = +

+- - ———+1 ILevel 1: FER |

| |Low Brep Percentage... || |Level 2: 50,0% |

11 11 ILewel 3:; 100% |

+— e o i o o o o -+

FUphArrow ~Dmmirrow-HMove <Enter>Wiew/Modify <ESCrFrevious
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16. Level 3 remains fixed at 100%. To change the percentage for level 1 or 2, highlight Level 1 or

Level 2 and press Enter. The following options appear.

FIGURE 5-141

t

| PLANET WESW-2402A Routing Switch WESH -2 402K

| FSwitch Hanagement fAdyanced Management /o5 Setap/Blobal Setting
I Global Sebbing I 1 16.25% |
T T + | |12,5% 1
I 19e% Status: Enabled | | |18, 75% |
I IDiffSery Expedibte Forwarding: Enabled | | 125.0% |
I ITe5,/VLAH Tag Peeferencs: WA Tag | | | 31.25% |
I ITeS Tor ¥mit: Feom Bit[4:32] af Tol | ] |37.5% |
I ITeS for Drop: Feom Bit[4:2] of ToS | 1 143.75% |
1 IV¥EED Drop Priorlity Settint-—--—————————w—=- 1 | %0.0% |
e} | High DProp Perc|v|36.25% |
| WEED Drop Priority e T
T S I ILevel 1: EEROR I
I ILow Drop Perocentage. .. 11 ILewel Z: 30.0% |
1 1] |Lewel 5; L00w |
e i ————

L bph e pow < DA s rew Mave <Enter>Select SESCPrevions

17. Highlight the appropriate percentage and press Enter.

18. Press the Esc key to return to the WRED Drop Priority screen.

19. Press the Esc key to return to the QoS screen.

20. Press Esc until you return to the desired screen.

5.15.2.2 Specifying TCP/UDP Logical Port Settings

To set logical port settings, highlight Logical Port from the QoS menu, and then press the Enter key.

The Logical Port menu appears.
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FIGURE 5-142

i
| FLANET WiSW-24028 Roubing Switch WS - 3403R
| fSwitch Management fRdyanced Management fQos SetupflLogical Fort dwilimd m
i

| |IHell-Enown Porcl [
| |Range Porl i
o ————————————— -
= lpArrowDpenArrow>flove <Enber>Select ZESU=Frevious

The Logical Port menu lets you set parameters for a user-defined port, a well-known port, and a port
range. This allows the Switch to specify the packets’ drop and transmit priority based on layer 4
TCP/UDP port number.

) To set parameters for a user-defined port, refer to Section 5.15.2.2.1 “User-Defined Port”.

) To set parameters for a well-known port, refer to Section 5.15.2.2.2 “Well-Known Port”.

) To set a port range, refer to Section 5.15.2.2.3 “Range Port”.

5.15.2.2.1 User-Defined Port
With the highlight on User Define Port in the Logic Port screen, press the Enter key. The User-Define

Port Index screen appears.
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FIGURE 5-143

FLAHNET WiESW-F402A Boutimg Swit WrSW - A0EER
nagement fAdvanced Manag nt tup/Logical PortfUser-Define admin
. I
| User-Detimned Fort Insdes |
- —————————————— ey
1 1 I
111 |
11z |
1132 |
114 |
115 |
I 1 & |
117 |
e —
HUpArrow = Downdrrow Move <Enter>-Select <ESC-PFrevious

1. Use the Down Arrow key to highlight the appropriate port, and then press the Enter key. The

User-Define menu appears for the port you selected.

FIGURE 5-144

FLARET Wiisw-2Z4028 Eouting Switoh Wl 54— 2 A AR

nagement fidvanced Hanagement /0% Setupf/Logical Porkfiger-Dedine

e +
t————— e | Uger-Defined Fort O I
| User-Defined Port Indexs-—————-——————————— e e +
fmmmmmmmmmm e mm e mmmmmmm— | [Fort Humber: [0 I
1 (I | oy Priority: Low I
111 | |Transmit Priority: 7T |
| | IFort 5tatus: Enabled ]
112 e *
113 |
113 |
116 |
11T |
e}
HUpAr T oW - DovnArrow s -More  <EntersModify <ESCxPrevious

2. With the highlight on Port Number, press the Enter key. The port Number screen appears under

the User Defined port 2 screen.
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FIGURE 5-145

i
| FLAHET WGSW-24028 Roulkinedg WhSH - 2 407R

| ~magement fRdya il Mg 5 Setupflogical Fart fUaer-Define
i

fm=ssmmsmssssmssmsszsssmzo== | UEer-Delfined Poart 0 |
| User-Delingd Port INdegt----ccscccccccccsccaasaaa= +
Fm e ———————— | Part Hamkhar : m |
| |_| |Brap Priacilty: Lin |
| 11 | ITramsmil Prioriby: 7 |
| 1 2 | IPart Statue: Enabled |
| 1 3 o ———————————————————
I 14 |
I 14 |
| | & | +————————————s
| 17 I 1 Fort Hosher |
T b fm——m—m—mm— k.

1 |

b ———————

Enter decoimal number {1-655%35%) and press <EHTER> ZESU=Frevious

3. Type a port number, in decimal notation, and press the Enter key. The port number you typed

appears next to Port Number.

4. Press the Down Arrow key to highlight Drop Priority, and then press the Enter key. The Drop

Priority menu appears.

FIGURE 5-146

PLAHET WESW-24028 Houting Sewitch WG - A0

nagement fAdranced Hanagement fjo% Setupflogioal Portfliser-Define addmin

e ———— e

e e | User-bPefined Port 0O i
| User-Tefined Fort Imdemd-——————--————————
oo e | IFort Humber: 00 I
L | (vcop Priority: Ko |
| 1 1 | ITransmit Priority: r |
|1 2 | |Port Status: Enahled |
| 1 3 e e e et
|1 4 I fommmmmmmmmmmm——mod
1 1 5 1 | DBrop Priority |
| | & I e
117 | 1 BT
e et e e —+ I IHigh |
o o o e -+
<UpArrow ~DoemArrowfore <EnterrSelect <ESCHPrevious

5. Highlight whether the drop priority should be low or high, and then press the Enter key. Your
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selection appears next to Drop Priority.

6. Press the Down Arrow key to highlight Transmit Priority, and then press the Enter key. The

Transmit Priority menu appears.

FIGURE 5-147

PLAHET WhiAW-2480208 Houbing Swikoh Lot Bl LY
nagement fAdranced Hanagement fjo% Setupflogioal Portfliser-Define

| O |

| 1 |

| 2 |

e e I IPort Hamk| | 2 I

L (cicr Friol |4 [

| 1 1 | ITram=mat | | 3 |

| 1 2 | |Fort Ztat)] | & |

113 pmmmmmm oo I |

| 1 4 ] e +
1 1 3 ]
| 1 & ]
1 17 ]
e _f

<UpArrow ~DoemArrowfore <EnterrSelect <ESCHPrevious

7. Highlight the desired transmit priority, then press the Enter key. The transmit priority you selected

appears next to Transmit Priority.

8. Use the Down Arrow key to highlight Port Status, and then press the Enter key. The Port Status

menu appears.
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FIGURE 5-148

i
| FLAHET WiSW-7402A Roubing Switch WhSH - 2 407R

| ~magement fAdeanced Management QoS Setupflogical Poart fUser-Def ine dwilimd m
i

S ———— Y
fm=ssmmsmssssmssmsszsssmzo== | UEer-Delfined Poart 0 |
| User-Delingd Port INdeEt----ccscccccccccsccaasaaa= +
Fm e ———————— | 1Part Hambar: &0 |
| |_| |Brap Priacilty: Lin |
| 11 | ITramsmil Prioriby: 7 |
| |2 | IPort Status: DEioted |
HE. T ———
| | 4 | +————————————————————s
| 1 5 | | Part Status |
| | & I i
17 1 1 I1Pisabled |

B e

T 1

= lpArrowDpenArrow>flove <Enber>Select ZESU=Frevious

9. Highlight whether the port status should be enabled or disabled, then press the Enter key. Your

selection appears next to Port Status.

10. Press the Esc key to return to the User-Define Port Index Screen.

11. To define parameters for another port, repeat steps 3 through 12.

12. When you finish defining parameters, press Esc until you return to the desired screen.

5.15.2.2.2 Well-Known Port

To set well-known port settings:

1. From the Logical Port menu, highlight Well-Known Port and press the Enter key. The Well-Known

Port Index menu appears.

- 168 -



FIGURE 5-149

FLANET WESW-3402A Roubting Switch HWESHW-Z2402R

anagement fAdYanced Management 005 Sebap/Logicel Port fMell -Emisim il ™

jEmmmsssssssssssssneeaea 4
| Well-Enown Port Tndex |

<lpAr rows~DownArrowsflore <Enter>Select <ESC>Previous

2. The Well-Known Port Index screen works the same way the User-Define Port Index Screen works,
except that the well-known port number is pre-configured and cannot be changed. For more

information, refer to Section 4.4.19.3 “User-Defined Port”.

5.15.2.2.3 Range Port
To select a port range:
1. From the Logic Port menu, press the Down Arrow key to highlight Range Port, and then press the

Enter key. The Range Logic Port screen appears.
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FIGURE 5-150

-24028 Bouting Swibtch

—— 4
| Hange Logical Port |
—_—_ 4
| |Low Port Mumber: [REL] |
| IMigh Port Wumber: 7170 |
| |Drop Priority: Losr |
| |Transmit Priority: 7 [
—_— 4
< Uphr row ~DoemArrowsHore <Enter s Hodify <ESCxPrevious

2. Tochange the low port number, press the Enter key with the highlight on Low Port Number. When
the Low Port Number screen appears, type the low port number, in decimal notation, and press

Enter. The low port number you typed appears next to Low Port Number.

FIGURE 5-151

FLARET Wiisw-2Z4028 Eouting Switoh Wl 54— 2 A AR

toh Management fAdvanced Management /oS Setup/Logical Porct/Hange

Fm————————————————————————————— -+
| Rangs Logical Port |
fm—————————————————————————— -+

I ILow Port Mumber: FERL I
| IHigh Port Humber: 7170 |
| IBrop Priority: Los |
| ITransmit Priority: 7 |

| Low Port Humber |

FE'ntH. decimal mmmber (1-65535) amd press <ENTER- <ESCrPrevious

3. To change the high port number, press the Down Arrow key to highlight Down Port Number, then
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press the Enter key. When the High Port Number screen appears, type the high port number, in
decimal notation, and press Enter. The high port number you typed appears next to High Port

Number.

FIGURE 5-152

| FLAHET WESW-24028 Raubing Switch HWESHW-2402R

[ toh Management FAdyanced Manadgement S 0o5 Setup/Loeglicoal Port fRange il ™

| Ramge Logical Fogl |
S ——— +
|Lies Fort Wumber: G970

1 |
| IHigh Port Wumber |
| Ibeop Priocily: Lo |
| ITeanemil Priocily: 7 |

Enter decimal nomber (1-65535) and press <ENTER> <EsU=Frevious

To change the drop priority setting, press the Down Arrow key to high-light Drop Priority, then
press the Enter key. When the Drop Priority screen appears, highlight Low or High and press the

Enter key. Your selection appears next to Drop Priority.
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FIGURE 5-153

02A Routing Switch
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| |
I IHigh |
mrr e e e e e e e
LA oA~ DowmArrow -Move <Enter>Select ~ESC Previons

5. To change the transmit priority setting, press the Down Arrow key to highlight Transmit Priority,
then press the Enter key. When the Transmit Priority screen appears, highlight the desired priority

and press the Enter key. Your selection appears next to Transmit Priority.

FIGURE 5-154

PLAHET WESW-24028 Houting Sewitch WG - A0
toh Management fhdyanced MHanagement fQof Setupflogical Port/fRange

1 10 |
1 11 |
e |12 I
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e |14 I
| |Low Port Humber: G970 I |14 |
| |Migh Port Hember: 7178 | | 1 6 I
| IDrop Priority: Lew 1 1 I
| |Transmit Priority: I I T T ———— +
e e e
<UpArroe - DmmArrowsdore  <EnterrSelect <ESCHPrevious

6. Press the Esc key until you return to the desired screen.
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5.15.2.3 Specifying the QoS VLAN Priority
To specify the QoS VLAN priority:

1. From the QoS screen, press the Down Arrow key to highlight VLAN, then press the Enter key.
The VLAN Priority Index screen appears.

FIGURE 5-155

| FLAHET WoiW-24028 Houbing Switoch LRl b BUFTY

1 fSwitoh Hanagement fRdvanced Management /Jo% Setup/VLAH Priority

— +
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| 1 4 ]
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| | & ]
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< UpArrow —DoenArEowHove <Enter-Select <ESC-Previous

2. Press the Down Arrow key to highlight a VLAN priority number, and then press the Enter key. The
VLAN Priority Setting screen appears.
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FIGURE 5-156

| PLANET WGESH-T403R Routimg Switch WESH-Z40ZR
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3. With Drop Priority highlighted, press the Enter key. The Drop Priority screen appears.

FIGURE 5-157

| FLAHET WESW-2402A Roubing Switch HWESHW-Z2402R

I fEwitch Management JRAdyanced Manaigement oS SetupVLAN Priocrity il ™
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o e e e e +

<lphr row < DownAr cowsore  <Enter>Select CESCHFrevioas

4. Highlight either Low or High, then press the Enter key. Your selection appears next to Drop
Priority.

5. Press the Down Arrow key to highlight Transmit Priority, then press the Enter key. The Transmit
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Priority screen appears.

FIGURE 5-158
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6. Highlight the desired transmit priority, then press the Enter key. The transmit priority you selected
appears next to Transmit Priority.

7. Press the Esc key to return to the VLAN Priority Index screen.

8. To specify other VLAN priority settings, repeat steps 2 through 7.

9. When you finish, press the Esc key until the appropriate screen appears.

5.15.2.4 Specifying the ToS Priority
To specify ToS priority:
1. From the QoS screen, press the Down Arrow key to highlight ToS, then press the Enter key. The

ToS Priority Index screen appears.
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FIGURE 5-159
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2. Press the Down Arrow key to highlight a ToS priority number.

Note: The ToS priority number is determined by bit [4:2] or [7:5] of the ToS field in the IP header.

3. Press the Enter key. The ToS Priority Setting screen appears. This screen is similar to the VLAN

Priority Setting screen.
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FIGURE 5-160
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4. Perform steps 3 through 9 under Section 5.15.2.3 “Specifying the QoS VLAN Priority”.

5.15.2.5 Selecting a QoS Profile
To select a QoS profile:

1. From the QoS screen, use the Down Arrow key to highlight Profile, and then press the Enter key.

The QoS Profile screen appears.

FIGURE 5-161

FLANET WESW-3402A Roubting Switch HWESHW-Z2402R

FEawitoh Management JAdYanced Manaigpement oS Setup/Trofile Setting il ™
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2. Perform one of the following steps:
® To specify a megabit profile that is used by a 10/100 Megabit port, refer to Section 5.15.5.1
“Megabit Profile”.
® To specify a gigabit profile that is used by a Gigabit port, refer to Section 5.15.5.2 “Gigabit

Profiles”.

5.15.2.5.1 Megabit Profile

To select a megabit profile:
1. With Megabit Profile highlighted in the QoS Profile screen, press the Enter key. The Megabit

Profile screen appears.

FIGURE 5-162

| FLAHET WhiW-24028 Routing Switch WhSW -2 AR
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2. Use the Down Arrow key to highlight a profile, then press the Enter key. The Megabit Profile

Attributes screen appears.

Note:

In the Megabit Profile screen:

A1 = active profile #1, which can be used by any 10/100 Megabit port.

A2 = active profile #2, which can be used by any 10/100 Megabit port.

A3 = active profile #3, which can be used by any 10/100 Megabit port.

A4 = active profile #4, which can be used by any 10/100 Megabit port.

NA = indicates a profile that is not active and cannot be used by any 10/100 Megabit port.
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FIGURE 5-163
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3. To change the profile name, press the Enter key with Profile Name. When Profile Name box
appears, enter a profile name and press the Enter key. The name you entered appears next to

Profile Name.

FIGURE 5-164
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FIGURE 5-165
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4. Ports Using This Profile displays all the ports that are currently using this profile for their QoS

scheduling algorithm.

5. To change the bandwidth partition for this profile, use the Down Arrow key to highlight Bandwidth
Partitions and press the Enter key. When the BW Partitions screen appears, use the Down Arrow
key to highlight a partition and press the Enter key. The bandwidth you entered appears next to
Bandwidth Partitions.

Note: Bandwidth Partition is more accurate for profiles when Delay Sensitive Application is
disabled. For profiles that have Delay Sensitive Application enabled, Bandwidth Partition is
provided for reference purposes only, because the packet is dispatched based on the

delay-bound algorithm.
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FIGURE 5-166
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Note: Ports Using This Profile, Strict Priority, Delay Sensitive Application, and Profile Status are

all read-only parameters that cannot be changed.

6. To change the setting for QoS flow control setting, press the Down Arrow key to select QoS with
Flow Control and press the Enter key. When the QoS Flow Control screen appears, highlight
Disabled or Enabled and press the Enter key. Your selection appears next to QoS with Flow

Control.

-181 -



FIGURE 5-167
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7. Press the Esc key until you return to the desired screen.

5.15.2.5.2 Gigabit Profiles
To select a gigabit profile:
1. Use the Down Arrow key to highlight Gigabit Profile in the QoS Profile screen, then press the

Enter key. The Gigabit Profile screen appears.
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FIGURE 5-168

| FLARET WiWSW-Z40E50 Eouting Wl 54— 2 A AR

SetupfProfile Setting

e ————

| Gigabit Profile I
3 A PSS SRS ———— T
| PFrofile | [Defaolt Heame 01FJEE |
e | Ibefanlt Hame 021 AZ | [
| |Megakit | |Default Hawe 03: HA |
| IETEETH ibcfanilt Hame 041 HA |

e e e s e e et o e e e et et e e e e e e e e e e

LA rr o~ DownArvow - Move <Enter>Select LESC Previous

2. Use the Down Arrow key to highlight a profile, and then press the Enter key. The Gigabit Profile

Attributes screen appears.

Note:

In the Gigabit Profile screen:

Al ~ A2 on WGSW-2402A, A1~A8 on WGSW-404 = active profile number which can be used by any
Gigabit port.

NA = indicates a profile that is not active and cannot be used by any Gigabit port.
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FIGURE 5-169
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3. This screen is similar to the Megabit Profile Attributes screen. To complete this screen, perform

steps under 3 through 8 under section 5.15.2.4.1 “Megabit Profile”.

5.15.2.6 Specifying the Port Configuration
To specify port configuration parameters:
1. From the QoS screen, use the Down Arrow key to highlight Port Configuration, and then press

the Enter key. The Port Configuration screen appears.

Note: For WGSW-2402A, Ports 1 through 24 are 10/100 Megabit ports, while ports 25 and 26 are
Gigabit ports. For WGSW-404, all ports are Gigabit ports.
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FIGURE 5-170
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2. Use the Down Arrow key to highlight a port, and then press the Enter key. A screen similar to the

following, with parameters for that port, appears.

FIGURE 5-171
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3. To change the selected port’s active profile, press the Enter key with Active Profile highlighted.
When the Active Profile screen appears, use the Up and Down Arrow keys to highlight an active

profile and press the Enter key. The active profile number that you selected appears next to Active

-185 -



Profile.

FIGURE 5-172
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Note: Fixed Drop Priority and Fixed Transmit Priority are read-only parameters that cannot be

changed.

4. Press the Esc key until you return to the desired screen.

5.15.2.7 Selecting Rate Control Parameters

Rate control function allows you to specify the outbound packets number. The percentage is based

on 100Mbps full speed. Only 10/100Mbps ports support rate control function. To specify rate control

parameters:

1. From the QoS screen, use the Down Arrow key to highlight Rate Control, and then press the Enter

key. The Rate Control screen appears.
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FIGURE 5-173
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2. Use the Down Arrow key to highlight Rate Control and press the Enter key. The Rate Control

Status screen appears.

FIGURE 5-174
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3. Highlight the desired setting, then press the Enter key. Your selection appears next to Rate

Control in the Rate Control screen.
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Note: To enable Rate Control function, all the ports MUST NOT use profile with Delay Sensitive

Application enabled.

4. To change the port number setting, press the Down Arrow key to highlight Port Number, then

press Enter. The Port Number screen appears.

FIGURE 5-175
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5. Highlight the desired port number, then press Enter. A screen showing the average rate and traffic

type settings for the selected port appears.

Note: Gigabit port does not support Rate Control function.
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FIGURE 5-176
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6. To change the average rate setting, press the Enter key. The Average Rate screen appears.

FIGURE 5-177
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7. Highlight the desired rate and press Enter. The rate you selected appears next to Average Rate.

8. To change the traffic type, press the Down Arrow key to highlight Traffic Type, then press Enter.

The Traffic Type screen appears.
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FIGURE 5-178
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9. Highlight either Bursting or Streaming, then press Enter. Your selection appears next to Traffic

Type.

10. Press the Esc key until you return to the desired screen.

5.16 Sending and Receiving Files

If you select File Transfer from the Advanced Management screen, the following File Transfer screen
appears, with the Receive File via TFTP value highlighted. You can use this screen to send and

receive files using the TFTP or Kermit protocol.
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FIGURE 5-179

| FPLAHET Wieshd-2800A8 Boall " | e - AR A [ ]

| fEwitch Mansigesent FAdyanced PManagement (File Transl e wilmin |
f

[[Eeceive File Wia TFTIP

|5enil File Wis TFTP
JEeceive File Via Kermit |
o emd File Waisa Kermik |

< Upkrrow ~Dosmhrrow-Mowe ~Enter-Zelect <ESCrPrevious

5.16.1 Receiving Files via TFTP

The following procedure describes how to receive files using the TFTP protocol.

Note: The TFTP protocol is used to download upgraded software to the Switch. A VLAN with the
proper IP address and routing path to the TFTP server must be configured for the Switch to

access the specified TFTP server.

1. Press the Enter key. The Receive File Via TFTP screen appears.
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FIGURE 5-180
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If the name of the file you intend to receive is different than the default one shown, press Enter.
When the Enter File Name screen appears, type the name of the file you intend to receive and

press Enter. The name you typed appears next to File Name.

Use the Down Arrow key to highlight IP Address, then press Enter. When the Enter IP Address
screen appears, type the IP address from where the file will be obtained. The address consists of
numbers separated by periods. For example: 203.70.249.53

Press Enter. The IP address appears next to IP Address.

When you finish, press the Esc key. A prompt asks whether you want to transfer the file now.
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FIGURE 5-181
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6. Highlight Yes and press Enter to transfer the file now, or press the Esc key or highlight No and

press Enter to not transfer the file at this time.

5.16.2 Sending Files via TFTP

The following procedure describes how to send files using the TFTP protocol.

Note: The TFTP protocol is used to download upgraded software to the Switch. A VLAN with the
proper IP address and routing path to the TFTP server must be configured for the Switch to

access the specified TFTP server.

1. On the File Transfer screen, highlight Send File Via TFTP and press the Enter key. The Send File

Via TFTP screen appears.

-193 -



FIGURE 5-182
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2. If the file type you intend to send is different than the default file one shown, press Enter. The

Select File Type screen appears.

FIGURE 5-183

i
| FLAHET WGSW-74028 Roulkinedg iteh WOSH - 2 402R

| ~Management f&dy anced Hanag it File Tranafer/Semd File Wia TFTD wilmin
i

1L ame B Ll v, ‘R
Fil H S O Fig, Fil
FeEHER . R R Canlig. ali
TP Ridd F0F,TH.F49.5F | ISFAES [ g Fil

r T T T | I Canfig. File |
| IBebuger Manitor File |

I

I

| IPantims File
| IWebh EBrowser File

o o e e e e e e e

<lpArrow—DoenArcoesdfHove <Enter:-Hodify <ESC>Contirm

3. Highlight the file type you want to send and press Enter. The file type you selected appears next to

File Name.
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4. Use the Down Arrow key to highlight IP Address, then press Enter. When the Enter IP Address
screen appears, type the IP address from where the file will be obtained. The address consists of
numbers separated by periods. For example: 203.70.249.53

5. Press Enter. The IP address appears next to IP Address.

6. When you finish, press the Esc key. A prompt asks whether you want to transfer the file now.

FIGURE 5-184
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7. Highlight Yes and press Enter to transfer the file now, or press the Esc key or highlight No and

press Enter to not transfer the file at this time.

5.16.3 Receiving Files via Kermit

To receive files using the Kermit protocol:

1. From the File Transfer screen, highlight Receive File Via Kermit and press the Enter key. A

prompt asks whether you want to transfer the file now.
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FIGURE 5-185
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2. Highlight Yes and press Enter to transfer the file now, or press the Esc key or highlight No and

press Enter to not transfer the file at this time.

5.16.4 Sending Files via Kermit

To send files using the Kermit protocol:

1. From the File Transfer screen, highlight Send File Via Kermit and press the Enter key. The Select

File Type screen appears.
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FIGURE 5-186
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2. Highlight the file type you want to send and press the Enter key. A prompt asks whether you want

to transfer the file now.

FIGURE 5-187
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3. Highlight Yes and press Enter to transfer the file now, or press the Esc key or highlight No and
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press Enter to not transfer the file at this time.
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Chapter 6 Web-Based Browser Management

The Switch provides a Web-based browser interface for configuring and managing the Switch. This
interface allows you to access the Switch using the Web browser of your choice. This chapter

describes how to use the Switch’s Web browser interface to con-figure and manage the Switch.

6.1 Logging on to the Switch

To log on to the Switch:

1. In your Web browser, specify the IP address of the Switch.
2. When the Password Information window in Figure 6-1 appears, enter the factory default console

name admin or click a console name from the Login ID drop-down list.

FIGURE 6-1 PASSWORD INFORMATION WINDOW
ord Information - Microsoft Intermet Explorer = 10| x|

Password Input Lagin |
Login ID : Iadmin 'I

Password : |

1. In the Password field, the factory default is without password. Thus keep it blank (or enter a
user-defined password if you changed the factory default).

2. Click the Login button. The Basic Setup/General parameters in Figure 6-2 appear.
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FIGURE 6-2 BASIC SETUP/GENERAL PARAMETERS
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6.2 Understanding the Browser Interface

When you first access the Switch browser interface, an image of the Switch appears, along with the

Basic Setup/General parameters (see Figure 6-3).

FIGURE 6-3 CLOSE-UP OF THE SWITCH BROWSER INTERFACE
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The Switch image provides the following point-and-click menus for configuring and managing the
Switch.

® File — lets you save settings configured in the browser interface, download upgraded software
via TFTP, reboot the Switch, and logout of the browser interface. See section 6.3 “Performing File
Activities”.

® Basic Setup — lets you perform general, LAN port, and console port activities. See section 6.4
“Performing Basic Setup Activities”.

® Advanced Setup — lets you perform MAC address management, IP networking, per-port
statistics, bridging, static MAC filters, IP multicast group, VLAN perspective, Spanning Tree
perspective, SNMP, other protocols, port trunking, port mirroring, and stacking tasks. See

Chapter 7 “Performing Advanced Setup Activities”.

In addition, you can click the RJ-45 connectors on the Switch shown in your browser to view the

Switch’s current speed, duplex, and activity status.

Below the image of the Switch are the Basic Setup/General parameters. These parameters can also be
displayed by pointing to Basic Setup on the image of the Switch and clicking General. For more

information about these parameters, see section 6.4.1 “General Management Configuration”.

6.3 Performing File Activities

Pointing to File on the image of the Switch displays the menu options shown in Figure 5-4.

FIGURE 6-4 FILE OPTIONS
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This menu has the following options:
®  Save Setting — lets you save your configuration settings. When you click this option, a message
asks whether you want to save the settings. Click OK to save them or Cancel to not save them.

® Receive File Via TFTP — lets you receive files using TFTP. See “Receiving Files via TFTP” on
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page 5.

® Reboot — lets you reboot the Switch. When you click this option, a message asks whether you
want to reboot the Switch. Click OK to reboot the Switch or Cancel to not reboot it.

® |ogout — lets you log out of the configuration program. When you click this option, a message
asks whether you are sure you want to log out. Click OK to log out or Cancel to continue your

session.

6.3.1 Receiving Files via TFTP

The TFTP protocol is used to download upgraded software to the Switch. A VLAN with the proper IP
address and routing path to the TFTP server must be configured for the Switch to access the specified
TFTP server.

The following procedure describes how to receive files using the TFTP protocol.

1. Point to File and click Receive File Via TFTP. The Receive File Via TFTP window appears (see
Figure 6-5).

FIGURE 6-5 RECEIVE FILE VIA TFTP WINDOW
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For File Name, type the name of the file you intend to receive.
3. For IP Address, type the IP address from where the file will be obtained. The address consists of
numbers separated by periods. For example: 129.32.0.11

4. Click Receive Now!
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6.4 Performing Basic Setup Activities

Pointing to Basic Setup on the image of the Switch displays the menu options shown in Figure 6-6.

FIGURE 6-6 BAsic SETUP OPTIONS
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This menu has the following options:

® General — lets you change the system name, location name, statistics collection, reboot-on-error,
and remote Telnet login capability. See section 6.4.1 “General Management Configuration”.

® LAN Port — lets you view port status and configure port settings. See section 6.4.2 “Configuring
LAN Ports” on page 9.

® Console Port — lets you change the console baud rate and flow control method; enable or
disable modem control; specify a modem setup flag and setup string; enable or disable SLIP; and
configure the SLIP address and SLIP subnet mask. See section 6.4.3 “Console Port

Configuration”.

6.4.1 General Management Configuration

Pointing to Basic Setup and clicking General displays the Basic Setup/General parameters (see
Figure 6-7). These parameters are the same that appear when you access the browser interface for the

first time.
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FIGURE 6-7 BASIC SETUP/GENERAL PARAMETERS
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The Basic Setup/General parameters have the following read-only fields:
® Hardware Revision — shows the revision of the Switch’s hardware.
® Hardware Configuration — shows the Switch’s hardware configuration.

[ ) Software Revision — shows the revision of the Switch’s software.

Below these fields are two text boxes and three drop-down lists where you can specify the following

information.

1. To change the system name, click in System Name and replace the current name shown with a

new one.

2. To change the location name, click in Location and enter a location name.

3. To enable or disable statistics collection at the Switch, click the appropriate option from the

Statistic Collection drop-down list.

4. To allow or prevent the Switch from rebooting when a fatal error is detected, click the appropriate

option from the Reboot-On-Error dropdown list.

5. To enable or disable access to the Switch management program via Telnet, click the appropriate

option from the Remote Telnet Login drop-down list.

6. Click the Update Setting button to save your settings.

-204 -



6.4.2 Configuring LAN Ports

To access the LAN configuration parameters, point to Basic Setup and point to LAN Ports. The

options in Figure 6-8 appear.

FIGURE 6-8 LAN PORT OPTIONS
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The LAN port options are:

® Speed & Flow Control — lets you view port speeds; speed type; and link, speed, duplex, and
flow control status from a single window. See section 5.4.3 “Viewing the Speed & Flow Control”.

® Port Configuration — lets you view and change parameters for selected Switch ports. See

section 5.4.4 “Changing Port Configuration”.

6.4.2.1 Viewing the Speed & Flow Control

To view the line speed and flow control for all ports:

1. Point to Basic Setup, point to LAN Ports, and click Speed & Flow Control. A read-only table
similar to the following shows the current settings for all ports. If there are more ports below the

bottom one shown, use the scroll bars at the right side of the window to scroll down.
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FIGURE 6-9 EXAMPLE OF VIEWING SPEED & FLow CONTROL
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6.4.2.2 Changing Port Configuration

To change a port’s Configuration:

1. Point to Basic Setup, point to LAN Ports, and click Port Configuration. A page similar to the
following appears, showing the configuration for all ports. The information displayed automatically

updates every 15 seconds, without requiring you to refresh the window.

- 206 -



FIGURE 6-10 EXAMPLE OF CHANGING PORT CONFIGURATION
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In the Port column, click the port you want to configure. A Port Configuration window similar to the

following appears.

FIGURE 6-11 PORT CONFIGURATION WINDOW
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Under Admin Setting, enable or disable the admin setting for the port:
® Up places the port in the UP state. In this state, packets can be switched to and from the port.
® Down places the port in the DOWN state. In this state, packets cannot be switched to and

from the port.
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FIGURE 6-12
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4. To change the line speed and duplex settings, click an option under Speed/Duplex Options.
® Auto allows the Switch to automatically ascertain the line speed and duplex mode.
® All the other selections force the Switch to use a specific line speed and duplex mode.
FIGURE 6-13
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5. To configure the flow control for this port, click the flow control option under Flow Control Options.
® Auto allows the Switch to automatically ascertain whether or not to use flow control.
® Enable turns on flow control at all times.

® Disable turns off flow control at all times.
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FIGURE 6-14
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6. When you finish, click the Update Setting button.

Note: For convenience, you can click the LEDs on the image of the Switch and view the Switch’s
current speed, duplex, and link an activity. For more information, see section 5.6 “Viewing

Speed, Duplex, and Link Activity”.

6.4.3 Console Port Configuration

To view and/or change the configuration of the console port, point to Basic Setup and click Console

Port. The options in the following window appear.

FIGURE 6-15
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1. To change the console baud rate, click a speed from the Baud Rate drop-down list.
®  Auto allows the Switch to autobaud between 9600 bps and 115,200 bps.
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® All the other selections force a specific console baud rate.

FIGURE 6-16
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2. To change the console flow control used, click a flow control method from the Flow Control

drop-down list.

FIGURE 6-17
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3. To enable or disable modem control options for the console port, click the Modem Control

drop-down list and click whether you want to enable or disable a modem connection to the console

port.
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FIGURE 6-18
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4. If you enabled a modem connection to the console port, use the Modem Setup String Flag text
box to use either the default modem setup string or a custom one. If you select Custom, enter the

string in the Modem Setup String text box.

Note: The default modem setup string configures the modem to auto answer. It works for all

Hayes-compatible modems.

FIGURE 6-19
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5. To enable or disable SLIP, click the appropriate option from the SLIP drop-down list.
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FIGURE 6-20
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If you enabled SLIP, type a SLIP address in the SLIP Address text box. The address consists of

numbers separated by periods. For example: 192.168.1.1

If you enabled SLIP, type a SLIP subnet mask in the SLIP Subnet Mask text box. The subnet

mask consists of numbers separated by periods. For example: 255.255.255.0.

Click the Update Setting button.
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Chapter 7 Performing Advanced Setup

Activities

Pointing to Advanced Setup on the image of the Switch displays the menu options shown in Figure

7-1.

FIGURE 7-1 ADVANCED SETUP OPTIONS

JELET

tils Aenis webap  Sdernred wbaop

MAC Address Manageman =
IF Hatarerking v

Par Port Etatishes

Brigging

Bratse MAC Filters v

IF Multizast Croup

VLA&N & PVID Perspective v

Spanning Tres Perapedtive

ANBIF —
‘other Frotacols

Part Trunking

Part Mirraring

Bwitch Stacking

WHIEL 2403, ZFd-prar f Famil Eeliermed = 2l datedligent Switch

The Advanced Setup options are:

MAC Address Management — lets you obtain per-VLAN, per-port, and individual MAC views.
See section 7.1 “MAC Address Management”.

IP Networking — lets you access IP and RIP settings, the default gateway, routing table, ARP
table parameters, and DHCP gateway settings. See section 7.2 “IP Networking”.

Per Port Statistics — lets you view statistical data for selected ports. See section 7.3 “Per Port
Statistics”.

Bridging — lets you select aging and flood list parameters. See section 7.4 “Bridging”.

Static MAC Filters — lets you view, add, and delete source or destination MAC address filters.
See section 7.5 “Static MAC Filters”.

IP Multicast Group — under construction section 7.6.

VLAN & PVID Perspective — lets you create, modify, and delete VLANs. See section 7.7 “VLAN
& PVID Perspective”.

Spanning Tree Perspective — lets you view and/or change Spanning Tree configurations and
port settings. See section 7.8 “Spanning Tree Perspective”.

SNMP — lets you view and change the SNMP configuration. See section 7.9 “Viewing and/or
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Changing SNMP Parameters”.

® Other Protocols — lets you view and change GVRP and IGMP settings. See section 7.10
“Configuring GVRP and IGMP”.

® Port Trunking — lets you assign a range of ports to a trunk groups. See section 7.11
“Associating Ports to Trunk Groups”.

® QoS — lets you to configure the Switch to use various Quality of Service (QoS) parameters. See
section 7.12 “Setting QoS Parameters”.

® Stacking — lets you enable or disable stacking and select various stacking parameters. See
section 7.13 “Selecting Stacking Settings”.

® Port Mirroring — lets you mirror one port to another. See section 7.14 “Port Mirroring”.

7.1 MAC Address Management

To access the MAC address management parameters, point to Advanced Setup and point to MAC

Address Management. The options in Figure 7-2 appear.

FIGURE 7-2 MAC ADDRESS MANAGEMENT OPTIONS
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The MAC Address Management options let you view the Switch from the three perspectives:
® Per VLAN View — see section 7.1.1 “Per VLAN View”.
® Per Port View — see section 7.1.2 “Per Port View”.

() Individual MAC View — see section 7.1.3 “Individual MAC View”.

These three views allow a network administrator to manage and monitor VLANs and their associated
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MAC addresses and ports effectively from different views.

7.1.1 Per VLAN View

To obtain a per-VLAN view:

1. Point to Advanced Setup, point to MAC Address Management, and click Per VLAN View. A list

of VLAN IDs and corresponding VLAN names similar to the following appear.

FIGURE 7-3
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2. To obtain a per-LAN view, click a VLAN ID. A read-only VLAN Activities window similar to the

following appears.
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FIGURE 7-4
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3.  When you finish reviewing the information, close the VLAN Activities window.

7.1.2 Per Port View

To obtain a per-port view:

1. Point to Advanced Setup, point to MAC Address Management, and click Per Port View. A list of

switch ports similar to the following appears.
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FIGURE 7-5
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To obtain a per-port view, click a port. A Per Port VLAN Activities window similar to the following
appears.

FIGURE 7-5
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3. If one or more MAC addresses appear in the window (as in the example above), click it to view its

settings. A MAC View window similar to the following appears.
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FIGURE 7-6
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4. When you finish reviewing the information, close the MAC View and Per Port VLAN Activities

windows.

7.1.3 Individual MAC View

To obtain an individual MAC view:

1. Point to Advanced Setup, point to MAC Address Management, and click Individual MAC View.

A prompt to enter a MAC address similar to the following appears.

FIGURE 7-7
jm [T e i1, e e el Fasd therned = I-cdod fntellipend Swrich
|.:..u..-_- l-..'n'-i BaruE f K e b K a I - 1
Advanced Sedup BAC Addroes Managmerd WAL Addros Perepectivn Gt Infosvaiion
Erter MAC Srdress: |

2. In the text box, type a MAC address.

3. Click the Get Information button. A MAC View window similar to the following appears.
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FIGURE 7-8
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4. If one or more IP Multicast group memberships appear in the window (as in the example above),

click it to view its settings.

5. When you finish reviewing the information, close the windows.

7.2 IP Networking

To access the IP networking parameters, point to Advanced Setup and point to IP Networking. The

options in Figure 7-9 appear.
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FIGURE 7-9 IP NETWORKING OPTIONS
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The IP networking options are:

IP and RIP settings — see section 7.2.1 “IP and RIP Settings”.
Default gateway — see section 7.2.2 “Default Gateway”.

Routing table — this page only show manually added routing table.
ARP table — see section 7.2.2.3 “ARP Table”.

DHCP gateway settings — see section 7.2.2.4 “DHCP Gateway Settings”.

7.2.1 IP and RIP Settings

To access IP and RIP settings:

1. Pointto Advanced Setup, point to IP Networking, and click IP & RIP Settings. A list of VLAN IDs

appears, along with their corresponding IP address and subnet mask (see the figure below).
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FIGURE 7-10
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2. Under VLAN ID, click a VLAN ID whose settings you want to view and/or change. An IP Setting

window similar to the following appears.

FIGURE 7-11

IP Setiings Updals Saling |

VLAN 1 P Satiings

IF A |E'I]3 70243 159 Delete IP |

IF Sunet Mack [R5 maman
Frame Type |E"l!-"\-EI | 3
BoOTE [Disabia =]

Proxy ARP [Cieabie =]

RP Setling [Bisabla =]

U Blogsa b asdPlulli cass I—ll
Avertese Houtes I_;I
Ao Detaut Route [ =
Ercegl AP VING Updsise | =)

Arcept Defach Route Updates | =]

Usa Sgli Horz o | -I
Lia Poisaned Rewsme | 'rl
Send Tnggeeed Respansas | 'I :,J

3. To change the IP Address, click in the text box and type a new address. Alternatively, you can use
the Delete IP button to delete the IP address.

P Adiress 15216811 | Delete i |

Note: The IP address is not deleted until you click the Update Setting button. However, no

precautionary message appears before you delete the IP address. Therefore, be sure you do

-221 -



not need the IP address before deleting it.

4. To change the IP Subnet Mask, click in the text box and type a new address.

IP Subnet Mask 2h5.2h5 2550

5. To change the Frame Type, click another value from the drop-down list.

Frame Type Ethermet_ll v

Ethernet |
Ethernet_SHAF

6. To change the BOOTP selection, click another value from the dropdown list.

BOOTP

7. To change the Proxy ARP selection, click another value from the drop-down list.

| Disable + |

Praxy ARF

Disakle

8. To change the RIP Setting, click another value from the drop-down list.

| Disable +|

RIF Setting

Digakle

9. Specify whether you want to broadcast or multicast from the dropdown list.

lUUse Broadcast/Multicast

Broadcast -
hAulticast

10. Specify whether you want to advertise routes.
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Advertise Routes

Advertise Default Route

Accept RIP %142 Updates

Accept Default Route Updates

IUse Split Horizon

IUse Poisoned Reverse

16. Specify whether the Switch is to send triggered responses.
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Send Triggered Responses

17. When you finish making your selections, click the Update Setting button.

7.2.2 Default Gateway Settings

To access default gateway settings:

() Point to Advanced Setup, point to IP Networking, and click Default Gateway. The Default Route

Specifications box appears. This box lets you add or delete a default route specification.

FIGURE 7-12
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To add a default gateway:

1. In the Default Gateway field, type an IP address for the default gateway. The address consists of

numbers separated by periods. For example: 203.70.249.254.

2. In the Metric field, type the number of hops needed between the Switch and the destination

network.
3. Click the Add button to add the default gateway.
To delete a default gateway:

1. In the Default Gateway field, type the IP address of the default gateway you want to delete.
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2. In the Metric field, type the number of hops associated with the default gateway.

3. Click the Delete button to delete the default gateway.

7.2.3 ARP Table Settings

To access ARP table settings:

® Pointto Advanced Setup, point to IP Networking, and click ARP Table. A read-only page similar
to the following appears, showing the Internet addresses and their corresponding physical

addresses, VLAN IDs, and types.

FIGURE 7-13
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7.2.4 DHCP Gateway Settings

To access DHCP gateway settings:

1. Point to Advanced Setup, point to IP Networking, and click DHCP Gateway Settings. A
read-only page similar to the following appears, showing the VLAN IDs and their corresponding IP

addresses, DHCP gateways, maximum hops, delays, servers, and relays.
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FIGURE 7-14

dd-parf Fasl {thormel = -zl ingpllipend Swnich

Bdvamced SelupdP Retearking THOP Gateway Sedings

VLANID P Address  DHOP Gaseway Max Hops Delay Sareess Helays
A0 ka3 58|  Disabled

2. To view DHCP gateway settings for a particular VLAN, click a VLAN ID. A window similar to the

following appears.

FIGURE 7-15
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3. Use the drop-down list to either enable or disable the DHCP gateway.

4. Maximum Hops shows the maximum number of hops that a DHCP request broadcast can be
relayed along the DHCP relay path from the DHCP client to the DHCP server. You can change this

value if desired.

5. Delay shows the number of seconds that must elapse before a DHCP request broadcast is relayed

to the next IP subnetwork. You can change this value if desired.
6. The remaining fields let you specify up to four preferred servers.

7. If you change any settings, click the Update Setting button to enable the parameters you selected.
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7.3 Per Port Statistics

To access per-port statistics, point to Advanced Setup and click Per Port Statistics. A list of ports
similar to the following appears.

FIGURE 7-16 LIST OF PORTS
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To obtain statistical data for any of the ports shown, click a port. A read-only window similar t

o the
following appears. When you finish reviewing the information, close the window.
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FIGURE 7-17
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Note: The information displayed in this window is automatically updated every 15 seconds, without

requiring you to refresh the window.

7.4 Bridging

To access bridging parameters, point to Advanced Setup and click Bridging. A list of ports similar to

the one in Figure 5-39 appears.
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1.

2.
3.

4.

5.

FIGURE 7-18 BRIDGING PARAMETERS
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Use the top drop-down list to disable aging or to set an aging time.

_ _ SetAging Time hdl
Aging Uptions : [Disabled (Na Aging

If you enable aging, use the Aging Time field to specify an aging time.
Use the Flood Limit drop-down list to specify no flooding, controlled flooding, or unlimited flooding

on all ports.

Controlled Flooding  »
Flood Limnit : - |Mo Flooding
B onitrolled Flooding
_Inlimited Flooding

If you selected Controlled Flooding in the previous step, enter the maximum flooding value in the
Flood Limit for ALL ports field.
Click the Update Setting button.

7.5 Static MAC Filters

To access the static MAC filter parameters, point to Advanced Setup and point to Static MAC Filters.

The options in Figure 7-19 appear.
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FIGURE 7-19 STATIC MAC FILTER OPTIONS
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The static MAC filter options are:
®  Source MAC Address Out-Filters — see section 7.5.1 “Adding Source MAC Address Filters”.
® Destination MAC Address Out-Filters — see section 7.5.2 “Adding Destination MAC Address

Filters”.

7.5.1 Adding Source MAC Address Out-Filters

To add source MAC addresses for static out-filtering.

1. Point to Advanced Setup, point to Static MAC Filters, and click Source MAC Address
Out-Filters. A page similar to the following appears. Any source MAC address out-filters already

defined appear on the page.
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FIGURE 7-20
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2. Click the Add MAC Addr button. The Static Source MAC Address Out-Filter window appears.

3. Inthe Source MAC Address Out-Filter text box, type a unique MAC source address you want to

add. For example:

FIGURE 7-21
1~ Mot Internet Buploess =10 x|
= |
Add Statlc Sowrce MAC Address Fliter |.I’-d:||
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=l

4. Click the Add button.

5. The previous page appears with the source MAC address out-filter you added (as shown in the

following figure).
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FIGURE 7-22
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7.5.2 Deleting Source MAC Address Out-Filters

If you no longer need a source MAC address filter, use the following procedure to delete it.

1. Point to Advanced Setup, point to Static MAC Filters, and click Source MAC Address
Out-Filters.
2. Click the Delete MAC Addr button. A Delete Source MAC Address window similar to the following

appears.

FIGURE 7-23
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3. From the drop-down list, click the source MAC address out-filter you want to delete.

4. Click the Delete button. The source MAC address filter is deleted.
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FIGURE 7-24

voe MAC Bddors - Memed] [l Explens =10] x|
Deleie Souce MAC Address Fliter Dalets I
Selects & MAL Addmiss | Salect_ One

Note: No precautionary message appears before the filter is deleted. Therefore, be sure you do not

need the filter before you delete it.

7.5.3 Adding Destination MAC Address Out-Filters

To add destination MAC address filters for static filtering.

1. Point to Advanced Setup, point to Static MAC Filters, and click Destination MAC Address
Filters. A page similar to the following appears. Any destination MAC address filters already

defined appear on the page.

FIGURE 7-25
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2. Click the Add MAC Addr button. The Add Filter for a Destination MAC Address window appears.

3. Inthe Destination MAC Address Filter text box, type a unique MAC destination address you want

to add. For example:
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FIGURE 7-26
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4. Click the Add button.
5. The previous page appears with the destination MAC address filter you added (as shown in the

following figure).

7.5.4 Deleting Destination MAC Address Out-Filters

If you no longer need a destination MAC address out-filter, use the following procedure to delete it.

1. Point to Advanced Setup, point to Static MAC Filters, and click Destination MAC Address
Out-Filters.
2. Click the Delete MAC Addr button. A Delete Filter for a Destination MAC Address window similar

to the following appears.
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FIGURE 7-27
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3. From the drop-down list, click the destination MAC address filter you want to delete.

FIGURE 7-28
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4. Click Delete. The destination MAC address filter is deleted.

Note: No precautionary message appears before the filter is deleted. Therefore, be sure you do not

need the filter before you delete it.

7.6 IP Multicast Group

The IP multicast group provides information associated with an IP multicast group. To obtain an IP
multicast group:

1. Point to Advanced Setup and then to IP Multicast Group. The screen below is shown.
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Note: If IGMP is disabled or no IP Multicast group is learned, the table will be empty. To enable IGMP,

Click Advanced Setup and then select other protocol to set IGMP to either Passive or Active.

2. Click the IP Multicast Group to view activities on the group. A screen similar to the following

appears.

Fic 7-30

Advascad SatuplP Mehices Group Pampn ot Behicas Group Aciises

IF Mubticast Group Z2400.0.60 ViLAM 1
Mo of Porbs in Mulices] Groug: 1
Mo of Hosls m Wolicast Goep: 1

Mulsicasi Domain
=ai 1

Hosts
DOGDEQEILEIF

o . of

3. To view the VLAN and IP multicast group addresses associated with the MAC address, Click the
MAC address, a VLAN/IP Multicast Group Membership screen similar to the following appears.

- 236 -



Fic 7-31

e o it Tokerned Esg i _IEIIEI

Imdiwidual BALC Wiew

MALC Address : DIENEIFFENF1F
Fdembar of Local WLAR{s) - Yes
Flembar of Ramote WLARE) - Mo
Membar of 12 Multicast Groupis) @ Yes
Fitering : Ho
P - 1

WLANAP Bulicest Groap Membership
F Geoup 224.0.1 6D

7.7 VLAN & PVID Perspective

To access the VLAN & PVID perspective parameters, point to Advanced Setup and point to VLAN &
PVID Perspective. The VLAN Configuration and PVID Setting options in the following appear.

FIGURE 7-32 VLAN OPTIONS
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7.7.1 VLAN Configuration

Using VLAN Configuration, you can create, modify, and delete VLANSs.

7.7.1.1 Adding a VLAN
To add a VLAN:

1. Point to Advanced Setup, point to VLAN Perspective, and click VLAN Configuration. The VLAN

ID and name for any VLANSs already defined appear, as shown in the following figure.

FIGURE 7-33
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2. Click the Add VLAN button. The VLAN Information window appears.

FIGURE 7-34
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For VLAN ID, type a unique VLAN identifier, from 2 to 4094.
For VLAN Name, type a name that identifies this VLAN.
Then, click “Add” to add the desired VLAN ID for the new port:

After the New VLAN is added, click the new ID. The screen will be shown as below. Each button in

o 0o kv

this window allows you to add or delete a different port and define a different port type:

® The two buttons at the left let you map ports as untagged ports or delete ports.
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® The two buttons in the middle let you map ports as tagged ports or delete ports.

® The two buttons at the right let you map ports as forbidden ports or delete ports.

Note: You cannot map a port to more than one port type.

FIGURE 7-35
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7. The following figure shows an example of defining port types.
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FIGURE 7-36
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8. Click the Add button. A window similar to the following appears, showing the ports you added.
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FIGURE 7-37
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9. Click the Advanced Setup -> VLAN & PVID Perspective -> VLAN Configuration. A window

similar to the following appears, showing the VLAN you added.

FIGURE 7-38
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7.7.1.2 Updating VLAN Information
To update the port types defined for a VLAN, use the following procedure.

1. Point to Advanced Setup, point to VLAN & PVID Perspective, and click VLAN Configuration.
Any VLANSs already defined appear.
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FIGURE 7-39
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2. Under VLAN ID, click the ID of the VLAN you want to modify. A VLAN setting window similar to the

following appears, showing the port properties you selected for the VLAN.

FIGURE 7-40
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3. Click the six buttons to modify the VLAN configuration you need.

7.7.1.3 Deleting a VLAN

If you no longer require a VLAN, use the following procedure to delete it.

Note: You cannot delete the default VLAN (VLAN 1).

1. Point to Advanced Setup, point to VLAN & PVID Perspective, and click VLAN Configuration.
Any VLAN already defined appear.
2. Click the Delete VLAN button. A Delete VLAN screen appears.
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3. Use the Select a VLAN ID drop-down list to click the ID of the VLAN you want to delete.

FIGURE 7-42

T Leleie ¥LAN - bicaceot? [nkamet Explares

Deleted a VLAN Entry
Salecte 3 WLAN ID |r-ln:|'|_=- -l

4. Click the Delete button. The VLAN is deleted.

Note: No precautionary message appears before the VLAN is deleted. Therefore, be sure you do not
need the VLAN before you delete it.

7.7.2 PVID Setting

Using PVID setting, you can configure what VLAN ID will be tagged when VLAN-untagged packets

enter the port.

1. Point to Advanced Setup, point to VLAN & PVID Perspective, and click PVID Setting. The
current PVID setting as below appears.
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FIGURE 7-43
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2. Click the port you want to configure. A PVID Setting screen appears.

FIGURE 7-44
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3. Input the VLAN ID you want to assign for the port and click Update Setting button to update the

setting and close this screen.

7.8 Spanning Tree Perspective

To access the spanning tree perspective parameters, point to Advanced Setup and point to Spanning

Tree Perspective. The options as the following figure appear.
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FIGURE 7-45 SPANNING TREE PERSPECTIVE OPTIONS
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The spanning tree perspective options are:
® Configurations — see section 7.8.1 “Configurations”.

® Port Setting — see section 7.8.2 “Port Setting”.

7.8.1 Configurations

To view and/or change the Spanning Tree configuration.

1. Point to Advanced Setup, point to Spanning Tree Perspective, and click Configurations. A
page similar to the following appears. The top half of the page displays read-only values. The

bottom half, starting with Spanning Tree Protocol, is user configurable.
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FIGURE 7-46
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Specify whether Spanning Tree Protocol is enabled or disabled.

spanning Tree Protocol | Disable |

Dizable

For Bridge Priority, type a decimal number.

Eridge Priority (0. B5535) 32765

For Hello Time, type a decimal number.

Hello Time sec) (1..10)

For Max Age, type a decimal number.

Max Age (sec) (5..40)

For Forward Delay, type a decimal number.
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Forward Delay (sec) (4..30)

7. Click the Update Setting button.

7.8.2 Port Setting

To view and/or change Spanning Tree configurations by port.

1. Point to Advanced Setup, point to Spanning Tree Perspective, and click Port Setting. A list of

ports similar to the following appears.

FIGURE 7-47
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2. Under Port, click the port whose Spanning Tree information you want to view. A Port STP

Configuration window similar to the following appears.
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FIGURE 7-48
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3. For Port Priority, type a port priority, from 0 to 255. A low value gives the port a greater likelihood

of becoming a Root port.

Port Priority

4. For Path Cost, type a path cost value.

Path Cost

|

5. For Admin Status, specify whether the port is up or down.

Aulmin Statuos
Up ™ |Ensble

6. Click the Update Setting button.

- 248 -



7.9 Viewing and/or Changing SNMP Parameters

To view and/or change all SNMP-related information, point to Advanced Setup and click SNMP. The

SNMP parameters in Figure 7-44 appear.

FIGURE 7-49 SNMP CONFIGURATION PARAMETERS

. 3 B DA Fdoprarl Fast Ftbporned = il bnfelligend Swilch
e o o SRR - R e

Advanced Setup SHMP Configusations Update Satfing
SHWKP |Lm|:-l-c 'l

sal Community Mame l'lu:l ]

Sod Cammurndy Marma lpusiic

Trap Comimily Mame 1 hu‘.ll’.

Trag Communiy Neme 7 hll'l '

Trap Communiy Name 3 i'lu:l C

Trap Communiy Hame 4 jpusic

Trap Hosl 1 P Adfdiess W

Trap Hosl 2 P Address I

Trap Host 3 P Addrese |

Trap Host & P Asdess |

.j'-:-d Exant Tran [Enable =] ] _.[:|

1. For SNMP, indicate whether it is enabled or disabled.

SMMP |Disahle /|

Dizahle

2. For Get Community Name, type a get community name.

et Community Mame public

3. For Set Community Name, type a set community name.

=et Community Mame public

4. Use the four Trap Community text boxes to specify up to four trap community names (one

community name per text box).
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Trap Community Mame 1 public
Trap Community Mame 2 public
Trap Community Mame 3 public
Trap Community Marme 4 public

5. Use the four Trap Host text boxes to type up to four IP addresses for trap hosts (one trap host per

text box). The address consists of numbers separated by periods. For example: 129.32.0.11

Trap Host 1 IP Address
Trap Host 2 IP Address
Trap Host 3 IP Address
Trap Host 4 IP Address

6. For Cold Start Trap, enable or disable it.

Cold Start Trap | Digahle |

7. For Warm Start Trap, enable or disable it.

Warrn Start Trap | Digahle |

8. ForLink Down Trap, enable or disable it.

Link Down Trap

9. For Link Up Trap, enable or disable it.
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Link Up Trap Enahle =

10. For Authentication Failure Trap, enable or disable it.

Authentication Failure Trap Enahle +
Enabla

11. For Rising Alarm Trap, enable or disable it.

Rising Alarm Trap Enable =

12. For Failure Alarm Trap, enable or disable it.

Failure Alarm Trap Enahle +
‘Enahle

13. For Topology Change Trap, enable or disable it.

Topolagy Change Trap Enahle

‘Enahkle

14. When you finish, click the Update Setting button.

7.10 Configuring GVRP and IGMP

To enable or disable the GVRP and/or IGMP protocols, point to Advanced Setup and click Other

Protocols. The window as the following appears.
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FIGURE 7-50 OTHER PrROTOCOLS WINDOW

Fdpird Fast Frwerae? + 2aiol Imreflgear Saorol

Update Setting

Advaniceil Setap Dl Praiocats

ZWRP  [Ensbie =]

GMP  [Acme =]

1. For GVRP, enable or disable it.

GVRFP | Disable

—nakle

T i =
lizable

2. For IGMP, disable it or make it passive or active.

Disahle »

Disahle

Fassive
Active

3. Click the Update Setting button.

7.11 Port Trunking

To associate ports to a trunk group, point to Advanced Setup and click Port Trunking. A list of trunk

groups and associated ports similar to the following appear.
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FIGURE 7-51

FpunrF Fad Feherned = Jahid fopelligond Swnnch

BAdvanced Setup/Peat Trunking Dwendew =

Trunk Grosp Paris
Tiurk Giowp 1
Tiiink Gigeg 2
Loyl Gl 3

1. Under Trunk Group, click a trunk group. A window similar to the following appears.

FIGURE 7-52
[ et iR =l01 ]
' '
fubuanced SetupTen Trunking Trenk Geoiip 1 Setep
Tiushk Group 1 |ﬂ".|-||-l- | Ranps ﬂ
L |

2. Click a selection from the Trunk Group drop-down list. If the selected trunk group does not have a
range of ports associated with it, skip to step 3. If the selected trunk group has a range of ports

associated with it, the following window appears. Click a range from the drop-down list box.

FIGURE 7-53
PEEEEETE T T E————— =012

Aihvamced SotupFPon Trasking Trunk Gresp 1 Selup

Trunk Groe 1 |_--:-I-:--:: Sang e -I

Farl 1 - 74

3. After you select a port or range of ports, the following screen appears.
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FIGURE 7-54

20 x|
Ardvencad SeiupFon Trusking Trunk Gresp 1 Selup Updtiate Seitng |
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4. Click the ports that you want to associate with trunk groups. A checkmark appears next to each port
you click. If you change your mind, click the port again to remove the association (indicated by the

checkmark disappearing).

5. Click the Update Setting button.

7.12 Port Mirroring

To mirror ports, point to Advanced Setup and click Port Mirroring. Parameters similar to the following
appear. Each row shown is a port. You can use the Switch’s mirroring capability to mirror one port to

another.

Note: Only WGSW-2402A supports this function.

FIGURE 7-55 PORT MIRRORING INFORMATION

Fdjiarf Feinid Filiirned = Foalid dopadligend Seich

Adyanced SetupPeat Mirmoring Calia =

Indaxs Mirror T Mirer From Hirraa Modn
1

=
=
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1. Under Index, click a number. The following window appears.

FIGURE 7-56
=101 x|
Port Mirroring Setting
Irndes Mirror To
1 | Select One =]
2. Inthe Mirror To column, find the port you want to mirror to.
FIGURE 7-57
3 Himor To - Meoscdt et Explopsr _.d_nﬁl
Part Birroring Seting
| Index Kirmor T
| 1 |Select One =)
£
Port 1
Pan 2
Fort 3
Puor 4 | |
Fort &
Pon &
Fort 7
Pon &
Fort 9
Por 10 -

3. After you click a port, the following window appears. The port you selected in step 2 appears below

the Mirror To column.
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FIGURE 7-58

Pont Mirroring Sesting Updale Seiting |
Index | Mirrar To | Hirvar From | Mirror Made |
1 I Fort 4 | |F‘-:r|1 1 ﬂ ! |F|‘-nr.nrn- j |

4. Use the Mirror From drop-down list to click a “mirror from” port. Data traffic from this port will mirror

to the one shown in the Mirror To column.

FIGURE 7-59
| eformabn « 3 a-soaodt |ndemet Evplooer _-_I_n_lﬁl

Port Binroring Setting Lipdate

Imdex Mirrar To Mireor From Hirroer HModie

1 Forc 4 Pot1 =) |Ra¢ewe *I

-

Post 2
Port 3
Porl 5
Puorl B
Post 7 =
Port A
Porl 9
Port 10
Poet 11
Post 12 =

5. Under Mirror Mode, specify whether the “mirrored from” port will forward received or transmitted

data to “mirror to” port.
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FIGURE 7-60

3 Foct Minonng Information - Micesnl Inkmed Bipliesy =101 =|
Port Mirmoring Setting | Update Setting |
Index | Hirrer To . Hirror From ! Hirror Mode
1 Foct 4 |:'-:|rr1 *l | |F|'m:un'v: "I‘I
Bacan

6. Click the Update Setting button.

7.13 Selecting Stacking Settings

For detail stacking configuration parameter, please refer to section 5.11 Stacking. To select stacking

parameters:

1. Point to Advanced Setup and click Stacking. A window similar to the following appears.
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FIGURE 7-61

Fdgwart Faad d el el fnfellipeml Seqirh
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1. Use the Stacking State drop-down list to enable or disable stacking.

| Disahle v|

Statistic Collection

Disable

Note: Stacking State must be enabled to specify the other parameters in this window.
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Chapter 8 SNMP and RMON Management

This chapter describes the Switch’s Simple Network Management Protocol (SNMP) and Remote

Monitoring (RMON) capabilities. Topics include:
+  Overview
+  SNMP Agent and MIB-2"~
+  RMON MIB and Bridge MIB’

. PLANET private MIB

8.1 Overview

The Switch supports the following Management Information Bases (MIBs):

+ RFC1213 — which defines the second version of the MIB (MIB-Il) for use with network
management protocols in TCP/IP- based Internets. See “SNMP Agent and MIB-2 (RFC1213)".

+ RFC1493 — which defines objects for managing MAC bridges based on the IEEE 802.1D
standard between Local Area Network (LAN) segments. See “RMON MIB (RFC 1757) and Bridge
MIB (RFC 1493)” on page 359.

+ RFC1757 — which defines objects for managing remote network monitoring devices. See “RMON
MIB (RFC 1757) and Bridge MIB (RFC 1493)” on page359 .

+ RFC2674 — which defines a portion of the Management Information Base (MIB) for use with
network management protocols in TCP/IP based internets. In particular, it defines two MIB
modules for managing the new capabilities of MAC bridges defined by the IEEE 802.1D-1998
MAC Bridges and the IEEE 802.1Q-1998 Virtual LAN (VLAN) standards for bridging between

Local Area Network (LAN) segments.

+ PLANET private MIB — See “8.4 PLANET Private MIB” for detail.

- 259 -



8.2 SNMP Agent and MIB-2 (RFC1213)

The SNMP Agent running on the Switch manager CPU is responsible for:

+ Retrieving MIB counters from various layers of software modules according to the SNMP
GET/GET NEXT frame messages.

+ Setting MIB variables according to the SNMP SET frame message.

+ Generating an SNMP TRAP frame message to the Network Management Station if the threshold

of a certain MIB counter is reached or if other trap conditions (such as the following) are met:

- Warm start - Authentication failure
- Cold start - Rising alarm
- Link up - Falling alarm
- Link down - Topology change

MIB-2 defines a set of manageable objects in various layers of the TCP/IP protocol suites. MIB-2
covers all manageable objects from layer 1 to layer 4 and, as a result, is the major SNMP MIB
supported by all vendors in the networking industry. The Switch supports a complete implementation of
SNMP Agent and MIB-2.

8.3 RMON MIB (RFC 1757) and Bridge MIB (RFC 1493)

RMON is an abbreviation for the Remote Monitoring MIB (Management Information Base). RMON is a
system defined by the Internet Engineering Task Force (IETF) document RFC 1757, which defines how

networks can be monitored remotely.
RMON:Ss typically consist of two components: an RMON probe and a management workstation:

+ The RMON probe is an intelligent device or software agent that continually collects statistics about
a LAN segment or VLAN. The RMON probe transfers the collected data to a management

workstation on request or when a pre-defined threshold is reached.

+ The management workstation collects the statistics that the RMON probe gathers The workstation
can reside on the same network as the probe, or it can have an in-band or out-of-band connection

to the probe.
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The Switch provides RMON capabilities that allow network administrators to set parameters and view
statistical counters defined in MIB-II, Bridge MIB, and RMON MIB. RMON activities are performed at a

Network Management Station running an SNMP network management application.

The Switch provides hardware-based RMON counters in the Switch chipset. The Switch manager CPU
polls these counters periodically to collect the statistics in a format that complies with the RMON MIB

definition.

8.3.1 RMON Groups Supported

The Switch supports the following RMON MIB groups defined in RFC1757:

+ RMON Statistics Group - . maintains utilization and error statistics for the Switch port being
monitored.
+ RMON History Group ~. - gathers and stores periodic statistical samples from the previous

Statistics Group.

+ RMON Alarm Group . - allows a network administrator to define alarm thresholds for any RMON
statistics MIB variable. An alarm can be associated with Low Threshold, High Threshold, or both.
An alarm is triggered when the value of a specific MIB variable exceeds a threshold, falls below a
threshold, or exceeds or falls below a threshold. A triggered alarm results in an event described in
the RMON Event Group.

+ RMON Event Group . - allows a network administrator to define actions based on alarms. The
network administrator can specify the nature of the event that occurs when an alarm is triggered.
The event can be the creation of an RMON log entry or a trap, the creation of both an RMON log

entry and a trap, or the creation of neither.

+ SNMP Traps are generated when RMON Alarms are triggered. The action taken in the Network

Management Station depends on the specific network management application.

8.3.2 Bridge Groups Supported

The Switch supports the following four groups of Bridge MIB (RFC1493):

+ The dot1dBase Group - . a mandatory group that contains the objects applicable to all types of

bridges.

+ The dot1dStp Group~ -. contains the objects that denote the bridge's state with respect to the
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Spanning Tree Protocol. If a node does not implement the Spanning Tree Protocol, this group will
not be implemented. This group is applicable to any transparent only, source route, or SRT bridge

that implements the Spanning Tree Protocol.

+ The dot1dTp Group ~. - contains objects that describe the entity's transparent bridging status.

This group is applicable to transparent operation only and SRT bridges.

» The dot1dStatic Group -~. contains objects that describe the entity's destination-address filtering

status. This group is applicable to any type of bridge which performs destination-address filtering.

+ The dot1pBridge Group - contains objects for managing IEEE 802.1Q VLANSs.

8.4 PLANET Private MIB

PLANET provides an enterprise private MIB file to ease the management of the Switch. The MIB file
can be found on the “MIB” directory of bundled CD.
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Appendix A Cable Specifications

Ethernet Type Cable Requirements Maximum Length
10BASE-T Category 3 or better, UTP or STP 100m
100BASE-TX Category 5 or better, UTP or STP 100m
100BASE-FX 62.5/125um and 50/125um MMF cables 2000m
1000BASE-T Category 5 or better, UTP or STP 100m
1000BASE-SX  |62.5/125um MMF 160MHz-km cables 220m
1000BASE-SX  |62.5/125um MMF 200MHz-km cables 275m
1000BASE-SX  |50/125um MMF 400MHz-km cables 500m
1000BASE-SX  |50/125um MMF 500MHz-km cables 550m

Note: Please do not use telephone cables. Telephone cables do not support Ethernet or Fast Ethernet

There are two types of cables: Straight Through Cables and Crossover Cables.
Category 5 UTP/STP cable has eight wires inside the sheath. The wires form four
pairs. Straight Through Cables has same pin-outs at both ends while Crossover
Cables has a different pin arrangement at each end.

Figure A-1 shows the standard RJ-45 receptacle and connector. Figure A-2 shows
the diagram of straight through cables. Figure A-2 shows the diagram of crossover

cables.

FIG A-1 THE STANDARD RJ-45 RECEPTACLE/CONNECTOR
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Fic A-2 DIAGRAM OF STRAIGHT THROUGH CABLES

1 White/Orange 1 White/Orange
2 Orange 2 Orange

3 White/Green 3 White/Green
4 Blue 4 Blue

5 White/Blue 5 White/Blue

6 Green 6 Green

7 White/Brown 7 White/Brown
8 Brown 8 Brown

Fic A-3 DIAGRAM OF CROSSOVER CABLES DIAGRAM

1 White/Orange 1 White/Orange
2 Orange 2 Orange

3 White/Green 3 White/Green
4 Blue 4 Blue

5 White/Blue /\ 5 White/Blue

6 Green J \— 6 Green

7 White/Brown 7 White/Brown
8 Brown 8 Brown
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Appendix B Example of Stacking Switches

There are 5 switches to be stacked together. Routing function between VLANs is not required. The

Switches from top to down are A~E.

Rl 11T T ol i = D
el e N
Qe B88eaeesoet e [T I T T L L LT LT
£ NN N | [N N N s N
Qe B88eqeesoes e [T I T T [T LT T LT
£ NN N | [ N e s
Qe B88eq0es000 . [T I T T [T LT L LT
£ NN N | [ N e s
Qe B88eq0es000 . [T I T T [T LT LT T
A N | [ N e g e
Switch | Configuration Remark
A Switch ID=4, Stack ID=1, Stack port = 25, Stack size=5
No IP for all VLANs
B Switch ID=2, Stack ID=1, Stack port = 25, 26, Stack size=5
No IP for all VLANs
C Switch ID=1, Stack ID=1, Stack port = 25, 26, Stack size=5 Master

No IP for all VLANs
Stack IP Settings=192.168.1.1

D Switch ID=3, Stack ID=1, Stack port = 25, 26, Stack size=5
No IP for all VLANs
E Switch ID=5, Stack ID=1, Stack port = 25, Stack size=5

No IP for all VLANs

Note: Please use the “Stack Port Mapping” menu to check all the Switches are

- 265 -



stacked properly.
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Appendix C VLAN

Switches do not inherently support broadcast domains, which can lead to broadcast storms in large

networks that handle a lot of traffic such as NetBUEI or IPX. In conventional networks with routers,

broadcast traffic is split up into separate domains to confine this traffic to the originating group and

provide a much cleaner network environment. Instead of using physically separate subnets which are

linked by traditionally slow routers, this switch creates segregated broadcast domains based on easily

configurable VLANSs, and then links these VLANSs as required with wire-speed routing.

An IEEE 802.1Q VLAN is a group of ports that can be located anywhere in the network, but

communicate as though they belong to the same physical segment. VLANs help to simplify network

management by allowing you to move devices to a new VLAN without having to change any physical

connections. VLANs can be easily organized to reflect departmental groups (such as Marketing or

R&D), usage groups (such as e-mail), or multicast groups (used for multimedia applications such as

video conferencing).

VLANSs provide greater network efficiency by reducing broadcast traffic, and allow you to make network

changes without having to update IP addresses or IP subnets. VLANs inherently provide a high level of

network security since traffic must pass through a configured Layer 3 link to reach a different VLAN.

This switch supports the following VLAN features:

¢+ Upto 128 VLANSs based on the IEEE 802.1Q standard

+ Distributed VLAN learning across multiple switches using explicit or implicit tagging and GVRP
protocol

+ Port overlapping, allowing a port to participate in multiple VLANSs.

+ End stations can belong to multiple VLANs

¢ Passing traffic between VLAN-aware and VLAN-unaware devices
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C.1 Assigning Ports to VLANSs

Before enabling VLANs for the Switch, you must first assign each port to the VLAN group(s) it will
participate in. By default all ports are assigned to VLAN 1 as untagged ports. Add a port as a tagged
port (that is, a port attached to a VLAN-aware device) if you want it to carry traffic for one or more
VLANs and the device at the other end of the link also supports VLANs. Then assign the port at the
other end of the link to the same VLAN(s). However, if you want a port on this switch to participate in
one or more VLANS, but the device at the other end of the link does not support VLANSs, then you must

add this port as an untagged port (that is, a port attached to a VLAN-unaware device).

C.1.1 VLAN Classification

When the Switch receives a frame, it classifies the frame in one of two ways. If the frame is untagged,
the Switch assigns the frame to an associated VLAN (based on the PVID of the receiving port). But if
the frame is tagged, the Switch uses the tagged VLAN ID to identify the port broadcast domain of the

frame.

C.1.2 Port Overlapping

Port overlapping can be used to allow access to commonly shared network resources among different
VLAN groups, such as file servers or printers. (Not supported for multilayer mode) Note that if you
implement VLANs which do not overlap, but still need to communicate, you can connect them by
setting this switch to multilayer mode, and assigning an IP interface address to the different VLANSs.
(See “Connecting VLAN Groups”)

C.1.3 Port-based VLANS

Port-based (or static) VLANs are manually tied to specific ports. The Switch’ s forwarding decision is
based on the destination MAC address and its associated port. Therefore, to make valid forwarding or
flooding decisions, the Switch must learn the relationship of the MAC address to its related port—and

thus to the VLAN—at run-time. However, when GVRP is enabled, this process can be fully automated.

C.1.4 Automatic VLAN Registration (GVRP)

GVRP defines a system whereby the Switch can automatically learn the VLANs each endstation should
be assigned to. If an endstation (or its network adapter) supports the IEEE 802.1Q VLAN protocol, it

can be configured to broadcast a message to your network indicating the VLAN groups it wants to join.
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When this switch receives these messages, it will automatically place the receiving port in the specified
VLANSs, and then forward the message to all other ports. When the message arrives at another switch
that supports GVREP, it will also place the receiving port in the specified VLANs, and pass the message
on to all other ports. VLAN requirements are propagated in this way throughout the network. This
allows GVRP-compliant devices to be automatically configured for VLAN groups based solely on

endstation requests.

C.2 Forwarding Tagged/Untagged Frames

Ports can be assigned to multiple tagged or untagged VLANs. Each port on the Switch is therefore
capable of passing tagged or untagged frames.

To forward a frame from a VLAN-aware device to a VLAN-unaware device, the Switch first decides
where to forward the frame, and then strips off the VLAN tag. However, to forward a frame from a
VLAN-unaware device to a VLAN-aware device, the Switch first decides where to forward the frame,
and then inserts a VLAN tag reflecting this port’ s default VID.

The default PVID is VLAN 1 for all ports, but this can be changed.
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FIGURE C-1 VLAN SAMPLE APPLICATION

VLAN aware VLAN aware
switch switch
YVLAM 1.2 VLAN 13
80210 tags A2 16 tags
VLAN aware
switch

trnlk
VLAN 123
(80210 tazs)
VLAN aware
switch
VLAN 1,2,3
802100 tags VLAN 1,3
(untagged)
VLAN aware VLAN aware
switch switch

C.3 Connecting VLAN Groups

The Switch supports communication within a common VLAN using store-and-forward switching.
However, if you have devices in separate VLANs that must communicate, and it is not practical to
include these devices in a common VLAN, then the VLANs can be connected via Layer 3 routing
provided by this switch.

Traditional routers use only physical port numbers in their routing tables, which provides no support for
VLANSs. By contrast, this device supports Layer 3 routing by using both logical and physical port
numbers to support VLANs and Layer 3 switching simultaneously.

By using the abstraction of a logical port number to represent a collection of physical switch ports in the
same VLAN, Layer 3 switching can occur from one VLAN to another transparently without changing the
routing protocol and IP routing software, while Layer 2 switching is still used for intra-VLAN traffic.

The Switch uses standard routing tables that are constructed via static configuration or dynamic routing
protocols such as RIP. Each routing entry consists of a network address (that is, an IP address with a

subnet mask), and a virtual interface number. Each virtual interface corresponds to a virtual LAN,
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identified by the VLAN ID. Also note that multiple routing entries can be provided for the same virtual
interface by adding the required routing table entries for the same virtual interface. A simple VLAN

configuration that supports routing is shown below.

FIGURE C.2 VLANS CONNECTED VIA IP ROUTING

<Metwork> <Yirual Interface>

1.0.0.0 |
2.0.0,0 I
3.0.0.0 2

Routing Table

< Port=<PF¥1D=

1 ]

2 ]

3 4

E ]

6 2

Fi 2

M B Bl B EH

PVID Table 1.0.0.1 20.0.5 3.0.0.5 3.0.0.10
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Appendix D VLAN Overlapping

In some situation, two or more workgroups need to connect to same servers but should not allow them
to connect each other. For example, port 3 ~ port 5 are one workgroup and port 6~8 are another
workgroup. Both of them need to connect Servers on port 1 and 2. In this situation, we need to

configure PVID and create VLAN groups as the following table:

TABLE D -1 PVID AND VLAN CONFIGURATION

1 2 3 4 5 6 7 8
PVID 100 100 200 200 200 300 300 300
VLAN 100 u u u u u u u u
VLAN 200 u u u u u
VLAN 300 u u u u u

The configuration on the console interface should be as the following:
1. Create three VLAN with VLAN ID 100, 200 and 300.

Fic D-1 VLAN GROuUP

| FLAHET WGHESW-2402A Routbing Switch WOEH- 240 3R

| ~vanced Hanagement /L2 Switching DataBase/WVLAH & PVID Perspective

| &8 v ] Defamlt

|100 {OxD&Ed)  Shared |
|200 {(OxOCD)  Workgrouph |
j300  (el2C)  Werkgrouph i

<UpArrowTommArrow ove <Enter>ViewHodify <+>Create <->Pelete <ESCrPrevious

2. VLAN 100 consist port 1 to port 8 as untagged.
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Fic D-2 VLAN 100 MEMBER PORT

FLANET WGESH-Z2403% Routing Switch WESH-F403R |
Base /VLAN & PYID Perspective/VILAN 100 {0xD6d) {(Shared) Settings aifmin |
Rl

1 Pr Frog i

[[Fort 1 | umit-apipesd

1Fart 2 | untagged

IFart 3 | vk agpged

IFari 4 |l aapiped

1Part 5 | e apipid

IPart & | v piped

IFaxt 7 | ek digipiel

IFaxrt & | umtaipipeid

CUpAr row - Dosmfr roe>=Tabh>Move <4+5Add  <-=kelekbe CERUHFrey 1ouE

3. VLAN 200 consist port 1 to port 5 as untagged port.

Fic D-3 VLAN 200 MEMBER PORT

PLANET WiSW-24024& R
FULAH & PYID Perspective UWTAH 200 {0:DCR) (Woarkgrovph) Setbings

JPort 1 | untagged [
|Port ¥ | kgl
|Fort ¥ | wnkagged
IFort 4 | unk.aggesd
|Port % | mmk.agged
<UpArcosw =~ DosmArrow >~ Tab>Move <+xAdd <->Delete <ESC-Previous

4. VLAN 300 consist port 1, 2 and 6~8 as untagged port.
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Fic D-4 VLAN 300 MEMBER PORT

| FLANET WirS¥W-24028 Houting Switoh WSS~ Fd DGR
| =fVLAH & PVID Perspectaive/VLAH 300 (0x12C) {WorkgroupBi Settinges
Lith For P rnge 1
Port 1| untagged [
IFart 2 | umk apiped
IFart & | kg
IFaxrt 7 | ek aipiped
IFart & | ek Edpipel
A O e DT F e Tab - awe <esAdd < -DElels CESC>PEev ik

5. On the PVID settings, configure port 1 and port 2’s PVID to 100, port 3 to port 5’s PVID to 200 and
port 6 to port 7’s PVID to 300.

Fic D-5 PVID CONFIGURATION

atpement fAdranced Management /12 Switching DataBase FYID Settings aibmd

| PLANET WEESW-2402A Routing Switch WESH-T40TR
|

1ot 23: [HEEEIEIER

|Fort e 1 TRl
|Poct  1: 11 Tatilo -
|Part | ET I
|Port 3 (ETR1]

IFart d: (ETR1]

Poart %5: Fi T3l

JPart &: 30 M1 3T
|Foart 7 [ Tl 3T h
|Fort B: [ JH13CH
|Fort 9: 1 15T ]
|Fort 10: 1 JHODOL
v|Fort 11: 1 Tl i

<Uphrrres Doendr row>Hlove <Enter-fodify <L>5witoh “ESUFFrevious

After making above configuration and save them, both workgroup can connect to port 1 and port 2 but

can not connect each other.
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Appendix E Console Port Pin Assignment

The DB9 serial port on the Switch's rear panel is used to connect the Switch to a management device.
The on-board menu-driven configuration program can be accessed from a terminal, a PC running a
terminal emulation program, or from a remote location via a modem connection. You can use the
management port to configure port settings (e.g., enabled or disabled), or to update device firmware.
The pin assignments used to connect various device types to the Switch's management port are

provided in the following tables.

E.1 DB9 Port Pin Assignments

Switch's | PCDB9 | Modem Signal
Description DB9 DTE DTE | DB25 DCE | Direction
Pin # Pin # Pin # DTE-DCE

<

EIA | COITT
Circuit | Signal

CF__ |109 | DCD (Daia Camier Detected)
BE |14 | RuD (Received Data)

BA  |103 | TxD (Transmitied Data)

CD | 108.2 |DTR (Data Terminal Ready)
AB |102 | SG (Signal Ground)

CC_ |107 | DSR (Data Set Ready)

CA_ |105 |RTS (Requestio-Send)

CB__ |106 | CTS (Clearto-Send)

CE |15 |RI(Ring Indicato)

o | o= (O on | B Lo Mo | =
0 | 00| = (O |on | B Lo o | =
Rgr.hhm-qgmr.um
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E.2 Connection from Switch's Serial Port to PC's 9-Pin COM

Port

Switch's 3-Pin : PC's 9Pin
Serial ot | CCTTT SiOMA | om Port

1DCD —DoD— |1

2 RXD «— XD —— |3

3TXD RO —> |2

4 DTR —__DSR—> | 6

5 SGND —__SOGND— 5

6 DSR —_DIR— |4

7RIS —_CIs—> |8

8CTS < RIS— |7

IRl —R— |39

E.3 Connection from Switch's Serial Port to Modem's 25-Pin

DCE Port

Switch's 9-Pin : Modem's 25-
Serial Port | CO 99l | o eOM Port

1 < DD — |8

2 < RXD — | 3

3 D —> |2

4 —_DR—> |20

5 SGND — | 7

5 < DSR— |8

7 RTS —> | 4

8 < C15— |5

9 «— R— |2
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E.4 Connection from Switch's Serial Port to PC's 25-Pin

DTE Port
Switch spg;,im Serial Null Modem PC's Z.;izm DTE

1 DCD 1 1 (& DCD
2 RXD P 3 |3 TAD

3 TXD 3 Z [Z2 RXD

4 DTR i T 8 [0 DIR
5 SGND ] f’_l_;_,« 20 [7  SGND
6 DSR ) f__,_,—'-"' 7 |6 DSRE
7 RT5 7 |: 4 |4 RIS
8CTs 9 5 [§ CT5
9 Rl 20 6 |22 F
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